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Abstract

This document specifies additions and amendments to RFCs 7292 and 8018. It defines a way to
use the Password-Based Message Authentication Code 1 (PBMAC1), defined in RFC 8018, inside
the PKCS #12 syntax. The purpose of this specification is to permit the use of more modern
Password-Based Key Derivation Functions (PBKDFs) and allow for regulatory compliance.

Status of This Memo

This document is not an Internet Standards Track specification; it is published for informational
purposes.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Not all documents approved by
the IESG are candidates for any level of Internet Standard; see Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc9579.

Copyright Notice

Copyright (c) 2024 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
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with respect to this document. Code Components extracted from this document must include
Revised BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Revised BSD License.
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1. Introduction

The PKCS #12 format [RFC7292] is widely used for the interoperable transfer of certificate, key,
and other miscellaneous secrets between machines, applications, browsers, etc. Unfortunately,
[RFC7292] mandates the use of a PKCS #12 specific password-based key derivation function that
only allows for change of the underlying message digest function.

2. Rationale

Due to security concerns with the key derivation function from [RFC7292] and the much higher
extensibility of PBMAC1 [RFC8018], we propose the use of PBMACI for integrity protection of
PKCS #12 structures. The new syntax is designed to allow legacy applications to still be able to
decrypt the key material, even if they are unable to interpret the new integrity protection,
provided that they can ignore failures in Message Authentication Code (MAC) verification. This
change allows for the use of PBKDF2 [RFC8018] or scrypt PBKDFs [RFC7914] for derivation of
MAC keys and future extensibility. Use of the extensible PBMAC1 mechanism also allows for
greater flexibility and alignment with different government regulations, for example, in
environments where PBKDF?2 is the only allowed password-based key derivation function.

As the recommended methods for key protection require both encryption and integrity
protection, we decided to amend the PKCS #12 format to support different key derivation
functions rather than extending the PKCS #5 format by a new field that allows integrity
protection.

We included an ASN.1 module [x680] [x681] [x682] [x683] [x690] that can be combined with the
ASN.1 modules in [RFC7292] and [RFC8018] to incorporate additional MAC algorithms.

3. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

4. Embedding PBMAC1 in PKCS #12

The MacData structure in the PFX object, as described in item #3 in Section 4 of [RFC7292], is
updated to include the following PBMAC1-specific guidance:

a. The id-PBMAC1 object identifier is permitted as a valid type for the
DigestAlgorithmlIdentifier inside the DigestInfo object. If the algorithm field of the
DigestAlgorithmIdentifier is id-PBMAC1, then the parameters field MUST be present
and have a value consistent with PBMAC1-params parameters.
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b. If the PBMAC1 algorithm is used, the digest value of the DigestInfo object MUST be
the result of the PBMAC1 calculation over the authSafe field using the PBMAC1-
params parameters.

c. If the PBMAC1 algorithm is used, the macSalt value MUST be ignored. For backwards
compatibility, it SHOULD NOT be empty.

d. If the PBMAC1 algorithm is used, the iterations value MUST be ignored. For
backwards compatibility, it SHOULD have a non-zero positive value.

5. Recommended Parameters

To provide interoperability between different implementations, all implementations of this
specification MUST support the PBKDF2 key derivation function paired with SHA-256 HMAC
[SHA2] [RFC2104] for both integrity check and the PBKDF2 pseudorandom function (PRF). It's
RECOMMENDED for implementations to support other SHA-2-based HMACs. Implementations
MAY use other hash functions, like the SHA-3 family of hash functions [SHA3]. Implementations
MAY use other KDF methods, like the scrypt PBKDF [RFC7914].

The length of the key generated by the used KDF MUST be encoded explicitly in the parameters
field and SHOULD be the same size as the HMAC function output size. This means that PBMAC1-
params specifying SHA-256 HMAC should also include KDF parameters that generate a 32-octet
key. In particular, when using the PBKDF2, implementations MUST include the keyLength field in
the encoded PBKDF2-params. Implementations MUST NOT accept PBKDF2 KDF with PBKDF2-
params that omit the keyLength field.

6. Password Encoding

As documented in Appendix B.1 of [RFC7292], the handling of password encoding in the
underlying standards is underspecified. However, just as with PBES1 and PBES2 when used in
the context of PKCS #12 objects, all passwords used with PBMAC1 MUST be created from
BMPStrings with a NULL terminator.

7. Deprecated Algorithms

While attacks against SHA-1 HMACs are not considered practical [RFC6194] to limit the number
of algorithms needed for interoperability, implementations of this specification SHOULD NOT use
PBKDF2 with the SHA-1 HMAC. In addition, implementations MUST NOT use any other message
digest functions with an output of 160 bits or less.

8. TIANA Considerations

IANA has registered the following object identifier in the "SMI Security for S/MIME Module
Identifier (1.2.840.113549.1.9.16.0)" registry. See Appendix B for the ASN.1 module.
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Decimal Description Reference
76 id-pkes12-pbmac1-2023  RFC 9579
Table 1

9. Security Considerations

Except for the use of different key derivation functions, this document doesn't change how the
integrity protection on PKCS #12 objects is computed; therefore, all the security considerations
from [RFC7292] apply.

Use of PBMAC1 and PBKDF2 is unchanged from [RFC8018]; therefore, all the security
considerations from [RFC8018] apply.

The KDFs generally don't have a lower limit for the generated key size, allowing the specification
of very small key sizes (of 1 octet), which can facilitate brute-force attacks on the HMAC. Since
the KDF parameters are not cryptographically protected and HMACs accept arbitrary key sizes,
implementations MAY refuse to process KDF parameters that specify small key output sizes or
weak parameters. It's RECOMMENDED to reject any KDF parameters that specify key lengths less
than 20 octets.
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Appendix A. Test Vectors

All test vectors use "1234" as the password for both encryption and integrity protection.

A.1. Valid PKCS #12 File with SHA-256 HMAC and PRF

The following base64-encoded PKCS #12 file MUST be readable by implementations following this
RFC.

Kario Informational Page 6


https://www.rfc-editor.org/info/rfc8174
https://www.rfc-editor.org/info/rfc8174
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://www.itu.int/rec/T-REC-X.680
https://www.itu.int/rec/T-REC-X.681
https://www.itu.int/rec/T-REC-X.682
https://www.itu.int/rec/T-REC-X.683
https://www.itu.int/rec/T-REC-X.690
https://www.rfc-editor.org/info/rfc7914
https://www.rfc-editor.org/info/rfc7914
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf

RFC 9579 PBMAC1 in PKCS #12 May 2024

MIIKigIBAzCCCgUGCSqGSIb3DQEHAaCCCTYEggnyMIIJ73jCCBGIGCSqGSIb3DQEH
BqCCBFMwggRPAgEAMITIESAYJKoZIhvcNAQcBMFcGCSqGSIb3DQEFDTBKMCKkGCSQG
SIb3DQEFDDAcBAg9pxXxY2yscwICCAAWDAYIKoZIhvcNAgkFADAdBglghkgBZQME
ASOEEK7yYaFQDi1pYwWzm9F /fs+AggPgFIT2XapyaFgDppdvLkdvaF3HXw+zjzKb
7xFC76DtVPhVTWVHD+kIss+jsj+XyvMwY@aCuAhAG/Dig+vzWomnsqB5ssw5/kTh
+TMQ5PXLKkNeoBmB6ArKeGe /QmCBQvQG/abb+nXSWmxNpP+71772dmWmB8gcSJOkF
Fj75NrIbmNiDMCb71Q8g0zBMFf6BpXf/3xWAJtxyic+tSNETf0Ja8zTZbO+1VOwW9
5eUmDrPUpuxEVbbOKJtIc63gRkcfrPtDd6IidZzbzj2Evr4/S4hnrQBsiryVzJWy
IEjaDOy6+DmGOJWMgRUGi1wB0oGowi37GMrDCOy0ZWC4n5wHLtYyhR6JaElxbrhxP
H46z2USLKmZoF+YgEQgYcSBXMgPOt36+XQocFWYi2N5niy02TnctwF430FYsQlhJ
Suma4I33E808dJuMv8T/soF66HsD4Zj46h0f4nWmas7IaoSAbGKXgIa7KhGRJvVi j
xM3W0X0@agNi/8bhnxSA7fCmIy/7opyx5UYJFWGBSmHP1pBHBVmMx7Ad8SAsBIMSsh
nbGjGiUk4hBQc0i29/M9WwFlo4urePyI8PK2qtVAmpD3rTL1smgzguZ69L0Q/CFU
fbtqsMFebgEuh8cfivd1DYFABEt1gypuwCUtCqQ7AXK2nQq0jsQCxVz9i9K8NDeD
aau98VAleTo2sk3/VR/QUqBPRwU1jPN5BzUevhE7S0y/ImuJKwpGqqFljYdrQmj5
jDe+LmYH9QGVR1fN8zuU+48FY8CAoeBeHN5AAPM1OPYPVUNt3/jQN1+v+CahNVI+
La8q1Nen+j1R44aa213y/pUgtzXRwK+tPrxTQbGB3OEUSTLYJn8amPWmn3w75ZIA
MJrXWeKj44de7udzdUsEBVC2uM44rIHMBMF jyYAwYsey@rcp@emsaxzar+7ZA67r
1DoXvvS3NgsnTXHcn3T9tkPRoee6L7Dh3x40d961cRwgdYT5BwyH7e341d4VTUmJ
bDEq7Ijvn4JKrwQJhT1RCC+Z/0bfkC42xAm7G0O10u3g08xBOQujpdg4a7VculrywF
c7hLNquuaF4qoDaVwYXHH31iuX6Y1J/3siTKbYCVXPEZOAMBP91F /0U76UMJBQNTU
0xjDx+3AhUVgnGuCsmY1K6ETDp8q0ZKGYyVOKrNSGtqLx3uMhd7PETeW+ML3tDQ/0
X9fMkcZHi4C2fXnoHV/qa2dGhBj4jjQ0Xh1poUbmxGn2Mebe2hDsBZkkBpnn7pK4
wP/VgXdQTwgEuvzGHLVFsCuADe40ZFBmtBrf70wG7Zk08SUZ8Z2z11IX3+S02497y jé6j+6YgRtPa7]j+PnduHXx71E4UwSuu2xXYMpxnQwI6rroQpZBX82
HhqgcLV83P81pzQwPdHjH5zkoxmWdCO+jU/tcQfNXYpJdyoaX7tDmVclLhwl9ps/
0841pIsNLJWXwvXG6B+3LN/kw4QjwN194PopiOD7+0oDm5mhtt078CrBrRxHMD/0Q
gniZjKzSZepx1Zq+J792u8vtMnuzzChxuBBf3PhIXcJNcVhwUtrOyKe/N+NvCOtm
p8wyik/BlndxN9eKbdT0i2wIi64h2QG8n0k66wQ/PSIJYWZ16eDNEQSZzH/1mGCfU
QnUT17UC/p+Qgenf6Auap2GWlvsJrB7u/pytz65rtjt/ouo6Ih6EWNqwVVpGXZDO
7gVWHOKe /Vr6aPGNvkLcmftPuDZsn9jiig3guhdeyRVf100x369kKWcG75q77hxE
IzSzDyU1BNbnom9SIjut3r+qVYmWONatC6q/4D0I42L.njd3dEyZx7jmH3g/S2ASM
FzWr9pvXc61dsYOkdZ4PYa9XPUZxXFagZsoS3F1sU799+IJVUOtCOMEXJTAjBgkq
hkiG9wOBCRUxFgQUwWWO5DorvVWYF3BWUmAwWBrUEajScwfDBtMEKGCSqGSIb3DQEF
DjA8MCWGCSqGSIb3DQEFDDAfBAhVRzW4sC4xcwICCAACASAWDAYIKoZIhvceNAgkF
ADAMBggqhkiG9wOCCQUABCB6pW2FOdcCNj87zS64NUXG36K5aXDnFHctIk5Bf4kG
3QQITkOUIFVTRUQCAQE=
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A.2. Valid PKCS #12 File with SHA-256 HMAC and SHA-512 PRF

The following base64-encoded PKCS #12 file SHOULD be readable by implementations following
this RFC.

MIIKigIBAzCCCgUGCSqGSIb3DQEHAaCCCfYEggnyMIIJ7jCCBGIGCSqGSIb3DQEH
BqCCBFMwggRPAgGEAMITIESAYJKoZIhvcNAQcBMFcGCSqGSIb3DQEFDTBKMCKkGCSQG
SIb3DQEFDDAcBAi14j6UBBY2i0gICCAAWDAYIKoZIhveNAgkFADAdBglghkgBZQME
ASOEEFpHSS5zrk/9pkDo1JRbtE6AggPgtbMLGOFd5KLpVXMdexLrT129L7 /vCroB
0I2tnhPPA7aFtRjjuGbwooCMQwxw9qzuCX1eH4xK2LUw6Gbd2H47WimSOWJMaiUb
wy4alIWELYufe74kXPmKPCyH921N1hqu8sBEGhI17nBhWbFzow1+qpIc9/1pujJo
wodSY+pNBD80oBeoU1m6Dg0jgc62apL7mBnwavDUqEt7HAqtTBxKxu/31pb1g8nbl
XLTqROax5feXErf+GQAqs24hUJIPg301eCMDVzHBh5pgZyRN9ZSIPOHCT1i+d11nb
JwHyrAhZv8GMdAVKaXHETbq8zTpxT3UE/LmH1gyZG0G2B21D2dvNDKa712sHOS/ t
3XkFngHDLx+a9pVftt6p7Nh6jqI581tb7fyc7HBVIVUC/+xGgPgHZouaZw+I3PUz
fjHboyLQer22ndBz+11/S2GhhZ4xLXg4100zkgn7DX92S/UlbmcZam1apjGwkGY /
7ktA8BarNW211mJF+Z+hci+BeDiM7eyEguLCYRdH+/UBiUuYjG1hi5Ki3+42pRZD
FZkTHGOrcG6qE2KJDSENj+RkGiy1G98v7f1m4iWFVAB78A1A0gT38Bod40BevR70k
c48s0IWB5eCH/GLSOOMHKcttYUQNMQIDiG1TLZzP1czFghhG97AxiTzYkKLx2cYfs
pgg5SPE9drqg1fNzBZMUmC2bSwRhGRb5PDuémeD8uqv jxoIIZQAEV53xmD63umlUH1
jhVXfcWSmhU/+vV/IWStZgQbwhF7DmH2q6S81itCkz7J7Byp5xcDiU0Z5GpfIRInk
DTZoOYM51iA8kte6KCwA+jnmCgstISEbRbnsNcjNVAT3q/X776VdmnehWoVelL+6k4
z+GvQkr+D2sxPpldIb5hrb+1rcp9n0QgtpBnbXaT16LcTHdTNe5kx4ScujXOWwfd
Iy6bR6HOQFq2SLKAACOqw4E8hT1j3WPx119eBFXNtoRKdsRuX3jzyqgDBrQ6oGskkL
wnyMtVjSX+3c9xbFc4vyJPFMPwb3Ng3syjUDrOpUSRxaMEAWt4josadWKEeyIC2F
wrS1dzFn/5wv1g7E7xWg+nLg4zdppsyY01jzNUbhOEtJ21hme3NJ45fxnxXmrPku
gBda1lLf29inVuzuTjwtLjQwGk+usHJmOR/KOhTaSNRgepXnjY@cIgS+BgEY1/BW
k3+Y4GE2JXds2cQToe5rCSYH3QGOQTYUAGvwX6hA1hrRRgUG3vxtYSixQ3UUuwzs
eQW2SUFL116111J7cQwFSPyr@sLOp81vdxWiigwjkfPtgljZ2QpmzR5rX2xiqItH
Dy4E+iVigIYwggWEBgkghkiGO9woOBBwGgggV1BIIFcTCCBWOwWggVpBgsghkiGOweB
DAoBAqCCBTEwggUtMFcGCSqGSIb3DQEFDTBKMCkGCSqGSIb3DQEFDDACBAhDiwsh
4wt3aAICCAAWDAYIKoZIhvcNAgkFADAdBglghkgBZQMEASOEELNFNEpJT65wsXwd
fZ1956cEggTQR0B4bP/fWFfPPZrTEczq1q0THHV867j76Sgxau2WQ90QAG998HF tNq
Nx08R66en6QFhgpWCI731tSJD+0A29q0sT+Xt2bR2z5+K7D4QoiXulLa3gXv62VkjB
ODLCHAS7Mu+hkp50KCpXCS7foB0nAiQjM4ELuAsiwwL rHu7z1ET16UwpmlgKQnaCi
S44fV9znS9TxofRTnuCq1lupdn2qQjSydoU6inQeKLBf1KRiL rJHOobaFmjWwp1U
0QAMUZ rALhHyIbOFXMPYk3mmU/1UPuRGcbcV5v2Ut2UME+WYEXXSCOYR3 /R4UTfVk@M403nWG91Q6mKMgbNHPUCFDN9P7cUh
sTxu3NRLyJ+QIfVfba3YBTV8A6WBYEmMLI1xf1uL1WS2Bx6+CrhBkeyNUPo9cRjpx
10j/xkInoc2HQODEkvuK9DD7VrLr7sDhfmJvrimUfJMQ5/THk7Z+E+NAuMdMtkM2
yKXxghZAbBrQkU3mIW150i7PsjluUwBo0/LJvQwJIshéyeJDHY8mby9mIdeP3LQAF
c1lYKzNwmgwbdtmVAXmQxLuhmEpXfstIzkBrNJzChzb2onNSfa+r5L6XEHNH17wCw
TuuV/JIWLdNuYXLfVfuv3msfSjSWkveaRtRWIvmOvOQba2005L1wFMd1PzKM5uN4D
DYtsS9A6yQOXEsvUkWcLOJnCs8SkJRAXhJTxdmzeBgM1JttKwLbgGMbpjbx1g3ns
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N+Z+sEFox+2ZW0glgnBHj@mCZ0iAC8wqUu+sxsLT4WndaPWKVqoRQChvDaZaNOaN
gHciF9HPUcfZow+fH8TnSHneiQcDe6XcMhSaQ2MtpY8/jrgNKguZt22yH9gw/VpT
3/Q0B7FBgKFIEbvUaf3nVjFIlryIheg+LeiBd2isoMNNXaBwcg2YXukxJTAjBgkq
hkiG9wOBCRUxFgQUwWWO5DorvVWYF3BWUmAwWBrUEajScwfDBtMEKGCSqGSIb3DQEF
DjA8MCWGCSqGSIb3DQEFDDAfBAgUr2yP+/DBrgICCAACASAWDAYIKoZIhvcNAgsF
ADAMBggqhkiG9wOCCQUABCA5zFL93 jw8ItGlcbHKhgkNwbgpp6layuOuxSju4/Vd
6QQITKk9UIFVTRUQCAQE=

A.3. Valid PKCS #12 File with SHA-512 HMAC and PRF

The following base64-encoded PKCS #12 file SHOULD be readable by implementations following
this RFC.

MIIKrAIBAzCCCgUGCSqGSIb3DQEHAaCCCTYEggnyMIIJ7jCCBGIGCSqGSIb3DQEH
BqCCBFMwggRPAQEAMIIESAYJKoZIhvcNAQcBMFcGCSqGSIb3DQEFDTBKMCkGCSQG
SIb3DQEFDDAcBAisrqL8obSBaQICCAAwWDAYIKoZIhvcNAgkFADAdBglghkgBZQME
ASOEECjXYYcaBpwsgn1Imb9WqFGAggPgT7RcF5YZEJANZU9G3tSdpCHnyWatT1lhm
iCEcBGgwI5gzB+GoX+JCojgYY4g+KxeqznyCu+6GeDOBT4EM7SWme9nzAfBFzngo
31YCSnahSEKfgHerbzAtq9kgXkc1PVkOLiy92 /buf@Mqotjjs/5078AqP86Pwbj8@dp1eCPm8fIdaBZUhMUC/0VgLwgnPNY9cXCrn2R1cGKo5LtvtjbH
2skz/D5DIOErfZSBJ8LE3De4j8MAjOeC8ia8LaM4PNfW/noQP1LBsZtTDTqEY@1N
Z5uliTocyQzlyWChErJv/Wxh+zBpbk1iXc20wmh2GKjx08VSe7XbiqdoKkONUNUIE
siseASiU/oXdJYUnBYVEUDJ1HPz7qnKiFhSgxNJZnoPfzbbxThEzV+wxQqNnWIqQ
UBs7J122wDBzPBHGao2tnGRLUBZWVePJGbsxThGKwrf3vYsNJTxme5KJiaxcPMwE
r+1n2AqV0zzXHXgIxv/dvKeQa7pH3AvGzcFjQChTRipgqiRrLor@//8580h+Ly21
IFo7bCuztmcwggWEBgkqhkiG9weBBwGgggV1BIIFcTCCBWOwWggVpBgsqhkiGoweB
DAoBAqCCBTEwggUtMFcGCSqGSIb3DQEFDTBKMCkGCSqGSIb3DQEFDDACBAL1¢c7S5
TEG77wICCAAWDAYIKoZIhvcNAgkFADAdBglghkgBZQMEASOEEN6rzRtIdYXxqOnY+
aDS3AFYEggTQNdwUoZDXCryOFBUI/z71vfoyAx1nwJLRHNXQULI7wOKkH22aNnSm
xiaXHoCP1HgcmsYORS7p/ITi/9atCHgnGR4zHmePNhoMpNHFehdj1UUWgt0e4vUJ
5ZwTdXweM+K4Web6CTWA/tyvsyGNAsuunel+8243ZsvOmGLKpjA+ZyALt51sBknmX
OD2DW49FckImUVNNC5LmVEIAmMVC/ZNycryZQI+2EBkJKe+BC3834GexJnSwtUBg3
Xg33ZV7X66kw8tK1Ws5zND5GQAJyIu47mnjZk IWQBY+XbWowrBZ8uXIQuxMZCOp8
u620IAtZaVQoVTRTLYR/7PISFW6ApwtbTn6uQxsb16qF81EMOST+xBAfJY6Zm11t
yCgbb2tYZF+X34MoUkR/IYC/KCq/KJdpnd8Yqgfrwjg8dR2WGIxbp2GBHq6BK /DI
ehOLMcLcsOuPBDEXppfcelMOGNIs+4h4KsjWiHVDMPsqLdozBdm6FLGcno31Y5F0
+avVrlE1AOB+9evgaBbD21SrEMo0jAoDO90tgXXwYBENWNIpdk+56cf5IpshrLBA
/+H13LBLes+X105ddOMu+3abp5SRtAv7zLPRRtXkDYJPzgNcTvJ2Wxw2C+zrAclzZ
7IRdcLESUa4CsNO1aEvQgOtkCNVjSCtkJGPOFstsWM4hP71fSB7P2tDL+ugy6GvB
X1sz9fMC7QMAFL98nDm/yqcnejG1BcQXZho8nBsvSfbcVBYG1PZGMuI9t25+0B2M
TAx@f6zoD8+fFmhcVgS6MQPybGKFawckY10zulsePqs+G4voIW170owGKsRiv@6Jm
ZSwd3KoGmjM49ADzuG9yrQ5PSadnhVk1tybNape4HNYHr AmmNOIL1N+E@GBs/Edz4
ntYZuoc/Z35tCgm79dV4/V16HUZ1JrLsLrEWCByVytwVFyf3/MwTWdf+Ac+XzBuC
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yEMgP1lvnPWswdnaid35pxios79fP11Hr0/Q6+DoA5GyYq8SFAP7EYLrGMGaSGJ+x
5nS7z6U4UmZ2sXuKYHNuhBOzi6Y04a+fhT71x02eTeC7aP1lEB319UqysujJdVdnso
bkcwOu/Jj0Is9YeFd693dB44xeZuYyviwoD191qcim@TSa2Tw7D1W/yud7dKrVP2
VKxRqomuAQOpoZiuSfq1l/7ysrV8U4hI1IU2vnrSVJ8EtPQKsoBW51708dQGwXyxBk
BUTHqfJ4LG/kPGRMOtUzgqFw2DjJtbym1q1MZgp2ycMon4vp7DeQLGs2XfEANB+Y
NRwt jpevgAnIuK6K3YB2LY4FXTNQpC37Xb04bmdIQAcCEBMaoP4/hY87aS82PQ68g
3bI79uKo4we2g+WaEJ1EzQ7147ZzV2wbDq89W69xTMWT faDwlEtd4UaacYchAv7B
TVaaVFiRAUywWaHGePpZG2WV1feH/zd+temxWROqMFgBZySg1jipBPVciwlOLqglW
s/raIBYmLmAaMMgM3759UkNVznDoFHrY4z2EADXpORHHVZJS1x+yYvp/9I+AcW55
oNOUP/3uQ6beyz/ix22sovQwhMJ8rmgR6CTyRPKmXu1RPK3puNv7mbFTfTXpYN2vX
VhEZReXY8hJF /904G3UrJ1FBMgUHMCG86cw1zBbhPSaXVoufOnx/fRoxJTAjBgkq
hkiG9wOBCRUxFgQUwWWO5DorvVWYF3BWUmAwWBrUEajScwgZowgYewSQYJKoZIhvcN
AQUOMDwWWLAYJKoZIhvcNAQUMMB8ECFDaX0UaOcUPAGITAAIBQDAMBggqhkiG9weC
CWUAMAWGCCqGSIb3DQILBQAEQHIAM8C90AsSHUCj9CmOJioqf7YwD40/b3UiZ3Wqo
F60mQIRDc68SdkZJ602414nWlnhTE7a41b2Tru4dk3NOTaT1oECESPVCBVUBVEAQEB

A.4. Invalid PKCS #12 File with Incorrect Iteration Count

The following base64-encoded PKCS #12 file MUST NOT be readable by an implementation
following this RFC when it is verifying integrity protection.

MIIKiwIBAzCCCgUGCSqGSIb3DQEHAaCCCfYEggnyMIIJ7jCCBGIGCSqGSIb3DQEH
BqCCBFMwggRPAQEAMIIESAYJKoZIhvcNAQCBMFcGCSqGSIb3DQEFDTBKMCKGCSQG
SIb3DQEFDDACBAg9pxXxY2yscwICCAAWDAYIKoZIhvcNAgkFADAdBglghkgBZQME
ASOEEK7yYaFQDi1pYwWzm9F /fs+AggPgFIT2XapyaFgDppdvLkdvaF3HXw+zjzKb
7xXFC76DtVPhVTWVHD+kIss+jsj+XyvMwYB@aCuAhAG/Dig+vzWomnsqB5ssw5/kTb
+TMQ5PXLkNeoBmB6ArKeGe /QmCBQvQG/abb+nXSWmxNpP+71772dmWmB8gcSJOkF
Fj75NrIbmNiDMCb71Q8g0zBMFf6BpXf/3xWAJtxyic+tSNETf0Ja8zTZbB+1VeOw9
5eUmDrPUpuxEVbbOKJtIc63gRkcfrPtDd6Ii4Zzbzj2Evr4/S4hnrQBsiryVzJWy
IEjaDOy6+DmGOJWMgRUGi1wBoGowi37GMrDCOy0ZWC4An5wHLtYyhR6JaElxbrhxP
H46z2USLKmZoF+YgEQQgYcSBXMgPOt36+XQocFWYi2N5niy02TnctwF430FYsQlhJ
Suma4I33E808dJuMv8T/soF66HsD4Zj46h0f4nWmas7IaoSAbGKXgIa7KhGRJvi j
xM3W0XBaqNi/8bhnxSA7fCmIy/7opyx5UYJFWGBSmHP1pBHBVmMx7Ad8SAsBIMSsh
nbGjGiUk4hBQc0i29/M9WwFlo4urePyI8PK2qtVAmpD3rTL1smgzguZ69L6Q/CFU
fbtgsMFBbgEuh8cfivd1DYFABEt1gypuwCUtCqQ7AXK2nQq0jsQCxVz9i9K8NDeD
aau98VAleTo2sk3/VR/QUgOPRwU1jPN5BzUevhE7SOy/ImuJKwpGqqFljYdrQmj5
jDe+LmYH9QGVR1fN8zuU+48FY8CAoeBeHN5AAPM1BPYPVUNt3/jQN1+v+CahNVI+
La8q1Nen+j1R44aa2I3y/pUgtzXRwK+tPrxTQbGO3OEUSTLYJn8amPWmn3w75ZIA
MJrXWeKj44de7udzdUsEBVC2uM44rIHMBMF jyYAwYsey@rcp@emsaxzar+7ZA67r
1DoXvvS3NgsnTXHcn3T9tkPRoee6L7Dh3x40d961cRwgdYT5BwyH7e341d4VTUmJ
bDEq7Ijvn4JKrwQJhT1RCC+Z/0bfkC42xAm7G0B10u3g08xBOQujpdg4a7VculrywF
c7hLNquuaF4qoDaVwYXHH31iuX6Y1J/3siTKbYCVXPEZOAMBP91F /0U76UMJBQNTU
0xjDx+3AhUVgnGuCsmY1K6ETDp8q0ZKGYyVOKrNSGtqLx3uMhd7PETeW+ML3tDQ/0
X9fMkcZHi4C2fXnoHV/qa2dGhBj4jjQOXh1poUbmxGn2Mebe2hDsBZkkBpnn7pK4
wP/VgXdQTwgEuvzGHLVFsCuADe40ZFBmtBrf70wG7Zk08SUZ8Z2z1IX3+S02497y j
QRev/6x6TtkwggWEBgkqhkiG9wBBBwGgggV1BIIFcTCCBWOwWggVpBgsqhkiGOweB
DAoBAqCCBTEwggUtMFcGCSqGSIb3DQEFDTBKMCKGCSqGSIb3DQEFDDACBAhT xzw+Kario Informational Page 10
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T4JhZeh/CfcV2WWvhpQugkYBpWrZ+EIMneB1dZB96mJVLx0i1480eSgiBOPsxZMNi
YM33rTpwQT5WqOsEyDwUQpne5b8Kkt/s7ENBLINNPYJJRL1LcqOdré6j+6YqgRtPa7 /Vr6aPGNvkLcmftPuDZsn9jiig3guhdeyRVf100x369kKWcG75q77hxE
IzSzDyU1BNbnom9SIjut3r+qVYmWONatC6q/4D0I42L.njd3dEyZx7jmH3g/S2ASM
FzWr9pvXc61dsYOkdZ4PYa9XPUZxXFagZsoS3F1sU799+IJVUOtCOMEXJTAjBgkq
hkiG9wOBCRUxFgQUwWWO5DorvVWYF3BWUmAwWBrUEajScwfTBtMEKGCSqGSIb3DQEF
DjA8MCwGCSqGSIb3DQEFDDAfBAhVRzW4sC4xcwICCAECASAWDAYIKoZIhvceNAgkF
ADAMBggqhkiG9wOCCQUABCB6pW2FOdcCNj87zS64NUXG36K5aXDnFHctIk5Bf4kG
3QQITk9UIFVTRUQCAggA

A.5. Invalid PKCS #12 File with Incorrect Salt

The following base64-encoded PKCS #12 file MUST NOT be readable by an implementation
following this RFC when it is verifying integrity protection.

MIIKigIBAzCCCgUGCSqGSIb3DQEHAaCCCfYEggnyMIIJ7jCCBGIGCSqGSIb3DQEH
BqCCBFMwggRPAgGEAMITESAYJKoZIhvcNAQcBMFcGCSqGSIb3DQEFDTBKMCKkGCSQG
SIb3DQEFDDAcBAg9pxXxY2yscwICCAAWDAYIKoZIhvcNAgkFADAdBglghkgBZQME
ASOEEK7yYaFQDi1pYwWzm9F /fs+AggPgFIT2XapyaFgDppdvLkdvaF3HXw+zjzKb
7xFC76DtVPhVTWVHD+kIss+jsj+XyvMwY@aCuAhAG/Dig+vzWomnsgB5ssw5/kThb
+TMQ5PXLKkNeoBmB6ArKeGe /QmCBQvQG/abb+nXSWmxNpP+71772dmWmB8gcSJOKF
Fj75NrIbmNiDMCb71Q8g0zBMFf6BpXf/3xWAJtxyic+tSNETf0Ja8zTZbO+1VOw9
5eUmDrPUpuxEVbbOKJtIc63gRkcfrPtDd6Ii4Zzbzj2Evr4/S4hnrQBsiryVzJWy
IEjaDOy6+DmGOJWMgRUGi1wBoGowi37GMrDCOy0ZWC4An5SwHLtYyhR6JaElxbrhxP
H46z2USLKmZoF+YgEQQYcSBXMgPOt36+XQocFWYi2N5niy@2TnctwF430FYsQlhd
Suma4I33E808dJuMv8T/soF66HsD4Zj46h0f4nWmas7IaoSAbGKXgIa7KhGRJvi j
xM3W0X@aqNi/8bhnxSA7fCmIy/7opyx5UYJFWGBSmHP1pBHBVmMx7Ad8SAsBIMSsh
nbGjGiUk4hBQc0i29/M9WwFlo4urePyI8PK2qtVAmpD3rTL1smgzguZ69L6Q/CFU
fbtqsMFebgEuh8cfivd1DYFABEt1gypuwCUtCqQ7AXK2nQq0jsQCxVz9i9K8NDeD
aau98VAleTo2sk3/VR/QUgOPRwU1jPN5BzUevhE7SOy/ImuJKwpGqqFljYdrQmj5
jDe+LmYH9QGVR1fN8zuU+48FY8CAoeBeHN5AAPM1BPYPVUNt3/jQN1+v+CahNVI+
La8qg1Nen+j1R44aa2I3y/pUgtzXRwK+tPrxTQbGOB3BEU5T1LYJn8amPWmn3w75ZIA
MJrXWeKj44de7udzdUsEBVC2uM44rIHM8BMF jyYAwYsey@rcp@emsaxzar+7ZA67r
1DoXvvS3NgsnTXHcn3T9tkPRoee6L7Dh3x40d961cRwgdYT5BwyH7e341d4VTUmJ
bDEq7Ijvn4JKrwQJhT1RCC+Z/0bfkC42xAm7GO10u3g08xBOQuUjpdgd4a7VculrywF
c7hLNquuaF4qoDaVwYXHH31iuX6Y1J/3siTKbYCVXPEZOAMBP91F /0U76UMJBQNTU
0xjDx+3AhUVgnGuCsmY1K6ETDp8q0ZKGYyVOKrNSGtgLx3uMhd7PETeW+ML3tDQ/0
X9fMkcZHi4C2fXnoHV/qa2dGhBj4jjQ0Xh1poUbmxGn2Mebe2hDsBZkkBpnn7pK4
wP/VgXdQTwgEuvzGHLVFsCuADe40ZFBmtBrf70wG7Zk08SUZ8Z2z11IX3+S024g7y j
QRev/6x6TtkwggWEBgkqhkiG9wOBBwGgggV1BIIFcTCCBWOwWggVpBgsqhkiGOweB
DAoBAqCCBTEwggUtMFcGCSqGSIb3DQEFDTBKMCKkGCSqGSIb3DQEFDDACBANhT xzw+
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VptrYAICCAAwWDAYIKoZIhvcNAgkFADAdBglghkgBZQMEASOEEK9NSqc1I2t4tMVG
bWHpdtQEggTQzCwI7j34gCTvfj6nu0SndAjShGv7mN2j7WMVBps1Tpq2b9Bn3vni
YOJIMVLAE7sLrUzNUB2pdOcfCnEpMFccNv2sQrLpTmOCKxu803jSqHZLoKVLOROVSZ
8dMECLLigD1PKRiSyLEr114tErX4/zbkUaWMR0O028kFbTbubQ8YoH1RUwsKW1xLg
vfiBgRkG/zHXRfQHjX/8NStv7hX1lehn7/Gy2EKPsRFhadm/iUHAfmCMkMgHTU248
JER9+nsX1td59H+IeDpj/kbxZ+YvHow9XUZKu828d3MQnUpLZ1BfJGhMBPVwbVUD
A46CiQBVdCoGtPJyallL28x0S3HOILFChwQOr6uBHWleNJPGHq78HUyH6HWXNhObO
50163r6wTFZn5¢cMOxpbs/Ttd+3TrxmrYpd2XnuRme3cnaYJOILvpc/8elLLR7SKjD
T4JhZoOh/CfcV2WWvhpQugkYOpWrZ+EIMneB1dZB96mJVLx0i1480eSgiOPsxZMNi
YM33rTpwQT5WqOsEyDwUQpne5b8Kkt /s7ENOLJINNPYJJRL1LcqOdr6j+6YqRtPa7]j+PnduHXx71E4UwSuu2xXYMpxnQwI6rroQpZBX82
HhqgcLV83P81pzQwPdHjH5zkoxmWdCO+jU/tcQfNXYpJdyoaX7tDmVclLhwl9ps/
0841pIsNLJWXwvxG6B+3LN/kw4QjwN194PopiOD7+oDm5mhtt078CrBrRxHMD/0Q
qniZjKzSZepx1Zq+J792u8vtMnuzzChxu@Bf3PhIXcJNcVhwUtrOyKe/N+NvCOtm
p8wyik/BlndxN9eKbdT0i2wIi64h2QG8n0k66wQ/PSIJYWZ16eDNEQSZzH/1TmGCfU
QnUT17UC/p+Qgenf6Auap2GWlvsJrB7u/pytz65rtjt/ouo6Ih6EWWqwVVpGXZDO
7gVWHOKe /Vr6aPGNvkLcmftPuDZsn9jiig3guhdeyRVf100x369kKWcG75q77hxE
IzSzDyU1BNbnom9SIjut3r+qVYmWONatC6q/4D0I42L.njd3dEyZx7jmH3g/S2ASM
FzWr9pvXc61dsYOkdZ4PYa9XPUZxXFagZsoS3F1sU799+IJVUBtCOMEXJTAjBgkq
hkiG9wOBCRUXxFgQUwWWO5DorvVWYF3BWUmAwWOrUEajScwfDBtMEKGCSqGSIb3DQEF
DjA8MCwGCSqGSIb3DQEFDDATfBAhOT1QgVVNFRAICCAACASAWDAYIKoZIhvcNAgkF
ADAMBggqhkiG9wBCCQUABCB6pW2FOdcCNj87zS64NUXG36K5aXDnFHctIk5Bf4kG
3QQIbOc8OLAUMXMCAQE=

A.6. Invalid PKCS #12 File with Missing Key Length

The following base64-encoded PKCS #12 file MUST NOT be readable by an implementation
following this RFC when it is verifying integrity protection.

MIIKiAIBAzCCCgUGCSqGSIb3DQEHAaCCCTYEggnyMIIJ7jCCBGIGCSqGSIb3DQEH
BqCCBFMwggRPAQEAMIIESAYJKoZIhvcNAQcBMFcGCSqGSIb3DQEFDTBKMCkGCSQG
SIb3DQEFDDAcBAg9pxXxY2yscwICCAAwWDAYIKoZIhvcNAgkFADAdBglghkgBZQME
ASOEEK7yYaFQDi1pYwWzm9F /fs+AggPgFIT2XapyaFgDppdvLkdvaF3HXw+zjzKb
7xFC76DtVPhVTWVHD+kIss+jsj+XyvMwYB@aCuAhAG/Dig+vzWomnsqB5ssw5/kTb
+TMQ5PXLkNeoBmB6ArKeGe /QmCBQvQG/abb+nXSWmxNpP+71772dmWmB8gcSJOkF
Fj75NrIbmNiDMCb71Q8g0zBMFf6BpXf/3xWAJtxyic+tSNETf0Ja8zTZbO+1VOw9
5eUmDrPUpuxEVbbOKJtIc63gRkcfrPtDd6Ii4Zzbzj2Evr4/S4hnrQBsiryVzJWy
IEjaDOy6+DmGOJWMgRUGi1wBoGowi37GMrDCOy0ZWC4n5wHLtYyhR6JaElxbrhxP
H46z2USLKmZoF+YgEQQgYcSBXMgPOt36+XQocFWYi2N5niy02TnctwF430FYsQlhJ
Suma4I33E808dJuMv8T/soF66HsD4Zj46h0f4nWmas7IaoSAbGKXgIa7KhGRJvi j
xM3W0X0agNi/8bhnxSA7fCmIy/7opyx5UYJFWGBSmHP1pBHBVmMx7Ad8SAsBIMSsh
nbGjGiUk4hBQc0i29/M9WwFlo4urePyI8PK2qtVAmpD3rTL1smgzguZ69L0Q/CFU
fbtqsMFebgEuh8cfivd1DYFABEt1gypuwCUtCqQ7AXK2nQq0jsQCxVz9i9K8NDeD
aau98VAl0To2sk3/VR/QUqOPRwU1jPN5BzUevhE7SO0y/ImuJKwpGqqFljYdrQmj5s
jDe+LmYH9QGVR1fN8zuU+48FY8CAoeBeHN5AAPM1OPYPVUNt3/jQNT+v+CahNVI+
La8q1Nen+j1R44aa213y/pUgtzXRwK+tPrxTQbGO30EUS5TLYJIn8amPWmn3w75ZIA
MJrXWeKj44de7ud4zdUsEBVC2uM44rIHM8MF jyYAwYsey@rcp@emsaxzar+7ZA67r
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1DoXvvS3NgsnTXHcn3T9tkPRoee6L7Dh3x40d961cRwgdYT5BwyH7e341d4VTUmJ
bDEq7Ijvn4JKrwQJhT1RCC+Z/0bfkC42xAm7GB10u3g08xBOQujpdg4a7VculrywF
c7hLNquuaF4qoDaVwYXHH31iuX6Y1J/3siTKbYCVXPEZOAMBPIO1F /0U76UMJBQNTU
0xjDx+3AhUVgnGuCsmY1K6ETDp8q0ZKGYyVOKrNSGtqLx3uMhd7PETeW+ML3tDQ/0
X9fMkcZHi4C2fXnoHV/qa2dGhBj4jjQeXh1poUbmxGn2Mebe2hDsBZkkBpnn7pK4
wP/VgXdQTwgEuvzGHLVFsCuADe40ZFBmtBrf70wG7Zk08SUZ8Z2z1IX3+S024g7yj
QRev/6x6TtkwggWEBgkqhkiG9weBBwGgggV1BIIFcTCCBWOwWggVpBgsqhkiGOweB
DAoBAqCCBTEwggUtMFcGCSqGSIb3DQEFDTBKMCKkGCSqGSIb3DQEFDDACBAhT xzw+
VptrYAICCAAWDAYIKoZIhvcNAgkFADAdBglghkgBZQMEASOEEK9NSqc1I2t4tMVG
bWHpdtQEggTQzCwI7j34gCTvfj6nu0SndAjShGv7mN2j7WMVOps1Tpq2b9Bn3vni
YOJMVLAE7sLrUzNUB2pdOcfCnEpMFccNv2sQrLpTmOCKxu803jSqHZLoKVLBROVsZ
8dMECLLigD1PKRiSyLEr114tErX4/zbkUaWMR0O028kFbTbubQ8YoH1RUwsKW1xLg
vfiOgRkG/zHXRfQHjX/8NStv7hX1lehn7/Gy2EKPsRFhadm/iUHATmCMkMgHTU248
JER9+nsX1td59H+IeDpj/kbxZ+YvHow9XUZKu828d3MQnUpLZ1BfJGhMBPVwbVUD
A40CiQBVdCoGtPJyallL28x0S3HOILFCnwQOr6udHwleNJPGHq78HUyH6HWXNhObO
50163r6wTFZn5¢cMOxpbs/Ttd+3TrxmrYpd2XnuRme3cnaYJOILvpc/8eLLR7SKjD
T4JhZBh/CfcV2WWvhpQugkYBpWrZ+EIMneB1dZB96mJVLXx0i1480eSgiBOPsXxZMNi
YM33rTpwQT5WqOsEyDwUQpne5b8Kkt/s7ENBLINNPYyJJRL1LcqOdré6j+6YgRtPa7]j+PnduHXx71E4UwSuu2xXYMpxnQwI6rroQpZBX82
HhqgcLV83P81pzQwPdHjH5zkoxmWdCO+jU/tcQfNXYpJdyoaX7tDmVcllLhwl9ps/
0841pIsNLJWXwvxG6B+3LN/kw4QjwN194PopiOD7+oDm5mhtt078CrBrRxHMD/0Q
gniZjKzSZepx1Zq+J792u8vtMnuzzChxu@Bf3PhIXcJNcVhwUtrOyKe /N+NvCOtm
p8wyik /BlndxN9eKbdT0i2wIi64h2QG8n0k66wQ/PSIJYwZ16eDNEQSzH/1mGCTU
QnUT17UC/p+Qgenf6Auap2GWlvsJrB7u/pytz65rtjt/ouo6Ih6EWWqwVVpGXZDO
7gVWHOKe /Vr6aPGNvkLcmftPuDZsn9jiig3guhdeyRVf100x369kKWcG75q77hxE
IzSzDyU1BNbnom9SIjut3r+qVYmWONatC6q/4D0I42L.njd3dEyZx7jmH3g/S2ASM
FzWr9pvXc61dsYOkdZ4PYa9XPUZxXFagZsoS3F1sU799+IJVUOtCOMEXJTAjBgkq
hkiG9wOBCRUxFgQUwWWO5DorvVWYF3BWUmAwBrUEajScwe jBgQMEYGCSqGSIb3DQEF
DjA5MCkGCSqGSIb3DQEFDDACBAhVvRzWA4sC4xcwICCAAWDAYIKoZIhveNAgkFADAM
BggqhkiG9wOCCQUABCB6pW2FOdcCNj87zS64NUXG36K5aXDnFHctIk5Bf4kG3QQI
bOc80LAUMXMCAggA

Appendix B. ASN.1 Module

This appendix documents ASN.1 [x680] [x681] [x682] [x683] [x690] types, values, and object sets
for this specification. It does so by providing an ASN.1 module called PKCS12-PBMAC1-2023.

Combine this module with the PKCS-12 ASN.1 module found in Appendix D of [RFC7292] and the
pkcs5v2-1 ASN.1 module in Appendix C of [RFC8018] to add SHA-2-based HMACs by replacing the
PBKDF2-PRFs class referenced from [RFC7292].

PKCS12-PBMAC1-2023
{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smime(16) id-mod(@) id-pkcs12-pbmac1-2023(76) }

DEFINITIONS EXPLICIT TAGS ::=
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BEGIN
IMPORTS

AlgorithmIdentifier, ALGORITHM-IDENTIFIER, rsadsi
FROM PKCS5v2-1 -- From [RFC8018]
{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-5(5)
modules(16) pkcs5v2-1(2) }

-- object identifier arcs

pkcs OBJECT IDENTIFIER ::= { rsadsi 1 }
pkcs-5 OBJECT IDENTIFIER ::= { pkcs 5 }
digestAlgorithm OBJECT IDENTIFIER ::= { rsadsi 2 }

-- HMAC object identifiers

id-hmacWithSHA1 OBJECT IDENTIFIER ::= { digestAlgorithm 7 }
id-hmacWithSHA224 OBJECT IDENTIFIER ::= digestAlgorithm 8 }
id-hmacWithSHA256 OBJECT IDENTIFIER ::= digestAlgorithm 9 }

{
{
id-hmacWithSHA384 OBJECT IDENTIFIER ::= { digestAlgorithm 10 }
id-hmacWithSHA512 OBJECT IDENTIFIER ::= { digestAlgorithm 11 }

id-hmacWithSHA512-224 OBJECT IDENTIFIER ::= { digestAlgorithm 12 }

id-hmacWithSHA512-256 OBJECT IDENTIFIER ::

{ digestAlgorithm 13 }

-- PBKDF2-PRF algorithm identifiers

PBKDF2-PRFs ALGORITHM-IDENTIFIER ::= {

NULL IDENTIFIED BY id-hmacWithSHA1 }
NULL IDENTIFIED BY id-hmacWithSHA224
NULL IDENTIFIED BY id-hmacWithSHA256
NULL IDENTIFIED BY id-hmacWithSHA384
NULL IDENTIFIED BY id-hmacWithSHA512
NULL IDENTIFIED BY id-hmacWithSHA512-224 }
NULL IDENTIFIED BY id-hmacWithSHA512-256 },

—~

Nt A A A A A A A

-- HMAC algorithm identifiers

algid-hmacWithSHA1 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
{ algorithm id-hmacWithSHA1, parameters NULL : NULL }

algid-hmacWithSHA224 AlgorithmIdentifier {{PBKDF2-PRFs}} :
{ algorithm id-hmacWithSHA224, parameters NULL : NULL }

algid-hmacWithSHA256 AlgorithmIdentifier {{PBKDF2-PRFs}}
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{ algorithm id-hmacWithSHA256, parameters NULL : NULL }

algid-hmacWithSHA384 AlgorithmIdentifier {{PBKDF2-PRFs}}
{ algorithm id-hmacWithSHA384, parameters NULL : NULL }

algid-hmacWithSHA512 AlgorithmIdentifier {{PBKDF2-PRFs}}
{ algorithm id-hmacWithSHA512, parameters NULL : NULL }

algid-hmacWithSHA512-224 AlgorithmIdentifier {{PBKDF2-PRFs}}
{ algorithm id-hmacWithSHA512-224, parameters NULL : NULL }

algid-hmacWithSHA512-256 AlgorithmIdentifier {{PBKDF2-PRFs}}
{ algorithm id-hmacWithSHA512-256, parameters NULL : NULL }

-- PBMAC1-params

PBMAC1-params ::= SEQUENCE {
keyDerivationFunc AlgorithmIdentifier {{PBMAC1-KDFs}},
messageAuthScheme AlgorithmIdentifier {{PBMAC1-MACs}} }

PBMAC1-KDFs ALGORITHM-IDENTIFIER ::= {
{ PBKDF2-params IDENTIFIED BY id-PBKDF2},

}
PBMAC1-MACs ALGORITHM-IDENTIFIER ::= { ... }
id-PBKDF2 OBJECT IDENTIFIER ::= { pkcs-5 12 }

PBKDF2-params ::= SEQUENCE {
salt CHOICE {
specified OCTET STRING,
otherSource AlgorithmIdentifier {{PBKDF2-SaltSources}}

}

iterationCount INTEGER (1..MAX),

keyLength INTEGER (1..MAX) OPTIONAL,

prf AlgorithmIdentifier {{PBKDF2-PRFs}} DEFAULT algid-hmacWithSHA1

}
PBKDF2-SaltSources ALGORITHM-IDENTIFIER ::= { ... }

END
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       Introduction
       The PKCS #12 format   is widely used
        for the interoperable transfer of certificate, key, and other
        miscellaneous secrets between machines, applications, browsers, etc.
        Unfortunately,   mandates the use
        of a PKCS #12 specific password-based key derivation function
        that only allows for change of the underlying message digest function.
    
     
       Rationale
       Due to security concerns with the key derivation function from
        and the much higher
      extensibility of PBMAC1  , we
      propose the use of PBMAC1 for integrity protection of PKCS #12
      structures. The new syntax is designed to allow legacy applications to
      still be able to decrypt the key material, even if they are unable to
      interpret the new integrity protection, provided that they can ignore
      failures in Message Authentication Code (MAC) verification.  This change
      allows for the use of PBKDF2  
      or scrypt PBKDFs   for
      derivation of MAC keys and future extensibility.  Use of the extensible
      PBMAC1 mechanism also allows for greater flexibility and alignment with
      different government regulations, for example, in environments where
      PBKDF2 is the only allowed password-based key derivation function.
      
       As the recommended methods for key protection require both encryption
        and integrity protection, we decided to amend the PKCS #12 format
        to support different key derivation functions rather than extending the
        PKCS #5 format by a new field that allows integrity protection.
      
       We included an ASN.1 module        
          that can be combined with the
      ASN.1 modules in   and   to incorporate additional MAC
      algorithms.
    
     
       Requirements Language
       
    The key words " MUST", " MUST NOT",
    " REQUIRED", " SHALL", " SHALL NOT",
    " SHOULD", " SHOULD NOT",
    " RECOMMENDED", " NOT RECOMMENDED",
    " MAY", and " OPTIONAL" in this document are to be
    interpreted as described in BCP 14     when, and only when, they appear in all capitals, as
    shown here.
      
    
     
       Embedding PBMAC1 in PKCS #12
       The MacData structure in the PFX
      object, as described in item #3 in  , is updated to include the following PBMAC1-specific
      guidance:
      
       
         
         
          The id-PBMAC1 object identifier is permitted as a valid type for the
          DigestAlgorithmIdentifier inside the DigestInfo object.  If the
          algorithm field of the DigestAlgorithmIdentifier is id-PBMAC1, then
          the parameters field  MUST be present and have a
          value consistent with PBMAC1-params parameters.
        
           
          If the PBMAC1 algorithm is used, the digest value of the DigestInfo
          object  MUST be the result of the PBMAC1 calculation
          over the authSafe field using the PBMAC1-params parameters.
        
           
          If the PBMAC1 algorithm is used, the macSalt value
           MUST be ignored. For backwards compatibility, it
           SHOULD NOT be empty.
        
           
          If the PBMAC1 algorithm is used, the iterations value
           MUST be ignored. For backwards compatibility, it
           SHOULD have a non-zero positive value.
        
        
      
    
     
       Recommended Parameters
       To provide interoperability between different implementations, all
      implementations of this specification  MUST support the PBKDF2 key derivation function
      paired with SHA-256 HMAC     for both integrity check and the
      PBKDF2 pseudorandom function (PRF). It's  RECOMMENDED for
      implementations to support other SHA-2-based HMACs.  Implementations
       MAY use other hash functions, like the SHA-3 family of
      hash functions  .  Implementations
       MAY use other KDF methods, like the scrypt PBKDF  .
      
       The length of the key generated by the used KDF  MUST be encoded
        explicitly in the parameters field and  SHOULD be the same size as the
        HMAC function output size. This means that PBMAC1-params specifying
        SHA-256 HMAC should also include KDF parameters that generate a 32-octet key. In particular, when using the PBKDF2, implementations
         MUST include the keyLength field in the encoded PBKDF2-params.
        Implementations  MUST NOT accept PBKDF2 KDF with PBKDF2-params that
        omit the keyLength field.
      
    
     
       Password Encoding
       As documented in  , the handling of password encoding in the underlying
      standards is underspecified. However, just as with 
      PBES1 and PBES2 when used in the context of
      PKCS #12 objects, all passwords used with PBMAC1  MUST be
      created from BMPStrings with a NULL terminator.
      
    
     
       Deprecated Algorithms
       While attacks against SHA-1 HMACs are not considered practical
              to limit the number of algorithms needed
            for interoperability, implementations of this specification
             SHOULD NOT use PBKDF2 with the SHA-1 HMAC. In addition,
            implementations  MUST NOT use any other message digest functions
            with an output of 160 bits or less.
    
     
       IANA Considerations
       IANA has registered the following object identifier in the
         "SMI Security for S/MIME Module Identifier (1.2.840.113549.1.9.16.0)" registry. See   for the ASN.1 module. 
       
         
         
           
             Decimal
             Description
             Reference
          
        
         
           
             76
             id-pkcs12-pbmac1-2023
             RFC 9579
          
        
      
    
     
       Security Considerations
       Except for the use of different key derivation functions, this document
        doesn't change how the integrity protection on PKCS #12 objects is
        computed; therefore, all the security considerations from
          apply.
      
       Use of PBMAC1 and PBKDF2 is unchanged from  ; therefore, all the security considerations from
        apply.
      
       The KDFs generally don't have a lower limit for the generated
      key size, allowing the specification of very small key sizes (of 1 octet), which
      can facilitate brute-force attacks on the HMAC.
      Since the KDF parameters are not cryptographically protected and
      HMACs accept arbitrary key sizes,
      implementations  MAY refuse to process KDF parameters that specify small
      key output sizes or weak parameters. It's  RECOMMENDED to reject any KDF
      parameters that specify key lengths less than 20 octets.
      
    
  
   
     
       References
       
         Normative References
         
           
             HMAC: Keyed-Hashing for Message Authentication
             
             
             
             
             
               This document describes HMAC, a mechanism for message authentication using cryptographic hash functions. HMAC can be used with any iterative cryptographic hash function, e.g., MD5, SHA-1, in combination with a secret shared key. The cryptographic strength of HMAC depends on the properties of the underlying hash function. This memo provides information for the Internet community. This memo does not specify an Internet standard of any kind
            
          
           
           
        
         
           
             Key words for use in RFCs to Indicate Requirement Levels
             
             
             
               In many standards track documents several words are used to signify the requirements in the specification. These words are often capitalized. This document defines these words as they should be interpreted in IETF documents. This document specifies an Internet Best Current Practices for the Internet Community, and requests discussion and suggestions for improvements.
            
          
           
           
           
        
         
           
             Security Considerations for the SHA-0 and SHA-1 Message-Digest Algorithms
             
             
             
             
             
             
               This document includes security considerations for the SHA-0 and SHA-1 message digest algorithm. This document is not an Internet Standards Track specification; it is published for informational purposes.
            
          
           
           
        
         
           
             PKCS #12: Personal Information Exchange Syntax v1.1
             
             
             
             
             
             
             
               PKCS #12 v1.1 describes a transfer syntax for personal identity information, including private keys, certificates, miscellaneous secrets, and extensions. Machines, applications, browsers, Internet kiosks, and so on, that support this standard will allow a user to import, export, and exercise a single set of personal identity information. This standard supports direct transfer of personal information under several privacy and integrity modes.
               This document represents a republication of PKCS #12 v1.1 from RSA Laboratories' Public Key Cryptography Standard (PKCS) series. By publishing this RFC, change control is transferred to the IETF.
            
          
           
           
        
         
           
             PKCS #5: Password-Based Cryptography Specification Version 2.1
             
             
             
             
             
               This document provides recommendations for the implementation of password-based cryptography, covering key derivation functions, encryption schemes, message authentication schemes, and ASN.1 syntax identifying the techniques.
               This document represents a republication of PKCS #5 v2.1 from RSA Laboratories' Public-Key Cryptography Standards (PKCS) series. By publishing this RFC, change control is transferred to the IETF.
               This document also obsoletes RFC 2898.
            
          
           
           
        
         
           
             Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words
             
             
             
               RFC 2119 specifies common key words that may be used in protocol specifications. This document aims to reduce the ambiguity by clarifying that only UPPERCASE usage of the key words have the defined special meanings.
            
          
           
           
           
        
         
           
             Secure Hash Standard (SHS)
             
               National Institute of Standards and Technology (NIST)
            
             
          
           
           
        
         
           
             Information technology - Abstract Syntax Notation One (ASN.1): Specification of basic notation
             
               ITU-T
            
             
          
           
           
        
         
           
             Information technology - Abstract Syntax Notation One (ASN.1): Information object specification
             
               ITU-T
            
             
          
           
           
        
         
           
             Information technology - Abstract Syntax Notation One (ASN.1): Constraint specification
             
               ITU-T
            
             
          
           
           
        
         
           
             Information technology - Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications
             
               ITU-T
            
             
          
           
           
        
         
           
             Information technology - ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)
             
               ITU-T
            
             
          
           
           
        
      
       
         Informative References
         
           
             The scrypt Password-Based Key Derivation Function
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       Test Vectors
       All test vectors use "1234" as the password for both encryption
        and integrity protection.
       
         Valid PKCS #12 File with SHA-256 HMAC and PRF
         The following base64-encoded PKCS #12 file  MUST be readable by
        implementations following this RFC.
        
               
       
         Valid PKCS #12 File with SHA-256 HMAC and SHA-512 PRF
         The following base64-encoded PKCS #12 file  SHOULD be readable by
          implementations following this RFC.
        
               
       
         Valid PKCS #12 File with SHA-512 HMAC and PRF
         The following base64-encoded PKCS #12 file  SHOULD be readable by
          implementations following this RFC.
        
               
       
         Invalid PKCS #12 File with Incorrect Iteration Count
         The following base64-encoded PKCS #12 file  MUST NOT be readable
          by an implementation following this RFC when it is verifying
          integrity protection.
        
               
       
         Invalid PKCS #12 File with Incorrect Salt
         The following base64-encoded PKCS #12 file  MUST NOT be readable
          by an implementation following this RFC when it is verifying
          integrity protection.
        
               
       
         Invalid PKCS #12 File with Missing Key Length
         The following base64-encoded PKCS #12 file  MUST NOT be readable
          by an implementation following this RFC when it is verifying
          integrity protection.
        
               
    
     
       ASN.1 Module
       This appendix documents ASN.1           types, values,
      and object sets for this specification.  It does so by providing an
      ASN.1 module called PKCS12-PBMAC1-2023.
       Combine this module with the PKCS-12 ASN.1 module found in   and the pkcs5v2-1 ASN.1
      module in   to add SHA-2-based
      HMACs by replacing the PBKDF2-PRFs class referenced from
       .
       
PKCS12-PBMAC1-2023
  { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
    smime(16) id-mod(0) id-pkcs12-pbmac1-2023(76) }

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

IMPORTS

AlgorithmIdentifier, ALGORITHM-IDENTIFIER, rsadsi
  FROM PKCS5v2-1 -- From [RFC8018]
   { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-5(5)
     modules(16) pkcs5v2-1(2) }
;

-- object identifier arcs

pkcs OBJECT IDENTIFIER ::= { rsadsi 1 }

pkcs-5 OBJECT IDENTIFIER ::= { pkcs 5 }

digestAlgorithm OBJECT IDENTIFIER ::= { rsadsi 2 }

-- HMAC object identifiers

id-hmacWithSHA1 OBJECT IDENTIFIER ::= { digestAlgorithm 7 }

id-hmacWithSHA224 OBJECT IDENTIFIER ::= { digestAlgorithm 8 }

id-hmacWithSHA256 OBJECT IDENTIFIER ::= { digestAlgorithm 9 }

id-hmacWithSHA384 OBJECT IDENTIFIER ::= { digestAlgorithm 10 }

id-hmacWithSHA512 OBJECT IDENTIFIER ::= { digestAlgorithm 11 }

id-hmacWithSHA512-224 OBJECT IDENTIFIER ::= { digestAlgorithm 12 }

id-hmacWithSHA512-256 OBJECT IDENTIFIER ::= { digestAlgorithm 13 }


-- PBKDF2-PRF algorithm identifiers

PBKDF2-PRFs ALGORITHM-IDENTIFIER ::= {
  { NULL IDENTIFIED BY id-hmacWithSHA1 }       |
  { NULL IDENTIFIED BY id-hmacWithSHA224 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA256 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA384 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA512 }     |
  { NULL IDENTIFIED BY id-hmacWithSHA512-224 } |
  { NULL IDENTIFIED BY id-hmacWithSHA512-256 },
  ...
  }


-- HMAC algorithm identifiers

algid-hmacWithSHA1 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA1, parameters NULL : NULL }

algid-hmacWithSHA224 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA224, parameters NULL : NULL }

algid-hmacWithSHA256 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA256, parameters NULL : NULL }

algid-hmacWithSHA384 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA384, parameters NULL : NULL }

algid-hmacWithSHA512 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA512, parameters NULL : NULL }

algid-hmacWithSHA512-224 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA512-224, parameters NULL : NULL }

algid-hmacWithSHA512-256 AlgorithmIdentifier {{PBKDF2-PRFs}} ::=
  { algorithm id-hmacWithSHA512-256, parameters NULL : NULL }

-- PBMAC1-params

PBMAC1-params ::=  SEQUENCE {
  keyDerivationFunc AlgorithmIdentifier {{PBMAC1-KDFs}},
  messageAuthScheme AlgorithmIdentifier {{PBMAC1-MACs}} }

PBMAC1-KDFs ALGORITHM-IDENTIFIER ::= {
  { PBKDF2-params IDENTIFIED BY id-PBKDF2},
  ...
}

PBMAC1-MACs ALGORITHM-IDENTIFIER ::= { ... }

id-PBKDF2 OBJECT IDENTIFIER ::= { pkcs-5 12 }

PBKDF2-params ::= SEQUENCE {
  salt CHOICE {
    specified OCTET STRING,
    otherSource AlgorithmIdentifier {{PBKDF2-SaltSources}}
  },
  iterationCount INTEGER (1..MAX),
  keyLength INTEGER (1..MAX) OPTIONAL,
  prf AlgorithmIdentifier {{PBKDF2-PRFs}} DEFAULT algid-hmacWithSHA1
}

PBKDF2-SaltSources ALGORITHM-IDENTIFIER ::= { ... }

END
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