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Abst r act
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1. Introduction

Aut henti cation, Authorization and Accounting (AAA) protocols such as
TACACS [ TACACS] and RADIUS [ RADIUS] were initially deployed to
provide dial-up PPP [PPP] and terninal server access. Over tineg,
with the growth of the Internet and the introduction of new access
technol ogi es, including wireless, DSL, Mbile |IP and Ethernet,
routers and network access servers (NAS) have increased in conplexity
and density, putting new demands on AAA protocols.

Net wor k access requirements for AAA protocols are summari zed in
[ AAAREQ]. These incl ude:

Fai | over
[ RADI US] does not define failover mechani sns, and as a result,
fail over behavior differs between inplenentations. |n order to

provi de well defined fail over behavior, D anmeter supports
application-layer acknow edgenents, and defines failover

al gorithnms and the associated state machine. This is described in
Section 5.5 and [ AAATRANS] .

Transm ssion-1evel security
[ RADI US] defines an application-layer authentication and integrity
schene that is required only for use with Response packets. \While
[ RADEXT] defines an additional authentication and integrity
mechani sm use is only required during Extensible Authentication
Protocol (EAP) sessions. Wile attribute-hiding is supported,
[ RADI US] does not provide support for per-packet confidentiality.
I n accounting, [RADACCT] assunes that replay protection is
provi ded by the backend billing server, rather than within the
protocol itself.

Whi |l e [ RFC3162] defines the use of IPsec with RADI US, support for
| Psec is not required. Since within [IKE] authentication occurs
only within Phase 1 prior to the establishment of IPsec SAs in
Phase 2, it is typically not possible to define separate trust or
aut hori zati on schemes for each application. This limts the
useful ness of IPsec in inter-donain AAA applications (such as
roanmi ng) where it nay be desirable to define a distinct
certificate hierarchy for use in a AAA deploynent. |n order to
provi de universal support for transm ssion-|level security, and
enabl e both intra- and inter-domain AAA depl oynents, |Psec support
is mandatory in Dianeter, and TLS support is optional. Security
is discussed in Section 13.
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Rel i abl e transport
RADI US runs over UDP, and does not define retransm ssion behavior
as a result, reliability varies between inplenmentations. As
described in [ACCMaMI], this is a major issue in accounting, where
packet |oss may translate directly into revenue loss. |In order to
provide well defined transport behavior, D aneter runs over
reliable transport nechani snms (TCP, SCTP) as defined in
[ AAATRANS] .

Agent support
[ RADI US] does not provide for explicit support for agents,
i ncluding Proxies, Redirects and Relays. Since the expected
behavior is not defined, it varies between inplenentations.
D anet er defines agent behavior explicitly; this is described in
Section 2.8.

Server-initiated nessages
Wil e RADI US server-initiated nmessages are defined in [ DYNAUTH],
support is optional. This nmakes it difficult to inplenent
features such as unsolicited di sconnect or
reaut henti cati on/ reaut hori zati on on denmand across a het erogeneous
depl oynent. Support for server-initiated nessages is nmandatory in
D aneter, and is described in Section 8.

Auditability
RADI US does not define data-object security nechanisns, and as a
result, untrusted proxies may nodify attributes or even packet
headers wi t hout being detected. Conbined with |ack of support for
capabilities negotiation, this makes it very difficult to
determ ne what occurred in the event of a dispute. Wiile
i mpl enent ati on of data object security is not nmandatory within
D aneter, these capabilities are supported, and are described in
[ AAACME] .

Transition support
Whil e Di aneter does not share a common protocol data unit (PDU)
with RADIUS, considerable effort has been expended in enabling
backward conpatibility with RADIUS, so that the two protocols may
be deployed in the same network. Initially, it is expected that
D aneter will be deployed within new network devices, as well as
wi t hi n gat eways enabling comuni cati on between | egacy RADI US
devices and Dianeter agents. This capability, described in
[ NASREQ], enabl es Di anmeter support to be added to | egacy networks,
by addition of a gateway or server speaki ng both RAD US and
Di anet er
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In addition to addressing the above requirenents, Dianeter also
provi des support for the foll ow ng:

Capability negotiation
RADI US does not support error messages, capability negotiation, or
a mandat ory/ non-mandatory flag for attributes. Since RAD US
clients and servers are not aware of each other’s capabilities,
they may not be able to successfully negotiate a nutually
acceptabl e service, or in sone cases, even be aware of what
service has been inplenented. D aneter includes support for error
handl i ng (Section 7), capability negotiation (Section 5.3), and
mandat or y/ non- mandatory attri bute-val ue pairs (AVPs) (Section
4.1).

Peer discovery and configuration
RADI US i npl enentations typically require that the nane or address
of servers or clients be manually configured, along with the
correspondi ng shared secrets. This results in a large
adm ni strative burden, and creates the tenptation to reuse the
RADI US shared secret, which can result in najor security
vulnerabilities if the Request Authenticator is not globally and
tenporally unique as required in [RADIUS]. Through DNS, Di aneter
enabl es dynani c di scovery of peers. Derivation of dynam c session
keys is enabled via transm ssion-level security.

Roani ng support
The ROAMOPS WG provided a survey of roaming inplenmentations
[ ROAMREV], detail ed roanmi ng requirenments [ ROAMCRI T], defined the
Net wor k Access ldentifier (NAI) [NAI], and docunented existing
i npl enentations (and imtations) of RADI US-based roaning
[PROXYCHAIN]. In order to inprove scalability, [PROXYCHAI N
i ntroduced the concept of proxy chaining via an internedi ate
server, facilitating roani ng between providers. However, since
RADI US does not provide explicit support for proxies, and |acks
auditability and transm ssion-level security features, RADI US-
based roaming is vulnerable to attack fromexternal parties as
well as susceptible to fraud perpetrated by the roam ng partners
themselves. As a result, it is not suitable for w de-scale
depl oynent on the Internet [PROXYCHAIN]. By providing explicit
support for inter-domain roan ng and nmessage routing (Sections 2.7
and 6), auditability [ AAACMS], and transm ssion-|ayer security
(Section 13) features, Dianeter addresses these linitations and
provi des for secure and scal abl e roani ng

In the decade since AAA protocols were first introduced, the
capabilities of Network Access Server (NAS) devices have increased
substantially. As a result, while Dianeter is a considerably nore
sophi sticated protocol than RADIUS, it remains feasible to inplenent
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wi t hi n enbedded devices, given inprovenents in processor speeds and
the wi despread availability of enbedded | Psec and TLS
i mpl emrent ati ons.

1.1. Dianeter Protoco
The Di aneter base protocol provides the following facilities:

- Delivery of AVPs (attribute value pairs)

- Capabilities negotiation

- FError notification

- Extensibility, through addition of new conmands and AVPs (required
in [ AAAREQ ) .

- Basic services necessary for applications, such as handling of
user sessions or accounting

Al'l data delivered by the protocol is in the formof an AVP. Some of
these AVP val ues are used by the Dianeter protocol itself, while
others deliver data associated with particular applications that
enpl oy Dianmeter. AVPs may be added arbitrarily to D aneter nessages,
so long as the required AVPs are included and AVPs that are
explicitly excluded are not included. AVPs are used by the base

D aneter protocol to support the follow ng required features:

- Transporting of user authentication information, for the purposes
of enabling the Dianeter server to authenticate the user

- Transporting of service specific authorization information
bet ween client and servers, allow ng the peers to decide whether a
user’s access request should be granted.

- Exchangi ng resource usage information, which MAY be used for
accounting purposes, capacity planning, etc.

- Relaying, proxying and redirecting of Diameter nmessages through a
server hierarchy.

The Di aneter base protocol provides the m ni mumrequirenents needed
for a AAA protocol, as required by [ AAAREQQ. The base protocol may
be used by itself for accounting purposes only, or it may be used
with a Dianeter application, such as Mbile IPv4 [DIAMM P], or
network access [NASREQ. It is also possible for the base protocol
to be extended for use in new applications, via the addition of new
commands or AVPs. At this time the focus of Dianeter is network
access and accounting applications. A truly generic AAA protocol
used by many applications might provide functionality not provided by
D aneter. Therefore, it is inperative that the designers of new
applications understand their requirenments before using D aneter.
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See Section 2.4 for nore infornmation on Di aneter applications.

Any node can initiate a request. In that sense, Dianeter is a peer-
to-peer protocol. In this document, a Dianeter Client is a device at
the edge of the network that perfornms access control, such as a

Net wor k Access Server (NAS) or a Foreign Agent (FA). A D aneter
client generates Di aneter nessages to request authentication

aut hori zation, and accounting services for the user. A D aneter
agent is a node that does not authenticate and/or authorize nessages
| ocal ly; agents include proxies, redirects and relay agents. A

D aneter server perforns authentication and/or authorization of the
user. A Dianeter node MAY act as an agent for certain requests while
acting as a server for others.

The Di anmeter protocol also supports server-initiated nessages, such
as a request to abort service to a particul ar user.

1.1.1. Description of the Docunent Set

Currently, the Dianeter specification consists of a base
specification (this docunment), Transport Profile [ AAATRANS] and
applications: Mbile | Pv4 [DI AW P], and NASREQ [ NASRE(Q .

The Transport Profile docunent [ AAATRANS] discusses transport |ayer
i ssues that arise with AAA protocols and recommendati ons on how to
overcone these issues. This docunent also defines the Dianeter
failover algorithmand state nachine.

The Mobile IPv4 [DIAMM P] application defines a D aneter application
that allows a Dianmeter server to perform AAA functions for Mbile
| Pv4 services to a nobile node

The NASREQ [ NASREQ application defines a Dianeter Application that
all ows a Dianeter server to be used in a PPP/SLIP Dial-Up and

Term nal Server Access environnent. Consideration was given for
servers that need to perform protocol conversion between D aneter and
RADI US.

In summary, this docunent defines the base protocol specification for
AAA, whi ch includes support for accounting. The Mbile IPv4 and the
NASREQ docunents descri be applications that use this base
specification for Authentication, Authorization and Accounti ng.
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1.2. Approach to Extensibility

The Dianmeter protocol is designed to be extensible, using severa
mechani snms, i ncl udi ng:

- Defining new AVP val ues

-  Creating new AVPs

- Creating new authentication/authorization applications
- Creating new accounting applications

- Application authentication procedures

Reuse of existing AVP val ues, AVPs and Di aneter applications are
strongly recommended. Reuse sinplifies standardization and

i mpl enent ati on and avoids potential interoperability issues. It is
expected that comand codes are reused; new conmand codes can only be
created by | ETF Consensus (see Section 11.2.1).

1.2.1. Defining New AVP Val ues

New applications should attenpt to reuse AVPs defined in existing
appl i cati ons when possible, as opposed to creating new AVPs. For
AVPs of type Enunerated, an application may require a new value to
conmmmuni cate sone service-specific information

In order to all ocate a new AVP val ue, a request MJST be sent to | ANA
[1ANA], along with an explanation of the new AVP value. |ANA
consi derations for Dianeter are discussed in Section 11

1.2.2. Creating New AVPs

When no existing AVP can be used, a new AVP should be created. The
new AVP bei ng defined MJST use one of the data types listed in
Section 4. 2.

In the event that a |ogical grouping of AVPs is necessary, and
multiple "groups" are possible in a given command, it is recomended
that a Grouped AVP be used (see Section 4.4).

In order to create a new AVP, a request MJST be sent to IANA, with a
specification for the AVP. The request MJIST include the comrmands
that woul d nake use of the AVP

1.2.3. Creating New Aut hentication Applications
Every Dianeter application specification MIUST have an | ANA assi gned

Application ldentifier (see Section 2.4) or a vendor specific
Application ldentifier
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Shoul d a new Di anmeter usage scenario find itself unable to fit within
an existing application without requiring major changes to the
specification, it may be desirable to create a new Di aneter
application. Myjor changes to an application include:

- Addi ng new AVPs to the command, which have the "M bit set.

- Requiring a command that has a different nunber of round trips to
satisfy a request (e.g., application foo has a conmand t hat
requires one round trip, but new application bar has a conmand
that requires two round trips to conplete).

- Addi ng support for an authentication nethod requiring definition
of new AVPs for use with the application. Since a new EAP
aut henti cation nmethod can be supported within D ameter without
requiring new AVPs, addition of EAP nethods does not require the
creation of a new authentication application.

Creation of a new application should be viewed as a last resort. An
i mpl enentati on MAY add arbitrary non-nmandatory AVPs to any comand
defined in an application, including vendor-specific AVPs wi thout
needing to define a new application. Please refer to Section 11.1.1
for details.

In order to justify allocation of a new application identifier,
D aneter applications MJST defi ne one Command Code, or add new
mandat ory AVPs to the ABNF.

The expected AVPs MJIST be defined in an ABNF [ ABNF] granmmar (see
Section 3.2). |If the D aneter application has accounting
requirenents, it MJST also specify the AV/Ps that are to be present in
the D anmeter Accounting nessages (see Section 9.3). However, just
because a new authentication application id is required, does not
inmply that a new accounting application id is required.

When possi bl e, a new Di aneter application SHOULD reuse exi sting
D aneter AVPs, in order to avoid defining nultiple AVPs that carry
simlar information.

1.2.4. Creating New Accounting Applications

There are services that only require D aneter accounting. Such
services need to define the AVPs carried in the Accounting- Request
(ACR)/ Accounting-Answer (ACA) nessages, but do not need to define
new comand codes. An inplenmentati on MAY add arbitrary non-mandatory
AVPs (AVPs with the "M bit not set) to any command defined in an
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application, including vendor-specific AVPs, wi thout needing to
define a new accounting application. Please refer to Section 11.1.1
for details.

Application ldentifiers are still required for Dianeter capability
exchange. Every Dianeter accounting application specification MJST
have an | ANA assigned Application Identifier (see Section 2.4) or a
vendor specific Application ldentifier

Every Dianmeter inplenmentati on MJST support accounting. Basic
accounting support is sufficient to handle any application that uses
the ACR/ ACA conmands defined in this docunent, as |long as no new
mandat ory AVPs are added. A nmandatory AVP is defined as one which
has the "M bit set when sent within an accounting comand,

regardl ess of whether it is required or optional within the ABNF for
the accounting application

The creation of a new accounting application should be viewed as a

| ast resort and MUST NOT be used unless a new command or additiona
mechani snms (e.g., application defined state nachine) is defined
within the application, or new mandatory AVPs are added to the ABNF.

Wthin an accounting command, setting the "M bit inplies that a
backend server (e.g., billing server) or the accounting server itself
MUST understand the AVP in order to conpute a correct bill. |If the
AVP is not relevant to the billing process, when the AVP is included
wi thin an accounting command, it MJUST NOT have the "M bit set, even
if the "M bit is set when the sane AVP is used within other Dianeter
commands (i.e., authentication/authorization comuands).

A DI AMETER base accounting inpl enentati on MUST be configurable to
advertise supported accounting applications in order to prevent the
accounting server from accepting accounting requests for unbillable
services. The conbination of the home domain and the accounting
application Id can be used in order to route the request to the
appropriate accounting server

When possi bl e, a new Di aneter accounting application SHOULD attenpt
to reuse existing AVPs, in order to avoid defining nmultiple AVPs that
carry simlar information

If the base accounting is used wi thout any nmandatory AVPs, new
commands or additional mechanisns (e.g., application defined state
machi ne), then the base protocol defined standard accounting
application Id (Section 2.4) MJST be used in ACR/ ACA comands.
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1.2.5. Application Authentication Procedures

When possi bl e, applications SHOULD be designed such that new

aut henti cati on net hods MAY be added wi thout requiring changes to the
application. This MAY require that new AVP val ues be assigned to
represent the new authentication transform or any other schene that
produces sinmilar results. Wen possible, authentication franmeworks,
such as Extensible Authentication Protocol [EAP], SHOULD be used.

1. 3. Term nol ogy

AAA
Aut henti cation, Authorization and Accounti ng.

Account i ng
The act of collecting informati on on resource usage for the
pur pose of capacity planning, auditing, billing or cost
al | ocati on.

Accounting Record
An accounting record represents a sumary of the resource
consunption of a user over the entire session. Accounting servers
creating the accounting record may do so by processing interim
accounting events or accounting events from several devices
serving the sane user.

Aut henti cati on
The act of verifying the identity of an entity (subject).

Aut hori zati on
The act of determ ning whether a requesting entity (subject) wll
be all owed access to a resource (object).

AVP
The Di anmeter protocol consists of a header foll owed by one or nore
Attribute-Value-Pairs (AVPs). An AVP includes a header and is
used to encapsul ate protocol -specific data (e.g., routing
information) as well as authentication, authorization or
accounting information.

Br oker
A broker is a business termcomonly used in AAA infrastructures.
A broker is either a relay, proxy or redirect agent, and MAY be
operated by roam ng consortiuns. Depending on the business nodel,
a broker may either choose to deploy relay agents or proxy
agents.
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D anet er Agent
A Dianeter Agent is a Dianeter node that provides either relay,
proxy, redirect or translation services.

D aneter Cdient
A Dianeter Cient is a device at the edge of the network that
perforns access control. An exanple of a Dianeter client is a
Net wor k Access Server (NAS) or a Foreign Agent (FA).

D anet er Node
A Dianeter node is a host process that inplenents the D aneter
protocol, and acts either as a Client, Agent or Server.

Di anet er Peer
A Dianmeter Peer is a Dianeter Node to which a given Di aneter Node
has a direct transport connection.

D aneter Security Exchange
A Dianmeter Security Exchange is a process through which two
Di amet er nodes establish end-to-end security.

Di ameter Server
A Dianeter Server is one that handl es authentication,
aut hori zati on and accounting requests for a particular realm By
its very nature, a Dianeter Server MJST support Di aneter
applications in addition to the base protocol.

Downst r eam
Downstreamis used to identify the direction of a particul ar
D aneter nessage fromthe hone server towards the access device.

End-to- End Security
TLS and | Psec provide hop-by-hop security, or security across a
transport connection. Wen relays or proxy are involved, this
hop- by-hop security does not protect the entire Di anmeter user
session. End-to-end security is security between two Di aneter
nodes, possibly conmunicating through Di aneter Agents. This
security protects the entire Di ameter comruni cations path fromthe
originating Dianeter node to the term nating D ameter node.

Hone Real m
A Home Realmis the adm nistrative domain with which the user
mai ntai ns an account rel ationshi p.

Home Server
See D aneter Server.
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I nterimaccounting
An interimaccounting nessage provi des a snapshot of usage during
a user’s session. It is typically inplenented in order to provide
for partial accounting of a user’s session in the case of a device
reboot or other network problem prevents the reception of a
session sunmary nmessage or session record.

Local Real m
A local realmis the administrative domain providing services to a
user. An administrative domain MAY act as a local realmfor
certain users, while being a home real mfor others.

Mul ti-session

A multi-session represents a logical |inking of several sessions.
Mil ti-sessions are tracked by using the Acct-Milti-Session-1d. An
exanple of a multi-session would be a Miulti-Iink PPP bundle. Each

Il eg of the bundle would be a session while the entire bundl e would
be a nmulti-session

Net wor k Access ldentifier
The Network Access ldentifier, or NAl [NAI], is used in the
D aneter protocol to extract a user’s identity and realm The
identity is used to identify the user during authentication and/or
aut hori zation, while the realmis used for nessage routing
pur poses.

Proxy Agent or Proxy
In addition to forwardi ng requests and responses, proxies make
policy decisions relating to resource usage and provi si oni ng.
This is typically acconplished by tracking the state of NAS
devices. Wiile proxies typically do not respond to client
Requests prior to receiving a Response fromthe server, they may
originate Reject messages in cases where policies are violated.
As a result, proxies need to understand the semantics of the
messages passing through them and may not support all D aneter
applications.

Real m
The string in the NAl that imediately follows the '@ character
NAI real m nanes are required to be unique, and are piggybacked on
the administration of the DNS nanespace. Di aneter makes use of
the realm also |loosely referred to as donain, to determ ne
whet her nessages can be satisfied locally, or whether they nust be
routed or redirected. In RADIUS, real mnanes are not necessarily
pi ggybacked on the DNS nanespace but nmay be independent of it.
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Real -ti me Accounting

Re

Real -time accounting invol ves the processing of information on
resource usage within a defined tinme window. Tinme constraints are
typically inposed in order to linmt financial risk

ay Agent or Rel ay

Rel ays forward requests and responses based on routing-rel ated
AVPs and realmrouting table entries. Since relays do not make
policy decisions, they do not exam ne or alter non-routing AVPs.
As a result, relays never originate nessages, do not need to
understand the semantics of nessages or non-routing AVPs, and are
capabl e of handling any Di aneter application or nessage type.
Since relays nake decisions based on information in routing AVPs
and real mforwarding tables they do not keep state on NAS resource
usage or sessions in progress.

Redi rect Agent

Rat her than forwardi ng requests and responses between clients and
servers, redirect agents refer clients to servers and all ow them
to comunicate directly. Since redirect agents do not sit in the
forwardi ng path, they do not alter any AVPs transiting between
client and server. Redirect agents do not originate nmessages and
are capabl e of handling any nmessage type, although they may be
configured only to redirect nessages of certain types, while
acting as relay or proxy agents for other types. As with proxy
agents, redirect agents do not keep state with respect to sessions
or NAS resources.

Roani ng Rel ati onshi ps

Roani ng rel ationshi ps include rel ati onshi ps between conpani es and
| SPs, relationships anbng peer ISPs within a roam ng consortium
and rel ati onshi ps between an | SP and a roani ng consortium

Security Association

A security association is an association between two endpoints in
a Dianeter session which allows the endpoints to conmunicate with
integrity and confidentially, even in the presence of relays

and/ or proxies.

Sessi on

A session is a related progression of events devoted to a
particular activity. Each application SHOULD provi de gui del i nes
as to when a session begins and ends. Al D aneter packets with
the sane Session-ldentifier are considered to be part of the sane
sessi on.
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Session state
A stateful agent is one that naintains session state infornmation,
by keeping track of all authorized active sessions. Each
aut hori zed session is bound to a particular service, and its state
is considered active either until it is notified otherw se, or by
expiration.

Sub- sessi on
A sub-session represents a distinct service (e.g., QS or data
characteristics) provided to a given session. These services may
happen concurrently (e.g., simultaneous voice and data transfer
during the sane session) or serially. These changes in sessions
are tracked with the Accounti ng- Sub- Session-1d.

Transaction state
The Di anmeter protocol requires that agents maintain transaction
state, which is used for fail over purposes. Transaction state
i nplies that upon forwardi ng a request, the Hop-by-Hop identifier
is saved; the field is replaced with a locally unique identifier
which is restored to its original value when the correspondi ng
answer is received. The request’s state is released upon receipt
of the answer. A stateless agent is one that only maintains
transacti on state.

Transl ati on Agent
A translation agent is a stateful Dianeter node that performns
protocol translation between Di aneter and anot her AAA protocol
such as RADI US.

Transport Connection
A transport connection is a TCP or SCTP connection existing
directly between two Di ameter peers, otherw se known as a Peer-
t o- Peer Connecti on

Upstream
Upstreamis used to identify the direction of a particular
D aneter nessage fromthe access device towards the honme server

User
The entity requesting or using some resource, in support of which
a Diameter client has generated a request.

2. Protocol Overview
The base Dianmeter protocol nmay be used by itself for accounting
applications, but for use in authentication and authorization it is

al ways extended for a particular application. Two D aneter
applications are defined by conpani on docunents: NASREQ [ NASREQ ,
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Mobile IPv4 [DIAWMM P]. These applications are introduced in this
document but specified el sewhere. Additional Diameter applications
MAY be defined in the future (see Section 11.3).

D aneter Cients MJIST support the base protocol, which includes
accounting. In addition, they MJUST fully support each Di aneter
application that is needed to inplenent the client’s service, e.g.,
NASREQ and/or Mobile IPv4. A Dianeter dient that does not support
bot h NASREQ and Mbbile I Pv4, MJIST be referred to as "D aneter X
Cient" where X is the application which it supports, and not a
"Di aneter Client".

D aneter Servers MJST support the base protocol, which includes
accounting. In addition, they MJUST fully support each D aneter
application that is needed to inplenent the intended service, e.g.,
NASREQ and/ or Mobile IPv4. A Dianeter Server that does not support
bot h NASREQ and Mbbile I Pv4, MJIST be referred to as "D anmeter X
Server" where X is the application which it supports, and not a

"Di ameter Server".

D aneter Relays and redirect agents are, by definition, protocol
transparent, and MJST transparently support the Di aneter base
protocol, which includes accounting, and all D ameter applications.

D anet er proxies MJST support the base protocol, which includes
accounting. In addition, they MJUST fully support each D aneter
application that is needed to inplenent proxied services, e.g.,
NASREQ and/ or Mobile IPv4. A Dianeter proxy which does not support
al so both NASREQ and Mbile IPv4, MJIST be referred to as "Di aneter X
Proxy" where X is the application which it supports, and not a

"Di aneter Proxy".

The base Di aneter protocol concerns itself with capabilities

negoti ati on, how nmessages are sent and how peers nmay eventually be
abandoned. The base protocol also defines certain rules that apply
to all exchanges of nessages between Di aneter nodes.

Conmmuni cati on between Di ameter peers begins with one peer sending a
nmessage to another Dianmeter peer. The set of AVPs included in the
nmessage is determined by a particul ar D aneter application. One AVP
that is included to reference a user’s session is the Session-Id.

The initial request for authentication and/or authorization of a user
woul d include the Session-1d. The Session-l1d is then used in all
subsequent nmessages to identify the user’s session (see Section 8 for
nmore information). The conmunicating party may accept the request,
or reject it by returning an answer nessage with the Result-Code AVP
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set to indicate an error occurred. The specific behavior of the
D aneter server or client receiving a request depends on the D aneter
application enpl oyed.

Session state (associated with a Session-1d) MJIST be freed upon
recei pt of the Session-Terni nation-Request, Session-Tern nation-
Answer, expiration of authorized service tinme in the Session-Ti neout
AVP, and according to rules established in a particular D aneter
application.

2.1. Transport
Transport profile is defined in [ AAATRANS].

The base Di aneter protocol is run on port 3868 of both TCP [TCP] and
SCTP [ SCTP] transport protocols.

D aneter clients MJST support either TCP or SCTP, while agents and
servers MJST support both. Future versions of this specification MAY
mandat e that clients support SCTP.

A Di ameter node MAY initiate connections froma source port other
than the one that it declares it accepts inconm ng connections on, and
MUST be prepared to receive connections on port 3868. A given

D aneter instance of the peer state nmachi ne MUST NOT use nore than
one transport connection to comrunicate with a given peer, unless

mul tiple instances exist on the peer in which case a separate
connection per process is all owed.

When no transport connection exists with a peer, an attenpt to
connect SHOULD be periodically nade. This behavior is handled via
the Tc tiner, whose recommended value is 30 seconds. There are
certain exceptions to this rule, such as when a peer has terninated
the transport connection stating that it does not wish to
conmuni cat e.

When connecting to a peer and either zero or nore transports are
speci fied, SCTP SHOULD be tried first, followed by TCP. See Section
5.2 for nore informati on on peer discovery.

D aneter inplenmentations SHOULD be able to interpret | CWMP protoco
port unreachabl e nessages as explicit indications that the server is
not reachable, subject to security policy on trusting such nessages.
Di ameter inplementations SHOULD al so be able to interpret a reset
fromthe transport and tined-out connection attenpts.
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2.

2.

2.

If Diameter receives data up from TCP that cannot be parsed or
identified as a Dianeter error nade by the peer, the streamis
conproni sed and cannot be recovered. The transport connection MJST
be closed using a RESET call (send a TCP RST bit) or an SCTP ABORT
message (graceful closure is conprom sed).

1.1. SCTP Cuidelines

The following are guidelines for Dianmeter inplenmentations that
support SCTP:

1. For interoperability: Al D aneter nodes MJST be prepared to
recei ve Dianeter nessages on any SCTP streamin the association

2. To prevent blocking: Al D anmeter nodes SHOULD utilize all SCTP
streans available to the association to prevent head-of-the-line
bl ocki ng.

2. Securing Dianeter Messages

Di aneter clients, such as Network Access Servers (NASes) and Mobility
Agents MJST support | P Security [SECARCH], and MAY support TLS [TLS].
D aneter servers MJST support TLS and | Psec. The Di ameter protoco
MUST NOT be used wi thout any security nechani sm (TLS or |Psec).

It is suggested that | Psec can be used prinarily at the edges and in
intra-domain traffic, such as using pre-shared keys between a NAS a

| ocal AAA proxy. This also eases the requirenments on the NAS to
support certificates. It is also suggested that inter-domain traffic
would prinmarily use TLS. See Sections 13.1 and 13.2 for nore details
on | Psec and TLS usage.

3. Dianeter Application Conpliance

Application ldentifiers are advertised during the capabilities
exchange phase (see Section 5.3). For a given application
advertising support of an application inplies that the sender
supports all command codes, and the AVPs specified in the associated
ABNFs, described in the specification.

An i nmpl enentation MAY add arbitrary non-mandatory AVPs to any comand
defined in an application, including vendor-specific AVPs. Pl ease
refer to Section 11.1.1 for details.
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2.4. Application ldentifiers

Each Di aneter application MUST have an | ANA assi gned Application
Identifier (see Section 11.3). The base protocol does not require an
Application ldentifier since its support is mandatory. During the
capabilities exchange, D aneter nodes informtheir peers of locally
supported applications. Furthernore, all Dianeter nessages contain
an Application Identifier, which is used in the message forwarding

pr ocess.

The following Application Identifier values are defined:

D anet er Conmon Messages 0

NASREQ 1 [ NASREQ

Mobil e-1P 2 [ DI AW P]
D anet er Base Accounti ng 3

Rel ay Oxffffffff

Rel ay and redirect agents MJUST advertise the Relay Application
Identifier, while all other Diameter nodes MJST advertise locally
supported applications. The receiver of a Capabilities Exchange
nmessage advertising Relay service MJST assune that the sender
supports all current and future applications.

D aneter relay and proxy agents are responsible for finding an
upstream server that supports the application of a particular

message. |f none can be found, an error nessage is returned with the
Resul t - Code AVP set to DI AMETER _UNABLE TO DELI VER

2.5. Connections vs. Sessions

This section attenpts to provide the reader with an understandi ng of
the di fference between connection and session, which are ternms used
ext ensi vel y t hroughout this docunent.

A connection is a transport |evel connection between two peers, used
to send and receive Dianeter nessages. A session is a |ogica
concept at the application layer, and is shared between an access
device and a server, and is identified via the Session-1d AVP
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| ddient | | Relay | | Server |
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peer connection A  peer connection B

User session X
Figure 1: Di aneter connections and sessions

In the exanple provided in Figure 1, peer connection A is established
between the Cient and its local Relay. Peer connection Bis
establ i shed between the Relay and the Server. User session X spans
fromthe Client via the Relay to the Server. Each "user" of a
service causes an auth request to be sent, with a uni que session
identifier. Once accepted by the server, both the client and the
server are aware of the session. It is inportant to note that there
is no relationship between a connection and a session, and that

Di amet er nessages for nmultiple sessions are all nultiplexed through a
singl e connecti on

2. 6. Peer Tabl e

The Dianeter Peer Table is used in nessage forwarding, and referenced
by the Real m Routing Table. A Peer Table entry contains the
followi ng fields:

Host identity
Fol I owi ng the conventions described for the Dianeterldentity
derived AVP data format in Section 4.4. This field contains the
contents of the Origin-Host (Section 6.3) AVP found in the CER or
CEA nessage

StatusT
This is the state of the peer entry, and MJST match one of the
values listed in Section 5.6.

Static or Dynamic
Speci fies whether a peer entry was statically configured, or
dynami cal | y di scovered

Expiration tine

Specifies the tinme at which dynamically discovered peer table
entries are to be either refreshed, or expired.
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TLS Enabl ed
Specifies whether TLS is to be used when communi cating with the
peer.

Addi tional security information, when needed (e.g., keys,
certificates)

2.7. Real mBased Routing Table

Al'l Real mBased routing | ookups are perforned agai nst what is
commonly known as the Real m Routing Table (see Section 12). A Realm
Routing Table Entry contains the follow ng fields:

Real m Nane
This is the field that is typically used as a primary key in the
routing table | ookups. Note that sone inplenentations perform
their | ookups based on |ongest-match-fromthe-right on the realm
rather than requiring an exact natch.

Application ldentifier
An application is identified by a vendor id and an application id.
For all |ETF standards track Di ameter applications, the vendor id
is zero. A route entry can have a different destinati on based on
the application identification AVP of the nessage. This field
MUST be used as a secondary key field in routing table | ookups.

Local Action
The Local Action field is used to identify how a nessage shoul d be
treated. The follow ng actions are supported:

1. LOCAL - Dianeter nessages that resolve to a route entry with
the Local Action set to Local can be satisfied locally, and do
not need to be routed to another server

2. RELAY - Al Diameter nmessages that fall within this category
MUST be routed to a next hop server, w thout nodifying any
non-routing AVPs. See Section 6.1.8 for relaying guidelines

3. PROXY - Al Dianmeter nmessages that fall within this category
MUST be routed to a next hop server. The |ocal server MAY
apply its local policies to the nessage by including new AVPs
to the nessage prior to routing. See Section 6.1.8 for
proxyi ng gui del i nes.

4. REDI RECT - Diameter nmessages that fall within this category
MUST have the identity of the home D aneter server(s) appended
and returned to the sender of the nessage. See Section 6.1.7
for redirect guidelines.
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Server ldentifier
One or nore servers the nessage is to be routed to. These servers
MUST al so be present in the Peer table. Wen the Local Action is
set to RELAY or PROXY, this field contains the identity of the
server(s) the nessage nust be routed to. When the Local Action
field is set to REDIRECT, this field contains the identity of one
or nore servers the nessage should be redirected to.

Static or Dynamic
Specifies whether a route entry was statically configured, or
dynami cal |l y di scovered

Expiration tine
Specifies the tinme which a dynamically di scovered route table
entry expires.

It is inmportant to note that Di anmeter agents MJST support at | east
one of the LOCAL, RELAY, PROXY or REDI RECT nobdes of operation

Agents do not need to support all nodes of operation in order to
conformw th the protocol specification, but MJST follow the protoco
conpliance guidelines in Section 2. Relay agents MJST NOT reorder
AVPs, and proxies MJST NOT reorder AVPs.

The routing table MAY include a default entry that MJST be used for
any requests not natching any of the other entries. The routing
tabl e MAY consist of only such an entry.

When a request is routed, the target server MJST have advertised the
Application ldentifier (see Section 2.4) for the given nessage, or
have advertised itself as a relay or proxy agent. O herw se, an
error is returned with the Result-Code AVP set to

DI AVETER_UNABLE_TO DELI VER.

2.8. Role of Dianeter Agents
In addition to client and servers, the Di aneter protocol introduces
relay, proxy, redirect, and translation agents, each of which is
defined in Section 1.3. These Dianeter agents are useful for severa
reasons:

- They can distribute adnministration of systens to a configurable
groupi ng, including the mai ntenance of security associations.

- They can be used for concentration of requests froman nunber of
co-located or distributed NAS equi pnent sets to a set of |ike user
groups.

- They can do val ue-added processing to the requests or responses.
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- They can be used for |oad bal anci ng.

- A conplex network will have multiple authentication sources, they
can sort requests and forward towards the correct target.

The Dianeter protocol requires that agents mmintain transaction
state, which is used for fail over purposes. Transaction state

i mplies that upon forwarding a request, its Hop-by-Hop identifier is
saved; the field is replaced with a locally unique identifier, which
is restored to its original value when the correspondi ng answer is
received. The request’s state is released upon receipt of the
answer. A stateless agent is one that only maintains transaction

st at e.

The Proxy-Info AVP allows stateless agents to add local state to a
D aneter request, with the guarantee that the same state will be
present in the answer. However, the protocol’s failover procedures
require that agents maintain a copy of pending requests.

A stateful agent is one that nmintains session state information; by
keepi ng track of all authorized active sessions. Each authorized
session is bound to a particular service, and its state is considered
active either until it is notified otherwi se, or by expiration. Each
aut hori zed session has an expiration, which is conmunicated by

Di aneter servers via the Session-Ti neout AVP

Mai nt ai ni ng session state MAY be useful in certain applications, such
as:

- Protocol translation (e.g., RADIUS <-> Dianeter)
- Limting resources authorized to a particular user
- Per user or transaction auditing

A Dianeter agent MAY act in a stateful manner for sone requests and
be stateless for others. A Dianeter inplenmentation MAY act as one
type of agent for some requests, and as another type of agent for
ot hers.

2.8.1. Relay Agents

Rel ay Agents are Dianmeter agents that accept requests and route
messages to other Dianmeter nodes based on infornmation found in the
nmessages (e.g., Destination-Realm. This routing decisionis
performed using a list of supported real ns, and known peers. This is
known as the Real m Routing Table, as is defined further in Section
2.7.
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Rel ays MAY be used to aggregate requests frommultiple Network Access
Servers (NASes) within a comon geographical area (POP). The use of
Rel ays is advantageous since it elimnates the need for NASes to be
configured with the necessary security information they would
otherwi se require to comunicate with Di ameter servers in other

real ns. Likew se, this reduces the configuration | oad on D aneter
servers that woul d ot herwi se be necessary when NASes are added,
changed or del et ed.

Rel ays nodi fy D anmeter nessages by inserting and renoving routing
i nformati on, but do not nodify any other portion of a nessage.

Rel ays SHOULD NOT nmi ntain session state but MJST maintain
transacti on state.

e + oo > e + oo > e +
| | 1. Request | | 2. Request | |

| NAS | DRL | | HVB

| | 4. Answer | | 3. Answer | |
Fomam - + B - Fomam - + B - Fomam - +
exanpl e. net exanpl e. net exanpl e. com

Figure 2: Relaying of Dianeter nessages

The exanple provided in Figure 2 depicts a request issued from NAS
which is an access device, for the user bob@xanple.com Prior to

i ssuing the request, NAS perforns a D aneter route |ookup, using
"exanpl e. com' as the key, and determ nes that the nessage is to be
relayed to DRL, which is a Dianmeter Relay. DRL perforns the same
route | ookup as NAS, and relays the nessage to HVS, which is

exanpl e.conis Honme Di aneter Server. HWVS identifies that the request
can be locally supported (via the realn), pro