Net wor k Wor ki ng Group T. Freeman
Request for Comments: 5055 M crosoft Corp
Cat egory: Standards Track R Housl ey
Vigil Security

A. Ml pan

Mal pani Consul ting Services

D. Cooper

W Pol k
Nl ST

Decenber 2007

Server-Based Certificate Validation Protocol (SCVP)
Status of This Meno

This docunent specifies an Internet standards track protocol for the
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Abst r act

The Server-Based Certificate Validation Protocol (SCVP) allows a
client to delegate certification path construction and certification
path validation to a server. The path construction or validation
(e.g., nmaking sure that none of the certificates in the path are
revoked) is perfornmed according to a validation policy, which

contains one or nore trust anchors. It allows sinplification of
client inplenentations and use of a set of predefined validation
poli ci es.
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1. Introduction

Certificate validation is complex. |If certificate handling is to be

wi dely deployed in a variety of applications and environnents, the
anount of processing an application needs to performbefore it can
accept a certificate needs to be reduced. There are a variety of
applications that can nake use of public key certificates, but these
applications are burdened with the overhead of constructing and
validating the certification paths. SCVP reduces this overhead for
two classes of certificate-using applications.

The first class of applications wants just two things: confirnation
that the public key belongs to the identity named in the certificate
and confirmation that the public key can be used for the intended
purpose. Such clients can conpletely delegate certification path
construction and validation to the SCVP server. This is often
referred to as del egated path validation (DPV).

The second cl ass of applications can performcertification path
validation, but they lack a reliable or efficient method of
constructing a valid certification path. Such clients del egate
certification path construction to the SCVP server, but not
validation of the returned certification path. This is often
referred to as del egated path di scovery (DPD)

1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ STDWORDS] .
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1.2.

1

3.

SCVP Overvi ew

The primary goals of SCVP are to nake it easier to deploy Public Key
Infrastructure (PKI)-enabl ed applications by del egating path

di scovery and/or validation processing to a server, and to all ow
central administration of validation policies within an organization
SCVP can be used by clients that do much of the certificate
processing thenmsel ves but sinply want an untrusted server to collect
information for them However, when the client has conplete trust in
the SCVP server, SCVP can be used to del egate the work of
certification path construction and validation, and SCVP can be used
to ensure that policies are consistently enforced throughout an
organi zati on.

Untrusted SCVP servers can provide clients the certification paths.
They can al so provide clients the revocation information, such as
Certificate Revocation Lists (CRLs) and Online Certificate Status
Prot ocol (OCSP) responses, that the clients need to validate the
certification paths constructed by the SCVP server. These services
can be valuable to clients that do not inplenment the protocols needed
to find and downl oad intermediate certificates, CRLs, and OCSP
responses.

Trusted SCVP servers can performcertification path construction and
validation for the client. For a client that uses these services,
the client inherently trusts the SCVP server as nuch as it would its
own certification path validation software (if it contained such
software). There are two nmain reasons that a client may want to
trust such an SCVP server:

1. The client does not want to incur the overhead of including
certification path validation software and running it for each
certificate it receives.

2. The client is in an organization or community that wants to
centralize managenent of validation policies. These policies
m ght dictate that particular trust anchors are to be used and the
types of policy checking that are to be perfornmed during
certification path validation.

SCVP Requi renents

SCVP neets the mandatory requirenents docunented in [RQWTS] for DPV
and DPD.
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Note that RFC 3379 states the follow ng requirenent:

The DPD response MJST indicate one of the follow ng status
al ternatives:

1) one or nore certification paths was found according to the path
di scovery policy, with all of the requested revocation
i nformati on present.

2) one or nore certification paths was found according to the path
di scovery policy, with a subset of the requested revocation
i nformati on present.

3) one or nore certification paths was found according to the path
di scovery policy, with none of the requested revocation
i nformati on present.

4) no certification path was found according to the path discovery
policy.

5) path construction could not be perforned due to an error

DPD responses constructed by SCVP servers do not differentiate
between states 2) and 3). This property was di scussed on the PKIX
wor ki ng group list and deternmined to be conformant with the intent of

[ RQMTS] .
1.4. Validation Policies

A validation policy (as defined in RFC 3379 [RQWTS]) specifies the
rul es and paraneters to be used by the SCVP server when validating a
certificate. In SCVP, the validation policy to be used by the server
either can be fully referenced in the request by the client (and thus
no additional paraneters are necessary) or can be referenced in the
request by the client with additional paraneters.

Policy definitions can be quite I ong and conpl ex, and sone policies
may allow for the setting of a few paraneters. The request can
therefore be very sinple if an object identifier (OD) is used to
specify both the algorithmto be used and all the associ ated
paraneters of the validation policy. The request can be nore conpl ex
if the validation policy fixes many of the paranmeters but allows the
client to specify sone of them Wen the validation policy defines
every parameter necessary, an SCVP request needs only to contain the
certificate to be validated, the referenced validation policy, and
any run-time paraneters for the request.
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1

5.

A server publishes the references of the validation policies it
supports. \When these policies have paraneters that nmay be
overridden, the server comunicates the default values for these
paraneters as well. The client can sinplify the request by omitting
a paraneter froma request if the default value published by the
server for a given validation policy reference is acceptable.

However, if there is a desire to denonstrate to soneone el se that a
specific validation policy with all its paraneters has been used, the
client will need to ask the server for the inclusion of the ful
validation policy with all the paranmeters in the response

The inputs to the basic certification path processing al gorithm used
by SCVP are defined by [PKIX-1] in Section 6.1.1 and conpri se:

Certificate to be validated (by value or by reference);

Val i dation tine;

The initial policy set;

Initial inhibit policy mapping setting;

Initial inhibit anyPolicy setting; and

Initial require explicit policy setting.
The basic certification path processing algorithmal so supports
specification of one or nore trust anchors (by value or reference) as
an input. \Where the client denands a certification path originating
with a specific Certification Authority (CA), a single trust anchor
is specified. Were the client is willing to accept paths beginning

with any of several CAs, a set of trust anchors is specified.

The basic certification path processing algorithmal so supports the
foll owi ng paraneters, which are defined in [PKIX-1], Section 4:

The usage of the key contained in the certificate (e.g., key
enci phernent, key agreenment, signature); and

O her application-specific purposes for which the certified public
key may be used.

Val i dati on Al gorithm

The validation algorithmis determ ned by agreement between the
client and the server and is represented as an O D. The algorithm
defines the checking that will be perfornmed by the server to
determ ne whether the certificate is valid. A validation algorithm
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is one of the paraneters to a validation policy. SCVP defines a
basic validation algorithmthat inplenments the basic path validation
algorithmas defined in [PKIX-1], and it pernits the client to
request additional information about the certificate to be validated.
New val idation algorithns can be specified that define additiona
checks if needed. These new validation algorithns nay specify
additional parameters. The values for these paraneters nay be
defined by any validation policy that uses the algorithmor nmay be
included by the client in the request.

Application-specific validation algorithnms, in addition to those
defined in this docunent, can be defined to neet specific

requi renents not covered by the basic validation algorithm The

val i dation al gorithms docunented here should serve as a guide for the
devel opnent of further application-specific validation algorithns.

For exanple, a new application-specific validation algorithm mn ght
require the presence of a particular name formin the subject

al ternative nane extension of the certificate.

1.6. Validation Requirenents
For a certification path to be considered valid under a particul ar
validation policy, it MIUST be a valid certification path as defined
in [PKIX-1], and all validation policy constraints that apply to the
certification path MIST be verified
Revocation checking is one aspect of certification path validation
defined in [PKIX-1]. However, revocation checking is an optiona
feature in [PKI X-1], and revocation information is distributed in
multiple formats. Cdients specify in requests whether revocation
checki ng shoul d be perforned and whet her revocation information
shoul d be returned in the response.

Servers MJST be capable of indicating the sources of revocation
informati on that they are capabl e of processing:

1. full CRLs (or full Authority Revocation Lists);
2. OCSP responses, using [OCSP];
3. delta CRLs; and

4. indirect CRLs.
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2.

Pr ot ocol Overvi ew

SCVP uses a sinple request-response nodel. That is, the SCVP client
creates a request and sends it to the SCVP server, and then the SCVP
server creates a single response and sends it to the client. The
typical use of SCVP is expected to be over HITP [HTTP], but it can
al so be used with email or any other protocol that can transport
digitally signed objects. Appendices A and B provide the details
necessary to use SCVP with HTTP.

SCVP includes two request-response pairs. The primary request-
response pair handles certificate validation. The secondary request-
response pair is used to determine the Iist of validation policies
and default paraneters supported by a specific SCVP server.

Section 3 defines the certificate validation request.

Section 4 defines the corresponding certificate validation response.
Section 5 defines the validation policies request.

Section 6 defines the correspondi ng validation policies response.

Appendi x A registers MM types for SCVP requests and responses, and
Appendi x B describes the use of these MME types with HTTP

Val i dati on Request

An SCVP client request to the server MIST be a single CVRequest item
When a CVRequest is encapsulated in a M ME body part,
application/scvp-cv-request MIST be used. There are two forns of
SCVP request: unprotected and protected. A protected request is used
to authenticate the client to the server or to provide anonynmous
client integrity over the request-response pair. The protection is
provided by a digital signature or nmessage authentication code (MAC).
In the later case, the MAC key is derived using a key agreenent
algorithm such as Diffie-Hellman. |If the client’'s public key is
contained in a certificate, then it may be used to authenticate the
client. Mre comonly, the client’s key agreenent public key will be
epheneral , supporting anonynous client integrity.

A server MAY require all requests to be protected, and a server MNAY
discard all unprotected requests. Alternatively, a server MAY choose
to process unprotected requests.

The unprotected request consists of a CVRequest encapsulated in a
Crypt ographi ¢ Message Syntax (CM5) Contentlnfo [CM5]. An overview of
this structure is provided below and is only intended as
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illustrative. The definitive ASN.1 is found in [CM5]. Many details
are not shown, but the way that SCVP makes use of CMS is clearly
illustrated.

Contentlnfo {
cont ent Type i d-ct-scvp-cert Val Request,
-- (1.2.840.113549.1.9.16.1.10)
cont ent CVRequest }

The protected request consists of a CVRequest encapsul ated in either
a SignedData or AuthenticatedData, which is in turn encapsulated in a
Contentlnfo. That is, the Encapsul atedContentinfo field of either

Si gnedDat a or Aut henticatedData consists of an eContent Type field
with a value of id-ct-scvp-certVal Request and an eContent field that
contai ns a Distinguished Encodi ng Rul es (DER)-encoded CVRequest.

Si gnedData is used when the request is digitally signed.

Aut henti catedData is used with a nmessage aut hentication code (MAC).

Al'l SCVP clients and servers MJST support SignedData for signed
requests and responses. SCVP clients and servers SHOULD support
Aut hent i cat edData for MAC-protected requests and responses.

If the client uses SignedData, it MJST have a public key that has
been bound to a subject identity by a certificate that conforns to
the PKI X profile [PKIX-1], and that certificate MJUST be suitable for
signing the SCVP request. That is:

1. If the key usage extension is present, either the digita
signature or the non-repudiation bit MJST be asserted.

2. |If the extended key usage extension is present, it MJST contain
either the SCVP client O D (see Section 3.11), the
anyExt endedKeyUsage O D, or another O D acceptable to the SCVP
server.

The client MJUST put an unanbi guous reference to its certificate in
the SignedData that encapsul ates the request. The client SHOULD
include its certificate in the request, but MAY onit the certificate
to reduce the size of the request. The client MAY include other
certificates in the request to aid the validation of its certificates
by the SCVP server. The signerinfos field of SignedData MJST i ncl ude
exactly one Signerlnfo. The SignedData MJST NOT i nclude the

unsi gnedAttrs field.
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The client MUST put its key agreenent public key, or an unanbi guous
reference to a certificate that contains its key agreenent public
key, in the AuthenticatedData that encapsul ates the request. |If an
epheneral key agreenent key pair is used, then the epheneral key
agreement public key is carried in the originatorKey field of
KeyAgr eeReci pi entlInfo, which requires the client to obtain the
server’s key agreenent public key before conputing the nessage

aut hentication code (MAC). An SCVP server’'s key agreenent key is
included in its validation policy response nessage (see Section 6).
The recipientinfos field of AuthenticatedData MJST include exactly
one Reci pientlnfo, which contains information for the SCVP server
The Aut henti catedData MUST NOT include the unauthAttrs field.

The syntax and senantics for SignedData, AuthenticatedData, and
ContentInfo are defined in [CM5]. The syntax and semantics for
CVRequest are defined below. The CVRequest item contains the client
request. The CVRequest contains the cvRequestVersion and query
itens; the CVRequest MAY al so contain the requestorRef, requestNonce
request or Nane, responder Nanme, request Extensions, signatureA g, and
hashAl g itens.

The CVRequest MJST have the foll ow ng syntax:

CVRequest ::= SEQUENCE {
cvRequest Ver si on | NTEGER DEFAULT 1
query Query,
request or Ref [ 0] GCeneral Names OPTI ONAL,
request Nonce [1] OCTET STRI NG OPTI ONAL,
request or Name [ 2] General Name OPTI ONAL,
r esponder Name [ 3] General Name OPTI ONAL,
r equest Ext ensi ons [4] Extensions OPTI ONAL,
signatureAl g [5] Algorithm dentifier OPTI ONAL,
hashAl g [6] OBJECT | DENTI FI ER OPTI ONAL,
request or Text [7] UTF8String (SIZE (1..256)) OPTI ONAL }

Conforming clients MIST be able to construct requests with

cvRequest Versi on and query. Conformng clients MJIST DER encode the
CVRequest in both protected and unprotected nessages to facilitate
unanbi guous hash-based referencing in the correspondi ng response
message. SCVP clients that insist on creation of a fresh response
(e.g., to protect against a replay attack or ensure information is up
to date) MUIST support requestNonce. Support for the remaining itens
is optional in client inplenentations.

Conform ng servers MIST be able to parse CVRequests that contain any
or all of the optional itens.
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Each of the itenms within the CVRequest is described in the follow ng
secti ons.

3.1. cvRequest Version

The cvRequest Version item defines the version of the SCVP CVRequest
used in a request. The subsequent response MJUST use the sane version
nunber. The value of the cvRequestVersion item MJST be one (1) for a
client inplementing this specification. Future updates to this

speci fication nust specify other values if there are any changes to
syntax or semantics. However, new extensions may be defined w thout
changi ng the version nunber.

SCVP clients MJST support asserting this value and SCVP servers MJST
be capabl e of processing this val ue.

3.2. query

The query item specifies one or nore certificates that are the

subj ect of the request; the certificates can be either public key
certificates [PKIX-1] or attribute certificates [PKIX-AC]. A query
MUST contain a queriedCerts itemas well as one checks item and one
validationPolicy item a query MAY al so contain want Back
responseFl ags, serverContextlnfo, validationTine, internediateCerts,
revl nfos, producedAt, and queryExtensions itens.

A Query MJST have the follow ng syntax:

Query ::= SEQUENCE {
queriedCerts Cert Ref erences,
checks Cert Checks,

-- Note: tag [0] not used --

want Back [1] Want Back OPTI ONAL,
val i dati onPol i cy Val i dati onPol i cy,
responseFl ags ResponseFl ags OPTI ONAL,
server Context | nfo [2] OCTET STRI NG OPTI ONAL,
val i dati onTi me [3] CeneralizedTi me OPTI ONAL,
i ntermedi ateCerts [4] CertBundl e OPTI ONAL,
revl nf os [5] Revocationl nfos OPTI ONAL,
pr oducedAt [ 6] CeneralizedTi me OPTI ONAL,
guer yExt ensi ons [ 7] Extensions OPTI ONAL }

The list of certificate references in the queriedCerts itemtells the
server the certificate(s) for which the client wants information.

The checks item specifies the checking that the client wants
performed. The wantBack item specifies the objects that the client
wants the server to return in the response. The validationPolicy
itemspecifies the validation policy that the client wants the server
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to enmploy. The responseFlags itemallows the client to request
optional features for the response. The serverContextlnfo itemtells
the server that additional information froma previous request-
response is desired. The validationTine itemtells the date and tine
relative to which the client wants the server to performthe checks.
The internedi ateCerts and revinfos itens provide context for the
client request. The queryExtensions item provides for future
expansi on of the query syntax. The syntax and semantics of each of
these itens are discussed in the follow ng sections.

Conformng clients MIST be able to construct a Query with a
queriedCerts itemthat specifies at |east one certificate, checks,
and validationPolicy. Conformng SCVP clients MAY support
specification of multiple certificates and MAY support the optiona
itens in the Query structure

SCVP clients that support del egated path di scovery (DPD) as defined
in [RQMIS] MJST support wantBack and responseFl ags. SCVP clients
that insist on creation of a fresh response (e.g., to protect against
a replay attack or ensure information is up to date) MJST support
responseFl ags.

Conform ng servers MIST be able to process a Query that contains any
of the optional itens, and MJST be able to process a Query that
specifies multiple certificates.

3.2.1. queriedCerts

The queriedCerts itemis a SEQUENCE of one or nore certificates, each
of which is a subject of the request. The specified certificates are
either public key certificates or attribute certificates; if nore
than one certificate is specified, all nmust be of the same type.

Each certificate is either directly included, or it is referenced.
When referenced, a hash value of the referenced itemis included to
ensure that the SCVP client and the SCVP server both obtain the sane
certificate when the referenced certificate is fetched. Certificate
references use the SCVPCert| D type, which is described below. A
singl e request MAY contain both directly included and referenced
certificates.

Cert Ref erences has the foll ow ng syntax:

Cert References ::= CHO CE {
pkcRef s [0] SEQUENCE Sl ZE (1..MAX) OF PKCReference,
acRefs [1] SEQUENCE Sl ZE (1..MAX) OF ACReference }
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PKCRef erence ::= CHO CE {
cert [0] Certificate,
pkcRef [1] SCvPCertID }
ACRef erence ::= CHO CE {
attrCert [2] AttributeCertificate,
acRef [3] SCvPCertlID }
SCVPCert | D :: = SEQUENCE {
cert Hash OCTET STRI NG
i ssuer Seri al SCVPI ssuer Ser i al

hashAl gorithm Al gorithmdentifier DEFAULT { algorithmsha-1} }

The ASN. 1 definition of Certificate is inported from[PKIX-1] and the
definition of AttributeCertificate is inported from [PKI X-AC

When creating a SCVPCertlI D, the certHash is conmputed over the entire
DER- encoded certificate including the signature. The hash al gorithm
used to conpute certHash is specified in hashAl gorithm The hash

al gorithmused to conpute certHash SHOULD be one of the hash

al gorithms specified in the hashAl gorithnms itemof the server’s
val i dation policy response nessage.

When encodi ng SCVPI ssuer Serial, serial Nunber is the serial nunber
that uniquely identifies the certificate. For public key
certificates, the issuer MJUST contain only the issuer nane fromthe
certificate encoded in the directoryNane choi ce of General Names. For
attribute certificates, the issuer MIST contain the issuer nane field
fromthe attribute certificate.

Conforming clients MIST be able to reference a certificate by direct
inclusion. dients SHOULD be able to specify a certificate using the
SCVPCert | D. Conforming clients MAY be able to reference multiple
certificates and MAY be able to reference both public key and
attribute certificates

Conform ng SCVP Server inplenentations MJST be able to process

Cert References with nmultiple certificates. Conform ng SCVP server

i mpl enent ati ons MJST be able to parse CertReferences that contain
either public key or attribute certificates. Conform ng SCVP server
i npl enent ati ons MJST be able to parse both the cert and pkcRef

choi ces in PKCReference. Conform ng SCVP server inplenentations that
process attribute certificates MIST be able to parse both the
attrCert and acRef choices in ACReference.
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3.2.2. checks

The checks item descri bes the checking that the SCVP client wants the
SCVP server to performon the certificate(s) in the queriedCerts
item The checks item contains a sequence of object identifiers
(ODs). Each dDtells the SCVP server what checking the client
expects the server to perform For each check specified in the
request, the SCVP server MJIST performthe requested check, or return
an error. A server may choose to performadditional checks (e.g., a
server that is only asked to build a validated certification path may
choose to al so performrevocation status checks), although the server
cannot indicate in the response that the additional checks have been
perforned, except in the case of an error response.

The checks item uses the Cert Checks type, which has the foll ow ng
synt ax:

Cert Checks ::= SEQUENCE SI ZE (1..MAX) OF OBJECT | DENTI FI ER

For public key certificates, the follow ng checks are defined in this
docunent :

- id-stc-build-pkc-path: Build a prospective certification path to a
trust anchor (as defined in Section 6.1 of [PKIX-1]);

- id-stc-build-valid-pkc-path: Build a validated certification path
to a trust anchor (revocation checking not required);

- id-stc-build-status-checked-pkc-path: Build a validated
certification path to a trust anchor and performrevocation status
checks on the certification path.

Conform ng SCVP server inplenentations that support del egated path
di scovery (DPD) as defined in [ ROMIS] MJST support the id-stc-build-
pkc- path check. Conform ng SCVP server inplenentations that support
del egated path validation (DPV) as defined in [ ROMIS] MJST support
the id-stc-build-valid-pkc-path and id-stc-build-status-checked- pkc-
pat h checks.

For attribute certificates, the follow ng checks are defined in this
docunent :

- id-stc-build-aa-path: Build a prospective certification path to a
trust anchor for the Attribute Certificate (AC) issuer;

- id-stc-build-valid-aa-path: Build a validated certification path
to a trust anchor for the AC issuer;
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- id-stc-build-status-checked-aa-path: Build a validated
certification path to a trust anchor for the AC issuer and perform
revocation status checks on the certification path for the AC
i ssuer;

- id-stc-status-check-ac-and-buil d-status-checked-aa-path: Build a
validated certification path to a trust anchor for the AC issuer
and performrevocation status checks on the AC as well as the
certification path for the AC issuer

Conf orm ng SCVP server inplenmentations MAY support the attribute
certificates checks.

For these purposes, the following O Ds are defined

id-stc OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) 17 }

i d-stc-build-pkc-path OBJECT IDENTIFIER ::={ id-stc 1}
i d-stc-build-valid-pkc-path OBJECT IDENTIFIER ::= { id-stc 2}
i d-stc-buil d-status-checked- pkc-path

OBJECT IDENTIFIER ::= { id-stc 3}
i d-stc-buil d-aa-path OBJECT IDENTIFIER ::= { id-stc 4}
i d-stc-build-valid-aa-path OBJECT IDENTIFIER ::={ id-stc 5}
i d-stc-buil d-status-checked-aa-path

OBJECT IDENTIFIER :: = id-stc 6 }
i d-stc-status-check-ac-and-buil d- st at us-checked- aa- path

OBJECT IDENTIFIER ::= { id-stc 7 }

O her specifications nmay define additional checks.

Conforming client inplenentati ons MIST support assertion of at |east
one of the standard checks. Conforming clients MAY support assertion
of multiple checks. Conformng clients need not support all of the
checks defined in this section

3.2.3. want Back

The optional wantBack item describes any information the SCVP client
wants fromthe SCVP server for the certificate(s) in the queriedCerts
itemin addition to the results of the checks specified in the checks
item |If present, the wantBack item MJST contain a sequence of
object identifiers (ODs). Each ODtells the SCVP server what the
client wants to know about the queriedCerts item For each type of
information specified in the request, the server MJST return
information regarding its finding (in a successful response).

Freeman, et al. St andards Track [ Page 16]



RFC 5055 SCVvP Decenber 2007

For exanple, a request mght include a checks itemthat only
specifies certification path building and include a wantBack item
that requests the return of the certification path built by the
server. In this case, the response would not include a status for
the validation of the certification path, but it would include a
prospective certification path. A client that wants to performits
own certification path validation nmight use a request of this form

Alternatively, a request might include a checks itemthat requests
the server to build a certification path and validate it, including
revocati on checking, and not include a wantBack item In this case,
the response would include only a status for the validation of the
certification path. A client that conpletely del egates certification
path validation might use a request of this form

The want Back item uses the Want Back type, which has the foll ow ng
synt ax:

Want Back ::= SEQUENCE S| ZE (1..MAX) OF OBJECT | DENTI FI ER

For public key certificates, the follow ng want Backs are defined in
thi s docunent:

- id-swb-pkc-cert: The certificate that was the subject of the
request;

- id-swb-pkc-best-cert-path: The certification path built for the
certificate including the certificate that was validated;

- id-swh-pkc-revocation-info: Proof of revocation status for each
certificate in the certification path;

- id-swb-pkc-public-key-info: The public key fromthe certificate
that was the subject of the request;

- id-swh-pkc-all-cert-paths: A set of certification paths for the
certificate that was the subject of the request;

- id-swb-pkc-ee-revocation-info: Proof of revocation status for the
end entity certificate in the certification path; and

- 1d-swb-pkc-CAs-revocation-info: Proof of revocation status for
each CA certificate in the certification path.
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Al'l conforming SCVP server inplenentations MIUST support the id-swb-
pkc-cert and id-swb-pkc-public-key-info wantBacks. Conform ng SCVP
server inplenentations that support del egated path di scovery (DPD) as
defined in [ RQMTS] MJST support the id-swb-pkc-best-cert-path and id-
swb- pkc-revocati on-i nfo want Backs.

SCVP provides two nethods for a client to obtain nmultiple
certification paths for a certificate. The client could use
serverContextlnfo to request one path at a tine (see Section 3.2.6).
After obtaining each path, the client could submt the

server Contextlnfo fromthe previous request to obtain another path
until either the client found a suitable path or the server indicated
(by not returning a serverContextlnfo) that no nore paths were

avail able. Alternatively, the client could send a single request
with an id-swb-pkc-all-cert-paths wantBack, in which case the server
would return all of the available paths in a single response.

The server may, at its discretion, Iinmt the nunber of paths that it
returns in response to the id-swb-pkc-all-cert-paths. Wen the
request includes an id-swb-pkc-all-cert-paths wantBack, the response
SHOULD NOT i nclude a server Cont ext | nfo.

For attribute certificates, the foll ow ng want Backs are defined in
thi s docunent:

- id-swb-ac-cert: The attribute certificate that was the subject of
t he request;

- id-swh-aa-cert-path: The certification path built for the AC
i ssuer certificate;

- id-swb-ac-revocation-info: Proof of revocation status for each
certificate in the AC issuer certification path; and

- id-swb-aa-revocation-info: Proof of revocation status for the
attribute certificate.

Conform ng SCVP server inplenmentations MAY support the attribute
certificate want Backs.

The foll owi ng want Back can be used for either public key or attribute
certificates:

- id-swb-rel ayed-responses: Any SCVP responses received by the
server that were used to generate the response to this query.

Conform ng SCVP servers NMAY support the id-swb-relayed-responses
want Back.
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For these purposes, the following O Ds are defined

i d-swb OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) 18 }
i d- swb- pkc-best-cert-path OBJECT IDENTIFIER ::={ id-swb 1}
i d- swb- pkc-revocation-info OBJECT IDENTIFIER ::={ id-swb 2}
i d- swb- pkc- public-key-info OBJECT IDENTIFIER ::= { id-swb 4 }
i d-swb-aa-cert-path OBJECT IDENTIFIER ::={ id-swb 5}
i d- swb-aa-revocation-info OBJECT IDENTIFIER ::= { id-swb 6 }
i d- swb-ac-revocation-info OBJECT IDENTIFIER ::= { id-swb 7 }
i d- swb-rel ayed-responses OBJECT IDENTIFIER ::={ id-swb 9 }
i d- swb- pkc-cert OBJECT IDENTIFIER ::={ id-swb 10}
i d-swh-ac-cert OBJECT IDENTIFIER ::= { id-swb 11}
i d- swb- pkc-all-cert-paths OBJECT IDENTIFIER ::= { id-swb 12}
i d- swb- pkc-ee-revocation-info OBJECT IDENTIFIER ::= { id-swb 13}
i d- swb- pkc- CAs-revocation-info OBJECT IDENTIFIER ::= { id-swb 14}

O her specifications nmay define additional wantBacks.

Conforming client inplementations that support del egated path
validation (DPV) as defined in [RQMIS] SHOULD support assertion of at
| east one want Back. Conforming client inplenentations that support
del egated path discovery (DPD) as defined in [ RQMTS] MJUST support
assertion of at |east one wantBack. Conforning clients MAY support
assertion of multiple wantBacks. Conforning clients need not support
all of the wantBacks defined in this section

3.2.4. wvalidationPolicy

The validationPolicy itemdefines the validation policy that the
client wants the SCVP server to use during certificate validation
If this policy cannot be used for any reason, then the server MJST
return an error response.

A validation policy MIST define default values for all paranmeters
necessary for processing an SCVP request. For each paraneter, a
validation policy may either allowthe client to specify a non-
default value or forbid the use of a non-default value. |If the
client wishes to use the default values for all of the paraneters,
then the client need only supply a reference to the policy in this
item If the client wishes to use non-default values for one or nore
paraneters, then the client supplies a reference to the policy plus
what ever paranmeters are necessary to conplete the request in this
item |If there are any conflicts between the policy referenced in
the request and any supplied parameter values in the request, then
the server MUST return an error response.
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The syntax of the validationPolicy itemis

Val i dationPolicy ::= SEQUENCE {
val i dat i onPol Ref Val i dat i onPol Ref,
val i dati onAl g [0] ValidationAl g OPTI ONAL,
user Pol i cySet [1] SEQUENCE SI ZE (1..MAX) OF OBJECT

| DENTI FI ER OPTI ONAL,
i nhi bitPolicyMapping [2] BOOLEAN OPTI ONAL,
requi reExplicitPolicy [3] BOOLEAN OPTI ONAL,

i nhi bi t AnyPolicy [4] BOCOLEAN OPTI ONAL,

trust Anchors [5] TrustAnchors OPTI ONAL,

keyUsages [ 6] SEQUENCE OF KeyUsage OPTI ONAL,

ext endedKeyUsages [ 7] SEQUENCE OF KeyPurposeld OPTI ONAL,

speci fi edKeyUsages [ 8] SEQUENCE OF KeyPurposeld OPTI ONAL }

The validationPol Ref itemis required, but the remaining itens are
optional. The optional itens are used to provide validation policy
paraneters. Wen the client uses the validation policy' s default
values for all paraneters, all of the optional itens are absent.

At a mninmm conformng SCVP client inplenentations MJUST support the
val i dati onPol Ref item Conform ng client inplenentations MAY support
any or all of the optional itens in ValidationPolicy.

Conform ng SCVP servers MJST support processing of a ValidationPolicy
that contains any or all of the optional itemns.

The validationAlg itemspecifies the validation algorithm The

user PolicySet item provides an acceptable set of certificate
policies. The inhibitPolicyMapping iteminhibits certificate policy
mappi ng during certification path validation. The

requi reExplicitPolicy itemrequires at |east one valid certificate
policy in the certificate policies extension. The inhibitAnyPolicy
itemindi cates whether the anyPolicy certificate policy AODis
processed or ignored when evaluating certificate policy. The

trust Anchors itemindicates the trust anchors that are acceptable to
the client. The keyUsages itemindicates the technical usage of the
public key that is to be confirnmed by the server as acceptable. The
ext endedKeyUsages itemindi cates the application-specific usage of
the public key that is to be confirnmed by the server as acceptable.
The syntax and semantics of each of these itens are discussed in the
foll owi ng secti ons.

3.2.4.1. validationPol Ref

The reference to the validation policy is an O D that the client and
server have agreed represents a particular validation policy.
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The syntax of the validationPol Ref itemis

Val i dat i onPol Ref:: = SEQUENCE {
val Pol I d OBJECT | DENTI Fl ER,
val Pol Par ans ANY DEFI NED BY val Pol Id OPTI ONAL }

Where a validation policy supports additional policy-specific
paraneter settings, these values are specified using the val Pol Parans
item The syntax and semantics of the paraneters structure are
defined by the object identifier encoded as the val Pol1d. Were a
val idation policy has no paraneters, such as the default validation
policy (see Section 3.2.4.1.1), this item MJST be omitted.

Paraneters specified in this itemare independent of the validation
al gorithmand the validation algorithm s paranmeters (see Section
3.2.4.2). For exanple, a server may support a validation policy
where it validates a certificate using the nanme validation algorithm
and al so nakes a determ nation regarding the creditworthiness of the
subject. In this case, the validation policy paranmeters could be
used to specify the value of the transaction. The validation

al gorithm paraneters are used to specify the application identifier
and nane for the nane validation algorithm

Conform ng SCVP client inplenmentations MJST support specification of
a validation policy. Conformng SCVP client inplenentations MAY be
able to specify parameters for a validation policy. Conforning SCVP
server inplementations MJUST be able to process val PolId and MAY be
abl e to process val Pol Par ans.

3.2.4.1.1. Default Validation Policy

The client can request the SCVP server’s default validation policy or
anot her validation policy. The default validation policy corresponds
to standard certification path processing as defined in [PKIX-1] with
server-chosen default values (e.g., with a server-determ ned policy
set and trust anchors). The default values can be distributed out of
band or using the policy request nechanism (see Section 5). This
mechani sm pernits the depl oynent of an SCVP server without obtaining
a new object identifier

The object identifier that identifies the default validation policy
is:

i d-svp OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) 19 }

i d-svp-defaultVal Policy OBJECT IDENTIFIER ::={ id-svp 1}
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The default validation policy MJST use the basic validation algorithm
as its default validation algorithm (see Section 3.2.4.2.1), and has
no validation policy paraneters (see Section 3.2.4.1).

When using the default validation policy, the client can override any
of the default paraneter values by supplying a specific value in the
request. The SCVP server MJST nake use of the provided paraneter

val ues or return an error response.

Conform ng inpl ementati ons of SCVP servers MJST support the default
policy. However, an SCVP server may be configured to send an error
response to all requests using the default policy to neet |oca
security requirenments.

3.2.4.2. validationAlg

The optional validationAl g itemdefines the validation algorithmto
be used by the SCVP server during certificate validation. The value
of this itemcan be deternined by agreenent between the client and
the server. The validation algorithmis represented by an object
identifier.

The syntax of the validationAlg itemis

Val i dati onAl g ::= SEQUENCE ({
val Al gl d OBJECT | DENTI FI ER,
paraneters ANY DEFI NED BY val Al gl d OPTI ONAL }

The follow ng section specifies the basic validation algorithm and
the nane validation algorithm

SCVP servers MJST recogni ze and support both validation algorithns
defined in this section. SCVP clients that support explicit
assertion of the validation algorithm MJST support the basic
val i dation al gorithm and SHOULD support the name validation
algorithm OQher validation algorithnms can be specified in other
docunents for use with specific applications. SCVP clients and
servers MAY support any such validation algorithns.

3.2.4.2.1. Basic Validation Al gorithm

The client can request use of the SCVP basic validation algorithm or
another algorithm For identity certificates, the basic validation
al gorithm MJUST i npl ement the certification path validation algorithm
as defined in Section 6 of [PKIX-1]. For attribute certificates, the
basi c validation algorithm MJST inplenment certification path
validation as defined in Section 5 of [PKIX-AC]. Oher validation

al gorithns NMAY inplenent functions over and above those in the basic
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al gorithm but validation algorithnms MJST generate results conpliant
with the basic validation algorithm That is, none of the validation
requi renents in the basic algorithmmay be onmitted fromany newy
defined validation algorithns. However, other validation algorithns
MAY reject paths that are valid using the basic validation algorithm
The object identifier to identify the basic validation algorithmis

i d-svp-basicVal Alg OBJECT IDENTIFIER ::={ id-svp 3}

When id-svp-basicVal Al g appears in val Algld, the paraneters item MJST
be absent.

3.2.4.2.2. Basic Validation AlgorithmErrors

The following errors are defined for the basic validation algorithm
for inclusion in the validationErrors itemin the response (see
Section 4.9.6). These errors can be used by any other validation
algorithmsince all validation algorithns MJST inplenent the
functionality of the basic validation algorithm

i d-bvae OBJECT | DENTIFIER ::= id-svp-basicVal Al g

i d- bvae- expired OBJECT IDENTIFIER ::= { id-bvae 1 }
i d- bvae-not-yet-valid OBJECT IDENTIFIER ::={ id-bvae 2 }
i d- bvae-w ongTr ust Anchor OBJECT IDENTIFIER ::={ id-bvae 3}
i d- bvae-noVal i dCert Pat h OBJECT IDENTIFIER ::={ id-bvae 4 }
i d- bvae-revoked OBJECT IDENTIFIER ::= { id-bvae 5 }
i d-bvae-i nval i dKeyPur pose OBJECT IDENTIFIER ::= { id-bvae 9 }
i d- bvae-inval i dkeyUsage OBJECT IDENTIFIER ::= { id-bvae 10 }
i d-bvae-invalidCertPolicy OBJECT IDENTIFIER ::= { id-bvae 11 }

The id-bvae-expired val ue neans that the validation time used for the
request was later than the notAfter time in the end certificate (the
certificate specified in the queriedCerts item

The id-bvae-not-yet-valid value neans that the validation tinme used
for the request was before the notBefore tinme in the end certificate.

The id-bvae-w ongTrust Anchor value nmeans that a certification path
could not be constructed for the client-specified trust anchor(s),
but a path exists for one of the trust anchors specified in the
server’s default validation policy.

The i d-bvae-noVal i dCert Path val ue neans that the server could not

construct a sequence of intermediate certificates between the trust
anchor and the target certificate that satisfied the request.

Freeman, et al. St andards Track [ Page 23]



RFC 5055 SCVvP Decenber 2007

The id-bvae-revoked value neans that the end certificate has been
revoked.

The i d-bvae-inval i dkeyPur pose val ue neans that the extended key usage
extension ([PKIX-1], Section 4.2.1.13) in the end certificate does
not satisfy the validation policy.

The i d-bvae-inval i dkeyUsage val ue neans that the keyUsage extension
([PKIX-1], Section 4.2.1.3) in the end certificate does not satisfy
the validation policy. For exanple, the keyUsage extension in the
certificate may assert only the keyEnci phernent bit, but the
validation policy specifies in the keyUsages itemthat

digital Signature is required

The id-bvae-invalidCertPolicy value nmeans that the path is not valid
under any of the policies specified in the user policy set and
explicit policies are required. That is, the valid policy_tree is
NULL and the explicit_policy variable is zero ([PKI X-1], Section
6.1.5).

3.2.4.2.3. Nane Validation Al gorithm

The nane validation algorithmallows the client to specify one or
nore subj ect nanes that MJST appear in the end certificate in
addition to the requirenments specified for the basic validation
algorithm The nane validation algorithmallows the client to supply
an application identifier and a nane to the server. The application
identifier defines the name matching rules to use in conparing the
nane supplied in the request with the nanmes in the certificate.

i d-svp-nanmeVal Alg OBJECT IDENTIFIER ::={ id-svp 2 }

When the id-svp-nanmeVal Al g appears as a val Algld, the paraneters MJST
use the NaneValidati onAl gParns syntax:

NaneVal i dati onAl gParms :: = SEQUENCE {
naneConpAl gl d OBJECT | DENTI Fl ER,
val i dat i onNanes Cener al Nanes }

Ceneral Nanes is defined in [ PKI X-1].

If nore than one nane is supplied in the validati onNanes val ue, all
nanes MJST be of the sane type. The certificate nust contain a
mat chi ng nanme for each of the nanmes supplied in validati onNanes
according to the nane matching rul es associated with the
naneConpAl gld. This specification defines three sets of nane

mat chi ng rul es.
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I f the nanmeConpAl gld supplied in the request is id-nva-dnConpAl g
then General Nanes supplied in the request MJST be a directoryNane,
and the matching rules to be used are defined in [PKIX-1]. The
certificate nmust contain a matching nane in either the subject field
or a directoryNane in the subjectAltNane extension. This
specification defines the O D for id-nva-dnConpAl g as foll ows:

i d- nva- dnConpAl g OBJECT IDENTIFIER ::= { id-svp 4}

I f the nameConpAl gld supplied in the request is id-kp-serverAuth
[ PKI X-1], then General Names supplied in the request MJST be a
dNSNane, and the natching rules to be used are defined in [PKI X-1].

If a subjectAltNanme extension is present and includes one or nore
names of type dNSNane, a match in any one of the set is considered
acceptable. |If the subjectAltNane extension is onmtted, or does not
i ncl ude any nanes of type dNSNane, the (nost specific) Conmon Nane
field in the subject field of the certificate MJST be used.

Names may contain the wldcard character *, which is considered to
mat ch any single domain nanme conponent. That is, *.a.com matches
foo.a.com but not bar.foo.a.com

I f the nanmeConpAl gld supplied in the request is id-kp-mailProtection
[ PKI X-1], then General Nanes supplied in the request MJST be an
rfc822Nanme, and the matching rules are defined in [ SM Me- CERT] .

Conf orm ng SCVP servers MJST support the nane validation algorithm
and the matching rul es associated with id-nva-dnConpAl g, id-Kkp-
server Auth, and id-kp-mail Protection. SCVP servers MAY support other
nane natching rul es

3.2.4.2.4. Nane Validation AlgorithmErrors

The following errors are defined for the name validation al gorithm

i d-nvae OBJECT | DENTI FIER :: = id-svp-naneVal Al g

i d- nvae- nane-ni smat ch OBJECT IDENTIFIER ::= { id-nvae 1 }
i d- nvae- no- name OBJECT IDENTIFIER ::= { id-nvae 2 }
i d- nvae- unknown-al g OBJECT IDENTIFIER ::= { id-nvae 3}
i d- nvae- bad- nane OBJECT IDENTIFIER ::={ id-nvae 4 }
i d- nvae- bad- nanme-type OBJECT IDENTIFIER ::={ id-nvae 5}
i d- nvae- m xed- nanmes OBJECT IDENTIFIER ::={ id-nvae 6 }

The i d-nvae-nane-m smat ch val ue neans the client supplied a name with
the request, which the server recognized and the server found a
correspondi ng nanme type in the certificate, but was unable to find a
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match to the nane supplied. For exanple, the client supplied a DNS
name of exanplel.com and the certificate contained a DNS nanme of
exanpl e. com

The i d-nvae-no-nanme val ue nmeans the client supplied a nanme with the
request, which the server recogni zed, but the server could not find
the corresponding nane type in the certificate. For example, the
client supplied a DNS nane of exanplel.com and the certificate only
contai ned a rfc822Nanme of user @xanpl e.com

The i d-nvae-unknown-al g val ue neans the client supplied a
naneConpAl gl d that the server does not recognize

The i d-nvae- bad- nanme val ue neans the client supplied either an enpty
or mal forned nane in the request.

The i d-nvae- bad- nane-type value neans the client supplied an

i nappropriate nane type for the application identifier. For exanple,
the client specified a nameConpAl gld of id-kp-serverAuth, and an
rfc822Name of user @xanpl e. com

The i d-nvae-nm xed- nanes val ue nmeans the client supplied nmultiple
nanes in the request of different types.

3.2.4.3. userPolicySet

The userPolicySet itemspecifies a list of certificate policy
identifiers that the SCVP server MJST use when constructing and
validating a certification path. The userPolicySet item specifies
the user-initial-policy-set as defined in Section 6 of [PKIX-1]. A
user Pol i cySet containing the anyPolicy O D indicates a user-initial-
policy-set of any-policy.

SCVP clients SHOULD support the userPolicySet itemin requests, and
SCVP servers MJST support the userPolicySet itemin requests.

3.2.4.4. inhibitPolicyMappi ng

The i nhibitPolicyMapping itemspecifies an input to the certification
path validation algorithm and it controls whether policy mapping is
al l owed during certification path validation (see [PKIX-1], Section
6.1.1). |If the client wants the server to inhibit policy mapping,

i nhi bitPolicyMapping is set to TRUE in the request. SCVP clients NMAY
support inhibiting policy mapping. SCVP servers SHOULD support

i nhi biting policy mapping.
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3.2.4.5. requirekExplicitPolicy

The requireExplicitPolicy itemspecifies an input to the
certification path validation algorithm and it controls whether
there nust be at | east one valid policy in the certificate policies
extension (see [PKIX-1], Section 6.1.1). |If the client wants the
server to require at least one policy, requireExplicitPolicy is set
to TRUE in the request.

SCVP clients MAY support requiring explicit policies. SCVP servers
SHOULD support requiring explicit policies.

3.2.4.6. inhibitAnyPolicy
The inhibitAnyPolicy itemspecifies an input to the certification

path validation algorithm (see [PKIX-1], Section 6.1.1), and it
control s whether the anyPolicy O D is processed or ignored when

eval uating certificate policy. |If the client wants the server to
i gnore the anyPolicy O D, inhibitAnyPolicy MJST be set to TRUE in the
request.

SCVP clients MAY support ignoring the anyPolicy O D. SCVP servers
SHOULD support ignoring the anyPolicy O D.

3.2.4.7. trustAnchors

The trust Anchors item specifies the trust anchors at which the
certification path nust terminate if the path is to be considered
valid by the SCVP server for the request. |If a trustAnchors itemis
present, the server MJUST NOT consider any certification paths ending
in other trust anchors as valid.

The Trust Anchors type contains one or nore trust anchor
specifications. A certificate reference can be used to identify the
trust anchor by certificate hash and distingui shed nanme with serial
nunber. Alternatively, trust anchors can be provided directly. The
order of trust anchor specifications within the sequence is not
inmportant. Any CA certificate that nmeets the requirenments of
[PKIX-1] for signing certificates can be provided as a trust anchor
If a trust anchor is supplied that does not neet these requirenents,
the server MUST return an error response.

The trust anchor itself, regardless of its form MJST NOT be included
in any certification path returned by the SCVP server

Trust Anchors has the foll owi ng syntax:

Trust Anchors ::= SEQUENCE SI ZE (1.. MAX) OF PKCRef erence
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SCVP servers MJST support trustAnchors. SCVP clients SHOULD support
trust Anchors

3.2.4.8. keyUsages

The key usage extension ([PKIX-1], Section 4.2.1.3) in the
certificate defines the technical purpose (such as enci phernent,
signature, and CRL signing) of the key contained in the certificate.
If the client wishes to confirmthe technical usage, then it can
communi cate the usage it wants to validate by the sanme structure
using the sane semantics as defined in [PKIX-1]. For exanple, if the
client obtained the certificate in the context of a digita

signature, it can confirmthis use by including a keyUsage structure
with the digital signature bit set.

If the keyUsages itemis present and contains an enpty sequence, it
indicates that the client does not require any particul ar key usage.

If the keyUsages item contains one or nore keyUsage definitions, then
the certificate MIST satisfy at | east one of the specified keyUsage
definitions. |If the client is willing to accept multiple
possibilities, then the client passes in a sequence of possible
patterns. Each keyUsage can contain a set of one or nore bits set in
the request, all bits MIST be set in the certificate to match agai nst
an instance of the keyUsage in the SCVP request. The certificate key
usage extension nmay contain nore usages than requested. For exanple,
if aclient wishes to check for either digital signature or non-
repudi ati on, then the client provides two keyUsage val ues, one wth
digital signature set and the other with non-repudiation set. |[If the
key usage extension is absent fromthe certificate, the certificate
MUST be considered good for all usages and therefore any pattern in
the SCVP request will match.

SCVP clients SHOULD support keyUsages, and SCVP servers MJST support
keyUsages.

3.2.4.9. extendedKeyUsages

The extended key usage extension ([PKIX-1], Section 4.2.1.13) defines
nmore specific technical purposes, in addition to, or in place of, the
pur poses indicated in the key usage extension, for which the
certified public key may be used. If the client will accept
certificates that are consistent with a particular value (or val ues)
in the extended key usage extension, then it can conmuni cate the
appropriate usages using the sanme semantics as defined in [ PKI X-1].
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For exanple, if the client obtained the certificate in the context of
a Transport Layer Security (TLS) server, it can confirmthe
certificate is consistent with this usage by including the extended
key usage structure with the id-kp-serverAuth object identifier.

If the extension is absent, or is present and asserts the

anyExt endedKeyUsage O D, then all usages specified in the request are
a match. |If the extension is present and does not assert the

anyExt endedKeyUsage O D, all usages in the request MJST be present in
the certificate. The certificate extension may contain nore usages

t han request ed.

Where the client does not require any particul ar extended key usage,
the client can specify an enpty SEQUENCE. This nay be used to
overri de extended key usage requirenents inposed in the validation
policy specified by val Pol Id.

SCVP clients SHOULD support extendedKeyUsages, and SCVP servers MJST
support ext endedKeyUsages.

3.2.4.10. specifiedKeyUsages

The extended key usage extension ([PKIX-1], Section 4.2.1.13) defines
nore specific technical purposes, in addition to or in place of the
purposes indicated in the key usage extension, for which the
certified public key may be used. |If the client requires that a
particul ar value (or values) appear in the extended key usage
extension, then it can specify the required usage(s) using the same
semantics as defined in [PKIX-1]. For exanple, if the client
obtained the certificate in the context of a TLS server, it night
require that the server certificate include the extended key usage
structure with the id-kp-serverAuth object identifier. |In this case,
the client would include a specifiedKeyUsages itemin the request and
assert the id-kp-serverAuth object identifier.

If one or nore specified usages are included in the request, the
certificate MUST contain the extended key usage extension, and al
usages specified in the request MJST be present in the certificate
extension. The certificate extension nay contain nore usages than
specified in the request. Specified key usages are not satisfied by
the presence of the anyExt endedKeyUsage O D.

Where the client does not require any particul ar extended key usage,
the client can specify an enpty SEQUENCE. This nay be used to
override specified key usage requirenments inposed in the validation
policy specified by val Pol Id.
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SCVP clients SHOULD support specifiedKeyUsages, and SCVP servers MJST
support specifi edkeyUsages.

3.2.5. responseFl ags

The optional responseFlags itemallows the client to indicate which
optional features in the CVResponse it wants the server to include
If the default values for all of the flags are used, then the
responseFl ags item MJST NOT be included in the request.

The syntax of the responseFlags itemis

ResponseFl ags ::= SEQUENCE {
ful | Request | nResponse [0] BOCOLEAN DEFAULT FALSE
responseVal i dati onPol ByRef [1] BOOLEAN DEFAULT TRUE
pr ot ect Response [ 2] BOOLEAN DEFAULT TRUE
cachedResponse [ 3] BOOLEAN DEFAULT TRUE }

Each of the response flags is described in the followi ng sections.
3.2.5.1. fullRequestl|nResponse

By default, the server includes a hash of the request in non-cached
responses to allowthe client to identify the response. If the
client wants the server to include the full request in the non-cached
response, full RequestlnResponse is set to TRUE. The nmain reason a
client would request the server to include the full request in the
response is to archive the request-response exchange in a single
object. That is, the client wants to archive a single object that

i ncl udes both request and response.

SCVP clients and servers MJST support the default behavior. SCVP
clients MAY support requesting and processing the full request. SCVP
servers SHOULD support returning the full request.

3.2.5.2. responseValidati onPol ByRef

The responseVal i dati onPol ByRef item controls whether the response
includes just a reference to the policy or a reference to the policy
plus all the parameters by value of the policy used to process the
request. The response MJST contain a reference to the validation
policy. |If the client wants the validation policy paraneters to be
i ncl uded by val ue al so, then responseValidationPol ByRef is set to
FALSE. The main reason a client would request the server to include
validation policy to be included by value is to archive the request-
response exchange in a single object. That is, the client wants to
archive the CVResponse and have it include every aspect of the

val i dati on policy.
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SCVP clients MJST support requesting and processing the validation
policy by reference, and SCVP servers MJST support returning the
validation policy by reference. SCVP clients MAY support requesting
and processing the validation policy by values. SVCP servers SHOULD
support returning the validation policy by val ues.

3.2.5.3. protectResponse

The protectResponse itemindicates whether the client requires the
server to protect the response. |If the client is performng ful
certification path validation on the response and it is not concerned
about the source of the response, then the client does not benefit
froma digital signature or MAC on the response. In this case, the
client can indicate to the server that protecting the nessage is
unnecessary. However, the server is always pernitted to return a
protected response.

SCVP clients that support del egated path di scovery (DPD) as defined
in [RQMIS] MJST support setting this value to FALSE

SCVP clients that support del egated path validation (DPV) as defined
in [RQMTS] require an authenticated response. Unless a protected
transport mechani sm (such as TLS) is used, such clients MJST al ways
set this value to TRUE or onit the responseFlags itementirely, which
requires the server to return a protected response.

SCVP servers MJST support returning protected responses, and SCVP
servers SHOULD support returning unprotected responses. Based on
| ocal policy, the server can be configured to return protected or
unprotected responses if this value is set to FALSE. If, based on
| ocal policy, the server is unable to return protected responses,
then the server MJUST return an error if this value is set to TRUE.

3.2.5.4. cachedResponse

The cachedResponse itemindicates whether the client will accept a
cached response. To enhance performance and linit the exposure of
signing keys, an SCVP service nmay be designed to cache responses
until new revocation information is expected. Were cachedResponse
is set to TRUE, the client will accept a previously cached response

Cients may insist on creation of a fresh response to protect agai nst
a replay attack and ensure that information is up to date. Were
cachedResponse is FALSE, the client will not accept a cached
response. To ensure that a response is fresh, the client MJST al so

i ncl ude the request Nonce as defined in Section 3.4.

Freeman, et al. St andards Track [ Page 31]



RFC 5055 SCVvP Decenber 2007

Servers MJST process the cachedResponse flag. Were cachedResponse
is FALSE, servers that cannot produce fresh responses MJST reply with
an error nessage. Servers MAY choose to provide fresh responses even
where cachedResponse is set to TRUE

3.2.6. serverContextlnfo

The optional serverContextinfo item if present, contains context
froma previous request-response exchange with the sane SCVP server
It allows the server to return nore than one certification path for
the sane certificate to the client. For exanple, if a server
constructs a particular certification path for a certificate, but the
client finds it unacceptable, the client can then send the sane query
back to the server with the serverContextlnfo fromthe first

response, and the server will be able to provide a different
certification path (if another one can be found).

Contents of the serverContextlnfo are opaque to the SCVP client.
That is, the client only knows that it needs to return the val ue
provi ded by the server with the subsequent request to get a different
certification path. Note that the subsequent query needs to be
identical to the previous query with the exception of the follow ng:
- request Nonce,
- server Contextlnfo, and

- the client’s digital signature or MAC on the request.

SCVP clients MAY support serverContextlnfo, and SCVP servers SHOULD
support server Cont ext | nfo.

3.2.7. validationTine

The optional validationTime item if present, tells the date and tinme
relative to which the SCVP client wants the server to performthe

checks. If the validationTinme is not present, the server MJST
performthe validation using the date and tine at which the server
processes the request. |If the validationTine is present, it MJST be

encoded as CeneralizedTinme. The validationTine provided MIST be a
retrospective time since the server can only performa validity check
using the current tine (default) or previous tinme. A server can

i gnore the validationTine provided in the request if the tine is
within the clock skew of the server’s current tine.
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The revocation status infornation is obtained with respect to the
validation tine. Wen specifying a validation tine other than the
current tine, the validation time should not necessarily be identica
to the time when the private key was used. The validation tine
specified by the client may be adjusted to conpensate for

1) time for the end-entity to realize that its private key has been
or could possibly be, conpronised, and/or

2) time for the end-entity to report the key conpronise, and/or

3) tinme for the revocation authority to process the revocation
request fromthe end-entity, and/or

4) time for the revocation authority to update and distribute the
revocation status information

Ceneral i zedTi ne val ues MJST be expressed in Universal Coordinated
Time (UTC) (which is also known as Greenwi ch Mean Tine and Zulu tine)
and MJST include seconds (i.e., tines are YYYYMVDDHHMMESZ), even when
t he nunber of seconds is zero. GeneralizedTine values MJUST NOT

i ncl ude fractional seconds.

The information in the corresponding CertReply itemin the response
MUST be formatted as if the server created the response at the tine
indicated in the validationTinme. However, if the server does not
have appropriate historical information, the server MIST return an
error response.

SCVP servers MJST apply a clock skew to the validation tinme to all ow
for mnor time synchronization errors. The default value is 10
mnutes. |If the server uses a value other than the default, it MJST
i nclude the clock skew value in the validation policy response.

SCVP clients MAY support validationTime other than the current tine.
SCVP servers MJST support using its current time, and SHOULD support
the client setting the validationTine in the request.

3.2.8. internedi ateCerts

The optional internediateCerts itemmay help the SCVP server create
valid certification paths. The internediateCerts item when present,
provides certificates that the server MAY use when formng a
certification path. Wen building certification paths, the server
MAY use the certificates in the internmediateCerts itemin addition to
any other certificates that the server can access. Wen present, the
internmedi ateCerts item MUST contain at |east one certificate, and
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the internedi ateCerts item MIUST be structured as a CertBundle. The
certificates in the internediateCerts item MJUST NOT be consi dered as
valid by the server just because they are present in this item

The CertBundl e type contains one or nore certificates. The order of
the entries in the bundle is not inportant. CertBundle has the
foll owi ng synt ax:

CertBundl e ::= SEQUENCE SIZE (1.. MAX) OF Certificate

SCVP clients SHOULD support internedi ateCerts, and SCVP servers MJST
support internedi ateCerts.

3.2.9. revilnfos

The optional revinfos item specifies revocation information such as
CRLs, delta CRLs [PKIX-1], and OCSP responses [OCSP] that the SCVP
server MAY use when validating certification paths. The purpose of
the revinfos itemis to provide revocation infornmation to which the
server night not otherw se have access, such as an OCSP response that
the client received along with the certificate. Note that the
information in the revinfos item m ght not be used by the server.

For exanple, the revocation information m ght be associated wth
certificates that the server does not use in the certification path
that it constructs.

Cients SHOULD be courteous to the SCVP server by separating CRLs and
delta CRLs. However, since the two share a common syntax, SCVP
servers SHOULD accept delta CRLs even if they are identified as
regular CRLs by the SCVP client.

CRLs, delta CRLs, and OCSP responses can be provided as revocation
information. |f needed, additional object identifiers can be
assigned for additional revocation information types in the future.

The revlinfos itemuses the Revocationlnfos type, which has the
foll owi ng synt ax:

Revocationl nfos ::= SEQUENCE S| ZE (1.. MAX) OF Revocationlnfo
Revocationlnfo ::= CHO CE {

crl [0] Certificatelist,

delta-crl [1] Certificatelist,

ocsp [2] OCSPResponse,

ot her [3] G herRevinfo }
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O herRevlinfo ::= SEQUENCE {
ri Type OBJECT | DENTI FI ER,
ri Val ue ANY DEFI NED BY ri Type }

3.2.10. producedAt

The client MAY allow the server to use a cached SCVP response. Wen
doing so, the client MAY use the producedAt itemto express

requi renents on the freshness of the cached response. The producedAt
itemtells the earliest date and tinme at which an acceptabl e cached
response coul d have been produced. The producedAt itemrepresents
the date and tine in UTC, using the GeneralizedTine type. The val ue
in the producedAt itemis independent of the validation tine.

Ceneral i zedTi me val ue MUST be expressed in UTC, as defined in Section
3.2.7.

SCVP clients MAY support using producedAt values in the request.
SCVP servers MAY support the producedAt values in the request. SCVP
servers that support cached responses SHOULD support the producedAt
val ue in requests.

3.2.11. queryExtensions

The optional queryExtensions itemcontains extensions. |If present,
each extension in the sequence extends the query. This specification
does not define any extensions; the facility is provided to all ow
future specifications to extend SCVP. The syntax for Extensions is
inmported from[PKIX-1]. The queryExtensions item when present, MJST
contain a sequence of Extension itens, and each of the extensions
MJUST contain extnlD, critical, and extnValue itens. Each of these is
described in the follow ng sections.

3.2.11. 1. extnl D

The extnlIDitemis an identifier for the extension. It contains the
object identifier that nanes the extension

3.2.11.2. critica

The critical itemis a BOOLEAN. Each extension is designated as
either critical (with a value of TRUE) or non-critical (with a val ue
of FALSE). By default, the extension is non-critical. An SCVP
server MJUST reject the query if it encounters a critical extension
that it does not recognize; however, a non-critical extension MAY be
ignored if it is not recognized, but MJST be processed if it is
recogni zed
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3.2.11. 3. extnVal ue

The extnVal ue item contains an OCTET STRING Wthin the OCTET STRI NG
is the extension value. An ASN. 1 type is specified for each
extension, identified by the associated extnl D object identifier

3.3. request or Ref

The optional requestorRef itemcontains a |list of nanes identifying
SCVP servers, and it is intended for use in environnents where SCVP
relay is enployed. Although requestorRef is encoded as a SEQUENCE
no order is inplied. The requestorRef itemis used to detect |ooping
in sone configurations. The value and use of requestorRef are
described in Section 7.

Conform ng SCVP clients MAY support specification of the requestorRef
val ue. Conform ng SCVP server inplenmentations MJST process the
requestorRef value if present. |If the SCVP client includes a
requestorRef value in the request, then the SCVP server MJST return
the sane value in a non-cached response. The SCVP server MAY onmit

t he requestorRef value from cached SCVP responses.

The requestorRef item MJUST be a sequence of Ceneral Nane. No
provi sions are nade to ensure uni queness of the requestorRef
Gener al Nanme val ues.

3.4. requestNonce

The optional requestNonce itemcontains a request identifier

generated by the SCVP client. |If the client includes a requestNonce
value in the request, it is expressing a preference that the SCVP
server SHOULD return a non-cached response. |f the server returns a

non-cached response, it MJST include the value of requestNonce from
the request in the response as the respNonce iteny however, the
server MAY return a cached response which MJUST NOT have a respNonce.

SCVP clients that insist on creation of a fresh response (e.g., to
protect against a replay attack or ensure information is up to date)
MUST support requestNonce. Conform ng SCVP server inplenmentations
MUST process the requestNonce value if present.

If the client includes a requestNonce and al so sets the
cachedResponse flag to FALSE as described in Section 3.2.5.4, the
client is indicating that the SCVP server MJST return either a non-
cached response including the respNonce or an error response. The
client SHOULD i nclude a requestNonce itemin every request to prevent
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an attacker fromacting as a man-in-the-niddle by replaying old
responses fromthe server. The requestNonce val ue SHOULD change with
every request sent by the client.

The client MJUST NOT set the cachedResponse flag to FALSE w t hout al so
i ncluding a request Nonce. A server receiving such a request SHOULD
return an invali dRequest error response.

The requestNonce item if present, MJST be an OCTET STRING that was
generated exclusively for this request.

3.5. requestorNane

The optional requestorName itemis used by the client to include an
identifier in the request. The client MAY include this information
for the DPV server to copy into the response.

Conform ng SCVP clients MAY support specification of this itemin
requests. SCVP servers MJST be able to process requests that include
this item

3.6. responder Nane

The optional responderNane itemis used by the client to indicate the
identity of the SCVP server that the client expects to sign the SCVP

response if the response is digitally signed. The responderNane item
SHOULD only be included if:

1. the request is either unprotected or digitally signed (i.e., is
not protected using a MAC), and

2. the responseFlags itemis either absent or present with the
prot ect Response set to TRUE.

Conform ng SCVP clients MAY support specification of this itemin
requests. SCVP servers MJST be able to process requests that include
this item SCVP servers that naintain a single private key for
signing SCVP responses or that are unable to return digitally signed
responses MAY ignore the value in this item SCVP servers that

mai ntain nmore than one private key for signing SCVP responses SHOULD
either (a) digitally sign the response using a private key that
corresponds to a certificate that includes the name specified in
responderNane in either subject field or subjectAltNanme extension or
(b) return a error indicating that the server does not possess a
certificate that asserts the specified nane.
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3. 7. request Ext ensi ons

The OPTI ONAL request Extensions item contains extensions. |f present,
each extension in the sequence extends the request. This

speci fication does not define any extensions; the facility is
provided to allow future specifications to extend SCVP. The syntax
for Extensions is inported from[PKIX-1]. The request Ext ensi ons
item when present, MJST contain a sequence of Extension itens, and
each of the extensions MJST contain extnlD, critical, and extnVal ue
items. Each of these is described in the follow ng sections.

3.7.1. extnl D

The extnlIDitemis an identifier for the extension. It contains the
object identifier that nanes the extension

3.7.2. critica

The critical itemis a BOOLEAN. Each extension is designated as
either critical (with a value of TRUE) or non-critical (with a val ue
of FALSE). By default, the extension is non-critical. An SCVP
server MJUST reject the query if it encounters a critical extension it
does not recognize. A non-critical extension MAY be ignored if it is
not recogni zed, but MJST be processed if it is recognized.

3.7.3. extnVal ue

The extnValue item contains an OCTET STRING Wthin the OCTET STRI NG
is the extension value. An ASN. 1 type is specified for each
extension, identified by the associated extnl D object identifier

3.8. signatureAlg
The signatureAlg itemcontains an Algorithm dentifier indicating
whi ch al gorithmthe server should use to sign the response nessage.
The signatureAl g item SHOULD only be included if:

1. the request is either unprotected or digitally signed (i.e., is
not protected using a MAC), and

2. the responseFlags itemis either absent or present with the
pr ot ect Response set to TRUE.

If included, the signatureAl g item SHOULD specify one of the

signature algorithnms specified in the signatureCeneration item of the
server’s validation policy response nessage.
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3.

SCVP servers MJST be able to process requests that include this item
If the server is returning a digitally signed response to this
nmessage, then:

1. If the signatureAlg itemis present and specifies an algorithm
that is included in the signatureGeneration itemof the server’s
val idation policy response nessage, the server MJST sign the
response using the signature algorithm specified in signatureAlg.

2. Oherwise, if the signatureAlg itemis absent or is present but
specifies an algorithmthat is not supported by the server, the
server MJST sign the response using the server’'s default signature
al gorithmas specified in the signatureGeneration itemof the
server’s validation policy response nessage.

.9. hashAl g

The hashAl g itemcontains an object identifier indicating which hash
al gorithmthe server should use to conpute the hash value for the
requestHash itemin the response. SCVP clients SHOULD NOT i ncl ude
this itemif full RequestlnResponse is set to TRUE. |If included, the
hashAl g item SHOULD specify one of the hash algorithnms specified in
the hashAl gorithns item of the server’s validation policy response
nessage.

SCVP servers MJST be able to process requests that include this item
If the server is returning a response to this nmessage that includes a
request Hash, then

1. If the hashAlg itemis present and specifies an algorithmthat is
i ncluded in the hashAl gorithns item of the server’s validation
policy response nessage, the server MJST use the al gorithm
specified in hashAlg to conpute the requestHash

2. Oherwise, if the hashAlg itemis absent or is present but
specifies an algorithmthat is not supported by the server, the
server MJST conpute the requestHash using the server’'s default
hash al gorithm as specified in the hashAlgorithns item of the
server’s validation policy response nessage.

10. requestor Text
SCVP clients MAY use the requestorText itemto provide text for

inclusion in the correspondi ng response. For exanple, this field may
describe the nature or reason for the request.
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Conform ng SCVP client inplenmentations MAY support inclusion of this
itemin requests. Conform ng SCVP server inplenentations MJST accept
requests that include this item \When generating non-cached
responses, conform ng SCVP server inplenentations MJST copy the
contents of this iteminto the requestorText itemin the
correspondi ng response (see Section 4.13).

3.11. SCVP Request Authentication

It is a matter of local policy what validation policy the server uses
when aut henticating requests. Wen authenticating protected SCVP
requests, the SCVP servers SHOULD use the validation algorithm
defined in Section 6 of [PKIX-1].

If the certificate used to validate a SignedData validation request

i ncl udes the key usage extension ([PKIX-1], Section 4.2.1.3), it MJST
have either the digital signature bit set, the non-repudiation bit
set, or both bits set.

If the certificate used to validate an AuthenticatedData validation
request includes the key usage extension, it MJST have the key
agreement bit set.

If the certificate used on a validation request contains the extended
key usage extension ([PKIX-1], Section 4.2.1.13), the server SHALL
verify that it contains the SCVP client O D, the anyExtendedKeyUsage
A D, or another O D acceptable to the server. The SCVP client QD s
defined as foll ows:

id-kp OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) nechanisns(5) pkix(7) 3}

i d- kp-scvpd i ent OBJECT IDENTIFIER ::= { id-kp 16 }

If a protected request fails to neet the validation policy of the
server, it MJST be treated as an unaut henticated request.

4. Validation Response
An SCVP server response to the client MJST be a single CVResponse
item \Wen a CVResponse is encapsulated in a MM body part,
application/scvp-cv-response MJST be used.

There are a nunber of fornms of an SCVP response:

1. A success response to a request that has protect Response set to
FALSE. These responses SHOULD NOT be protected by the server
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2. The server MJUST protect all other success responses. |f the
server is unable to return a protected success response due to
local policy, then it MJST return an error response.

3. An error response to a request nmde over a protected transport
such as TLS. These responses SHOULD NOT be protected by the
server.

4. An error response to a request that has protect Response set to
FALSE. These responses SHOULD NOT be protected by the server.

5. An error response to an authenticated request. The server SHOULD
protect these responses.

6. An error response to an AuthenticatedData request where MAC is
valid. The server MJUST protect these responses.

7. Al other error responses MJST NOT be protected by the server

Successful responses are made when the server has fully conplied with
the request. That is, the server was able to attenpt to build a
certification path using the referenced or supplied validation
policy, and it was able to comply with all the requested paraneters.
If the server is unable to performvalidations using the required
validation policy or the request contains an unsupported option, then
the server MJST return an error response.

For protected requests and responses, SCVP servers MJST support

Si gnedDat a and SHOULD support AuthenticatedData. It is a matter of

| ocal policy which types are used. Were a protected response is
required, SCVP servers MJST use SignedData or AuthenticatedData, even
if the transaction is perforned using a protected transport (e.g.
TLS).

If the server is nmaking a protected response to a protected request,
then the server MJUST use the sane protection nechani sm (Si gnedData or
Aut henti catedData) as in the request.

An overview of the structure used for an unprotected response is
provi ded bel ow. Many details are not shown, but the way that SCVP
makes use of CM5 is clearly illustrated.

Contentlnfo {
cont ent Type i d-ct-scvp-cert Val Response,
-- (1.2.840.113549.1.9.16.1.11)
cont ent CVResponse }

Freeman, et al. St andards Track [ Page 41]



RFC 5055 SCVvP Decenber 2007

The protected response consists of a CVResponse encapsul ated in
either a SignedData or an AuthenticatedbData, which is in turn
encapsulated in a Contentlnfo. That is, the Encapsul atedContentl|nfo
field of either SignedData or AuthenticatedData consists of an
eContent Type field with a value of id-ct-scvp-certVal Response and an
eContent field that contains a DER-encoded CVResponse.

The SCVP server MJST include its own certificate in the certificates
field within SignedData. Oher certificates MAY al so be included

The SCVP server MAY al so provide one or nore CRLs in the crls field
within SignedData. The signerinfos field of SignedData MJST include
exactly one Signerlnfo. The SignedData MJST NOT i nclude the

unsi gnedAttrs field.

The signedAttrs field within Signerlnfo MJIST include the content-type
and nessage-digest attributes defined in [CV5], and it SHOULD i ncl ude
the signing-certificate attribute as defined in [ESS]. Wthin the
signing-certificate attribute, the first certificate identified in
the sequence of certificate identifiers MIUST be the certificate of
the SCVP server. The inclusion of other certificate identifiers in
the signing-certificate attribute is OPTIONAL. The inclusion of
policies in the signing-certificate is OPTI ONAL.

The recipientinfos field of AuthenticatedData MJST include exactly
one Reci pientlnfo, which contains information for the client that
sent the request. The AuthenticatedData MJUST NOT incl ude the
unaut hAttrs fiel d.

The CVResponse itemcontains the server’s response. The CVResponse
MUST contain the cvResponseVersion, serverConfigurationlD
producedAt, and responseStatus itenms. The CVResponse MAY al so
contain the respValidationPolicy, requestRef, requestorRef,
request or Nanme, replyQbjects, respNonce, serverContextlnfo, and
cvResponseExtensions itenms. The replyQbjects item MIUST contain
exactly one CertReply itemfor each certificate requested. The
requestorRef item MJUST be included if the request included a
requestorRef item and a non-cached response is provided. The
respNonce item MJST be included if the request included a
request Nonce item and a non-cached response is provided.
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The CVResponse MJST have the follow ng syntax:

CVResponse ::= SEQUENCE {
cvResponseVer si on | NTEGER,
server Configurationl D | NTEGER,
pr oducedAt Ceneral i zedTi ne,
responsesSt at us ResponseSt at us,
respValidationPolicy [0] RespValidationPolicy OPTI ONAL,
request Ref [1] Request Reference OPTI ONAL,
request or Ref [ 2] General Names OPTI ONAL,
request or Name [ 3] CGeneral Names OPTI ONAL,
repl yQbj ects [4] Repl yObj ects OPTI ONAL,
respNonce [5] OCTET STRI NG OPTI ONAL,
server Context | nfo [ 6] OCTET STRI NG OPTI ONAL,
cvResponseExt ensions [7] Extensions OPTI ONAL,
request or Text [8] UTF8String (SIZE (1..256)) OPTI ONAL }

Conform ng SCVP servers NMAY be capabl e of constructing a CVResponse
that includes the serverContextlnfo or cvResponseExtensions itens.
Conform ng SCVP servers MJST be capable of co