TEN: 45 David P. Reed - MIT
Section 2.46.4.8. 11 September 1378

CRC Checksum Calculation

The following code for performing Cuyclic Redundancy Check (CRC)
chocksums is provided in case a determination is made that the
Internet Protocol and/or the TCP should use a CRC procedure.

Polynomial CRC algorithm for POP-14,
Hacked for use in inlernet stuff by David P. Reed (DPReMIT-HL)

e

computes standard CRC-16 checksum, remaindar of message with
polunomial xt164xT154+x12+1. Method uvsed is generalization of
method of Higainson and Kirstein, Computer Journal, 1973, Yol. 1.
Essentially, it is this.
For 32 bit byles, message is broken up into a sequence of bytes
Mlil. The notation mli,j] is used for bits of buyte i, where
mli,B] is the first bit to be checksummed (stored in leftmost
il of butel.
: ULi) is the upper 1B bits, expressed as a polynomial:
3 UTil = sumimli, jleaxt(15-]), j=8,15]
1 LIl is the lower 16 bits, expressed similarly.

LLi} = summli, j+16)wx(15-j), j=B,15)
So uwe can express [M:

MLl = ULidawe?lG4L L]

s wa aw

The input is the initial remainder polynomial A[8], and compute the
remainder of the polunomial:
RIOT vt (320N & sum (M0i]axd (N-16-32%i), i=8,N-1)
uhen divided by the CHC-16 poluynomial.
This is done a 32-bit byte at a time, since the
remainder after the ith bute can be expressed as;
RLi] = PLidee{ntlSant2+1 4L L0)
RHIN] is the desired message checksum. FI[i]l is the parity of the
first 32%i bits of the message as in the notation of Kirstein
and Higginson,
HWIil is defined to be:
WIBl = initial remainder on input.
MEi+1) = ((HEI14ULTD D we Oetdant2) 4L D1 e (e T24) }
+ (A4B4C4D) 5 (x715+1)
4+ A % =15
4 (AaD) & x4
+ (BaC) & =13
4 (CaD) o %92
4 (AaB4C) 7 o
uhere {ul stands for the remainder of w when divided
by =16 (truncating terms of order higher than 1B}, and given
that wli,j] is the coefficient of v (15-j) in WL,
Ao uli,Blanli, B8]
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11 Seplember 1378
ILN: 56 CRC Checksum Calculation

B = uwli,1l4mli,1]

Ce A+ wli,2l4nli,234mli,15]

O «B 4+ wli,3+nli,34mli,1614m(i,17]
The speed of the algorithm comes from the fact that by cleverly
doing the multiplications of the terms in the {1's, A, B, C,
and D are generated as coefficients of the terms to be truncated
by the {I's.

register definitions:

W @ W #F WE AF @R A AR A

inptr=18 ; bytc pointer input to erc routines.
buyteent-11 ; byte count input to cre32 routine. (32-bit
butes).

pari ty=4 s parity accumulator for CRC, message parity
crcteparity+l : for crc, must be adjacent to rem and parity
rem-crctil ; high 16 bils of rem are CRC remainder {i/o)
te?

p-17

tyie=1

tyo==2

Usage: to get crc for a message, first call crcinit.

Then, make a sequence of calls to cre32, crclB, and crcd, in the
order the message bits are to be checksummed. ecre32 does a
sequence of 32-bit bytes, while crclB and crcd do single 16 and &
bit bytes. parity and rem are registers that must be preserved
across multiple calls, each crc routine takes a byte pointer as
input, incrementing it {once for crcd and erclB, and at least once
for cre3?2). crc3? takes a byte (word) count, as well.

the crc is finished by calling crefin.
when the crc is done, rem contains the crc in its high-order 16
bits, and possibly some random bits in the low order 28.

A WS EE Ak AR R EE S wE W W AR

clear parity accumulator.
initial remainder is
kP15t b+, . o424l

crcinit:setz parity,
hrizi rem, -

- e mw

popj b,

: crc on 32 bit bytes. fastest of the three CHC's.

-

crc32:  ildb crct, inptr ; get next word of input (right &
bits

zerol.

get to left end. This and

prev could be optimized to

|sh crct,36.-32,

- R
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11 Seplember 1378

IEN: 56

~

: crelb

crclB:

xor parity,cret
wor croct,ren
l=he erct,lG.-36.
|sh rem, 6. -36.
move t,crct

lsh eret,?

wor croet, t

wor crot,rem
lsh ecret,l

xor crct,rem
Ishe crct,1-16.

xor rem,crctblerctl
sojg butecnt,crcdZ

popj P,

toes one 16 bit bute.

ildb erct, inptr
wor parity,crect
Ish rem,l16.-36.
worb crot,rem

lsh erect,l

swor crct,rem

|che cret,l-16.

xor rem,crcthlcret)

popj b,

: crcd does one & bit byte.

crci:

FPostel

ildb t,inptr
sotz crct,
|she crct, 8.
wor crct,t
xor parity,crct
Ish crct, 36, -16.+41.
ren,crct
Ish cret,l
wor ren,crct
popj p.

xor

ke R wE wE W E R SR SR W

e ww

- - W wE wE

#E WE #E S8 S8 Sm am s ==

CAC Checksum Calculation

a wmove off an aojl counter.
accuniulatle parity

worr in 16-bit remainder-so-far

high 16 bits in crct, louw in rem
and get low bits in low 16 bits.
copy high 16 bits.

multiply by =72

and war in.

wor in loew 16 bits.

multiply by »=

ard xor in low 16 bits again.

and multiply by x, then shift so in
proper place in rem. crct then has
& bits shifted out in its louw order
bits. and correctly insert these &
bits. count doun bytes remaining

get 16 bit bute.

get to right end.
xor With rem so far.

®or in ren.

and Ish again, then move to final
reast. fix up rem (only first four
entries usedl and return.

get 8-bit byte.

move low order byte of remainder to
high byte. add in new bute

parity := parity xor new byte xor
high byte of W

shift to louw order byte of high

16 bits, mult by x

and add to rem

and mult by x

and add again to rem.
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11 Septembor 1978
1EM: 56 CRC Checksum Calculation

: ercfin finishes up a sequence of 1G-bit and 32-bit CRC calls.

crcfin: move crct,parity + now get parity of message bits.
rot parity,ls. + do it by first getting the two

halves xored

upper 1& bits = louer 18 bits of

both parity and crct.

=orb parity,crct

-5 wE ws

rot paritU.ﬂJ
now four 9 bit bytes are equal,

wor parity,cret :
y and parity of
. message equals parity of any byte.
and parity, [B421B4218421] : every fourth bit (hack
s from hakmen)
idivi parity,l17 i paritysl (eret) = number of bits
+ on In oany byte.
trne crct, 1 : test parity of message.
»or rem, [1BBEB3«-28.] ; fix rem based on parity.
popj p.

crcth:  B8e28,48:21,4822, 4823, 4824, +0-25.
160081+28, 40821, 4122, 4823, 4824, 4025,
1000120, 4121, 4122, 4123, 4824, 4825,
Be-28.41-21,4822, 4123, 4824, +B:25,
10008128, 41¢21,4822, 4123, 4124, 4825,
Be-20. 41621, 41¢22, +1¢23. 4124, +B<25,
Be-28.48-21. 4122, 4823, 4124, 4825,
10088128, 4021, +B<22, 10+23. 4124 . +05,

10008128, +1¢21. 4822, 48+23, +124, +1 25,
Be28. 4121, 41622, 4823, #1264, 4125,
0020, 4821, 4122, 4123, +1 24, 4125,
100081+20. 4021, 4822, 4123, 4124, +125,
020, 4021, 4822, 41+23. 4824, +1+25.
10880128, 4821 . 41622, +1 23, +Bc24. +1 25,
10000128, 41+21, +1622, +8<23, 1826, +1 25,
B-28. +1"21 . ‘+B“—22| ‘|'E"23- "|‘E"2'fh +l "25-
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then times it.

move p, [-18088,,stack-11
.open tuyi, H,,"ttyl

. lose 1888

open tyo, [1,, " tiyl

. lose 1808

crclB0-180857

pushj p,creinit
movei bytecnt,?h. H
move inpte, (444888, ,zeros]
pushj p,orc32

pushj p,crefin

lsh rem,l16.-36.

caie rem,crclB@ :
value

pushj p,crcinit

-

movei bytecnt,Z5.%2
move inptr, [G42888, , zeros)
pushj p,crclb
sojo bytecnt,.-1
pushj p,crcfin
Ish rem,16.-36.
caiec rem,crclB@
« valuo

-

pushj p,crecinit :
movei buytecnt,25.44 H
move inptr, [441888, , zeros]
pushj p.crcd
sojg bytecnt,.-1
pushj p,crcfin
lsh rem,16.-36.
caie rem,crcléd
«value

Postel

CRC Checksum Calculation

testing procedure -- runs a diagnostic check of the three routines,

initialize

best by test!

do 25, words of zeros 32 bits at
: a time.

compare With correct crc of
868 zeros.

do 25, words 16 bits at a time,

for a check

compare With correct crc of

and zeros,

do 25 words 8 bits at a time for
a check

compare uith correct crc of
il zoros,
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11 September 1978
TEM: 56 CHC Checksum Calculation

: timing of a checksum applied to a 1BES octet message.
arl ;
movei a, 1@,
movem a, trucount
trylp:
start timing.
.auset [.rrunt,,strtimdl  ; read starting runtime
.call kipfs
. lose 18028

E T

set byte pointer to beginning of internet header.
move inptr, (444888, , inhdr]

cdo 31. words. and then do one 16. bit word.

Wi

movei butecnt,3l.
pushj p,crc3
nou do 1 odd 16 bit byte left at end.

hreli inptr, 802000 : pateh byte ptr to point to
pushj p,crclk + nexl 16 bit byte.

pushj p,crcfin finish up cre.

finish timing
.suset [.rrunt,,fintim] ; read final runtime
call kipff
. lose 1000

move a,fintim ; compute runtime
sub a,strtim
cang a,mintime s adjust mintime

movem a,mintime
sosl trycount
jrst trulp

type out results, timing statistics
movei a, lasciz /Min time: /]
pushj p, typcout

move a,mintime
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11 September 1978

IEM: 5

unita

ore me
(only)

(only)

inher:

azh a,2?

azh a,-12.

-

subi a,q4h8.

-

subi a,?21b.

pushj p,decpnt
movei
pushj p, tupeout

pushj p, terpri

value lasciz fikill/f]

21 8p0aoo12e0 ;
L2LZLpanonen

gn2peeosboes

BoZH3gacaoes

Bi2A38088028

CAC Checksum Calculation

runtires are in &microsecond
runtincs are in units of Zwanl2
447, is magic correction for ml

210, iz magic constant for mc

a, lasciz / microseconds. /]

typical?

: follouwing random code is "body" of message.

=18
a-11
=12

block 280

typeout:move f,a

typlp:

cding:

terpriz

cecpnt:

decpnlz

Pastel

ior f, [44AB780, ,0]
ileil o, f

skipn d

popj p,

ot tyo,d

jrst typlp

.dot
.ot
dot
popj

tyo, [7]1
tyo, [15]
tyo, [12)
P

push p,d

move o, a
pushj p,decpnl
pop p,d

popj p.

idivi o, 12
push p,e
skipoe d

pushj p,decpnl
pop p,d
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I[ Nl Er[_‘l

addi o,BH
iot tyo,d
popj p,

kipfs: sctz
sixbit /kiperf/
movei -f
move pacu
movem  provjob
moven provpas
moven thl
movem strtime
mowven pel
sctzm ped
kipff: sctz
gixbit /klperf/
movei -6
move pacid
movem prevjob
movem prevpae
movem thl
movem fintine

movem pel
cetzm pe?
thl: 5|
preel s B
pod: g

prevpac: B
prevjob: B
pacwud; B8

mintime: IFFITTITINNT
trycount: 8

striime: 8

fintime: B

zeros:  block 25.

stack: block 18008
cnd go

Fostel

CHC Checksum Caleculation
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11 September 1978
IEN: &G CRC Checksum Calculation

sl ocal modes:

:Mode: midas

sTurn On Auto Save TMode:l
sEncls

Subroutine for doing Internet CHC's with the 1BM polynomial
CRC = X%16 + X215 4 X42 4+ 1. The algorithm is adapled from
Higginson and Kirstein,

This version takes x memory references (max) and y instructions
{max) per z bit word. Typical timings are & usec per word on an
11/78 with a cache and b usec on an 11748 with BBE nsec FMDS memory.

Hritten by 0. Heed wilh assistance from N Chiappa.
HIT-LCS-CSRD 2178778

This version works for thosec of you who have a real operating
system (UNIX) on your machine with C. Others mill have to mung
the program to use your calling conventions (and assembler).

For those who are puzzled, "$#" = " ", "I" = "bituise not",

T e T T S Ty T Ty Ty e T e T T e T T ey T Ty Tl Tl T TR T T Ty e T ey T Tw T Twm e

and labels of the form "wf" and "xb" refer to the first "x"
foruward or back from hore.
C call is of form:
char s fs
int lens;
struct unsigned checksuni;
{ unsigned parity;
} chie-res;
croestrt (Echkeres) ;
uhile (data-left{)) crclbuf, len,&chkeres);
cre~end (&chkeres) ;
Postel [page 9]



11 September 1978
LIEN: 506

qlobl  «cre
«Crot RV

mowv
mow
mowv
mowv

tat

fincy
fvcny
o

mory

mow
moy
moy

mowv
moy
moy
moy

rta

S,

rZ,
r3,
l"tl'l
r5,

(r8)+
(r8)+,
{rB)+,
w8,
ré,
pc,
(spl+,
rl,
r5,
(sp)+,
(sp)+,
{sp)+,

(sp) +,

heo

= (&p)
=[5l
- (5@l
- [sp]

rZ
rd
-(s5p)
1f

ri
2(rd)

serp

r5
ri
ri
rZ

CAC Checksum Calculation

/ Save arg pointer

Stash reg
Stash reqg
Stash reg
Stash reg

Sy My, ey, e,

/ Go look at arg list

S

Data pointer
Size
/ Return area pointer

S

/ Save pointer to return area
/ Call inte crc routine

/ Pick up pointer

/ Relurn ned par

/ New checksum

/ Restore regs and return

/ Here is uhere real CRC calculation starts

1l: Moy
mav

bit
beog
jur
dec

bne

ris

Postel

(ri)+,
wrd,

81,
1

pc,
r3
1f

hc

r5
rl

re

3f

/ Checksum so far
{/ Parity so far

/ See if odd bute
/ Uo ihe byte
/ Dec no of bytes and see if

/ any more

/ Only one byte
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11 September 1978

TEN: GG

Poztel

anr
hceo

Mo

asr
hee

mer
b
®or
®or
mov

inc
clr
br

mov
siab
®or
®or
mow
sxl

asl|
asl
raol
wor

mav
siab
®or
®or
asl
rol

ra
1

£3f,

3
1f

(20 4+,

ri,
-3,
rh,
r3
ri

21

{rZ)+,
ri
-,

5,

r&

rh
rS
r

rd,

(r2l+,
rB

r3,
ra,

rS

rh

r8,

r5

ri

rf
cthird),rB

g,

- (sp)

rg
rl

rS
rd

g
rl

rS
red

[l
rl
(=

rS

rS

B e e T ™ B T e e

T T

CRC Checksum Calculation

/ Oo the odd byte at the end

/ Hack for jumping into
f middle of loop

£ Add in second 1B bits

Suck up next word
Dumb pdpll byte numbering

Initialize r4 with bit A
of 37 bit quan
Multiply by Xi2

Shift inbit B
Done with first word

Meed in second 1b bits
Multiply by X

Get bit C

Ade in again

Multiply by X

Get bit D

Multiply by 2 for

table look up

Table contains correction
for A,B,C & D
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11 Septomber 1978

IEN: SE

«0lobl

ool
ris

mowvla
suakb
®or
bic
®or
bic
moy
asl
x»or
asl
xor

rifa

creestrt

globl

mery
t=t
mov

mawv
clr

rts

~cro+pnd:

Postel

mow
tst
mowv

moy

Moy
moy

rd,

nc

(r2) 4,
r5

ro,
51377,
rf,
8377,

(]
i,

ra,

pc

wcroestrt

S
{rBl+
wri,

$-1,
B

pc

+cres«-end

1b

ri
rg
rd
rl
rS
rd

ré

ra

rg

(rgl

r8
ré
~(sp)

1
r2

CHC Checksum Calculation

£ Uo one byle

/ Hor into parity

/ End of CRC

{ You can do this in the program
/i f you want

/ Get to arg

/ Set initial checksum
/ Set initial parity

/ Get to arg

/ Stash reg

/ Compute parity of bits in rl
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11 September 1978

1EN: 506G

croe-th:

cth:

Postel

sealb
Hor
now
asl
anl
ol
asl
®ar
axt
asl
asl
ado
anl
alc
asl
ale
ror
hco

moy
xor

mow

ris

EG
74
188871
515}
18885%
1608847
b2

B

106205
188817
12
188833
3G
24
188821

CAC Checksum Caleulation

rl

r]-'r ré
re, rl
]

rl

1

i1

rl, rZ
rl

re

re

r1

re

rl

rZ

rl

rl / Test the low order bit
1f

$188683,r1
rl, o8 / ¥or into checksum

(5 +, re / Restore reg

pc

182863

/ MNote that offset into table may
/ be neg from here
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IEN: &G CRC Checksum Caleulation

Note: 1f you want to copy this code for testing on your machine, you
might prefer the copy in the file <INTERMET-NOTEBOOK>CRC-CODE.TXT at
ISIE.
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