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1. Introduction

1.1. Background and Motivation

Applications that comunicate over the Internet often need to prevent
eavesdroppi ng, tanpering, or forgery of their conmmunications. The
Transport Layer Security (TLS) protocol provides this kind of
communi cati ons security over the Internet, using channel encryption

The security properties of encryption systens depend strongly on the
keys that they use. |If secret keys are revealed, or if public keys
can be replaced by fake keys (that is, a key not corresponding to the
entity identified in the certificate), these systens provide little
or no security.

TLS uses certificates to bind keys and nanes. A certificate conbines
a published key with other information such as the nane of the
service that uses the key, and this conbination is digitally signed
by another key. Having a key in a certificate is only helpful if one
trusts the other key that signed the certificate. |If that other key
was itself reveal ed or substituted, then its signature is worthless
in proving anything about the first key.

On the Internet, this problem has been solved for years by entities
called "Certification Authorities" (CAs). CAs protect their secret
key vigorously, while supplying their public key to the software
vendors who build TLS clients. They then sign certificates, and
supply those to TLS servers. TLS client software uses a set of these
CA keys as "trust anchors" to validate the signatures on certificates
that the client receives fromTLS servers. Cdient software typically
all ows any CA to usefully sign any other certificate.

The public CA nodel upon which TLS has depended is fundanmentally

vul nerabl e because it allows any of these CAs to issue a certificate
for any domain name. A single trusted CA that betrays its trust,
either voluntarily or by providing | ess-than-vigorous protection for
its secrets and capabilities, can underm ne the security offered by
any certificates enployed with TLS. This problem arises because a
conprom sed CA can issue a replacenent certificate that contains a
fake key. Recent experiences with conpronises of CAs or their
trusted partners have led to very serious security probl ems, such as
the governnments of nultiple countries attenpting to wiretap and/or
subvert mmjor TLS-protected web sites trusted by nmillions of users.
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The DNS Security Extensions (DNSSEC) provide a sinilar nodel that

i nvol ves trusted keys signing the information for untrusted keys.
However, DNSSEC provi des three significant inprovenments. Keys are
tied to nanes in the Dormain Name System (DNS), rather than to
arbitrary identifying strings; this is nore conveni ent for Internet
protocols. Signed keys for any domain are accessible online through
a straightforward query using the standard DNSSEC protocol, so there
is no problemdistributing the signed keys. Most significantly, the
keys associated with a domai n nane can only be signed by a key
associated with the parent of that domain name; for exanple, the keys
for "exanple.conmt can only be signed by the keys for "conf, and the
keys for "cont' can only be signed by the DNS root. This prevents an
untrustwort hy signer from conproni sing anyone's keys except those in
their own subdonmins. Like TLS, DNSSEC relies on public keys that
cone built into the DNSSEC client software, but these keys cone only
froma single root domain rather than froma nultiplicity of CAs.

DNS- Based Aut hentication of Naned Entities (DANE) offers the option
to use the DNSSEC i nfrastructure to store and sign keys and
certificates that are used by TLS. DANE is envisioned as a
preferabl e basis for binding public keys to DNS names, because the
entities that vouch for the binding of public key data to DNS nanes
are the same entities responsible for managi ng the DNS names in
question. While the resulting systemstill has residual security
vulnerabilities, it restricts the scope of assertions that can be
made by any entity, consistent with the naning scope inposed by the
DNS hierarchy. As a result, DANE enbodi es the security "principle of
| east privilege" that is lacking in the current public CA nodel

1.2. Securing the Association of a Domain Nane with a Server’s
Certificate

A TLS client begins a connection by exchangi ng nessages with a TLS
server. For many application protocols, it |ooks up the server’s
nane using the DNS to get an Internet Protocol (IP) address
associated with the nane. It then begins a connection to a
particular port at that address, and sends an initial nessage there.
However, the client does not yet know whether an adversary is
intercepting and/or altering its conmunication before it reaches the

TLS server. It does not even know whet her the real TLS server
associated with that domain nane has ever received its initial
messages.

The first response fromthe server in TLS may contain a certificate.
In order for the TLS client to authenticate that it is talking to the
expected TLS server, the client nmust validate that this certificate
is associated with the domain nane used by the client to get to the
server. Currently, the client nust extract the donmain nanme fromthe
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certificate and nmust successfully validate the certificate, including
chaining to a trust anchor

There is a different way to authenticate the association of the
server’s certificate with the intended domain nane w thout trusting
an external CA. Gven that the DNS adnministrator for a domain name
is authorized to give identifying infornmation about the zone, it
makes sense to allow that adnministrator to al so nake an authoritative
bi ndi ng between the domai n nanme and a certificate that m ght be used
by a host at that domain name. The easiest way to do this is to use
the DNS, securing the binding with DNSSEC.

There are many use cases for such functionality. [RFC6394] lists the
ones to which the DNS RRtype in this docunent apply. [RFC6394] also
lists many requirements, nost of which this docunent is believed to
meet. Section 5 covers the applicability of this docunent to the use
cases in detail. The protocol in this docunent can generally be
referred to as the "DANE TLSA" protocol. ("TLSA" does not stand for
anything; it is just the nane of the RRtype.)

Thi s docunent applies to both TLS [ RFC5246] and Dat agram TLS (DTLS)
[ RFC6347]. In order to nmake the docunent nore readable, it nostly
only tal ks about "TLS", but in all cases, it nmeans "TLS or DILS"

Al t hough the references in this paragraph are to TLS and DTLS
version 1.2, the DANE TLSA protocol can also be used with earlier
versions of TLS and DTLS.

This docunent only relates to securely associating certificates for
TLS and DTLS with host names; retrieving certificates from DNS for
other protocols is handled in other docunents. For exanple, keys for
| Psec are covered in [ RFC4025], and keys for Secure SHell (SSH) are
covered in [ RFC4255].

1.3. Method for Securing Certificate Associations

A certificate association is forned froma piece of information
identifying a certificate and the donai n nane where the server
application runs. The conbination of a trust anchor and a donain
nane can also be a certificate association

A DNS query can return multiple certificate associations, such as in
the case of a server that is changing fromone certificate to another
(described in nore detail in Appendix A 4).

Thi s docunent only applies to PKIX [ RFC5280] certificates, not
certificates of other formats.
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Thi s docunent defines a secure nethod to associate the certificate
that is obtained fromthe TLS server with a donmai n nane using DNS
the DNS i nformati on needs to be protected by DNSSEC. Because the
certificate association was retrieved based on a DNS query, the
domain nane in the query is by definition associated with the
certificate. Note that this docunment does not cover how to associate
certificates with donmain nanes for application protocols that depend
on SRV, NAPTR, and similar DNS resource records. It is expected that
future docunments will cover methods for making those associations,
and those docunents may or may not need to update this one.

DNSSEC, which is defined in [ RFC4033], [RFC4034], and [ RFC4035], uses
cryptographi c keys and digital signatures to provide authentication
of DNS data. Information that is retrieved fromthe DNS and that is
val i dated using DNSSEC is thereby proved to be the authoritative
data. The DNSSEC signature needs to be validated on all responses
that use DNSSEC in order to assure the proof of origin of the data.

Thi s docunent does not specify how DNSSEC val i dati on occurs because
there are many different proposals for how a client might get
val i dat ed DNSSEC results, such as from a DNSSEC- aware resol ver that
is coded in the application, froma trusted DNSSEC resol ver on the
machi ne on which the application is running, or froma trusted DNSSEC
resolver with which the application is conmunicating over an

aut henticated and integrity-protected channel or network. This is
described in nore detail in Section 7 of [RFC4033].

This docunent only relates to getting the DNS i nformation for the
certificate association securely using DNSSEC, other secure DNS
mechani sns are out of scope.

1.4. Terni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent al so makes use of standard PKI X, DNSSEC, TLS, and DNS
term nol ogy. See [RFC5280], [RFC4033], [RFC5246], and STD 13

[ RFC1034] [ RFC1035], respectively, for these ternms. |In addition
terns related to TLS-protected application services and DNS nanmes are
taken from [ RFC6125].
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2.

2.

2.

The TLSA Resource Record

The TLSA DNS resource record (RR) is used to associate a TLS server
certificate or public key with the domain nanme where the record is
found, thus formng a "TLSA certificate association". The semantics
of howthe TLSA RRis interpreted are given later in this docunent.

The type value for the TLSA RR type is defined in Section 7.1.
The TLSA RR is cl ass i ndependent.

The TLSA RR has no special Tine to Live (TTL) requirenents.

1. TLSA RDATA Wre Fornat

The RDATA for a TLSA RR consists of a one-octet certificate usage
field, a one-octet selector field, a one-octet matching type field,
and the certificate association data field.

1111111111222222222233
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Cert. Usage | Sel ect or | Matching Type | /
+-+-+-+-+-+-+-+-+-+-+-+-+- -+ -+ - -+ - - - -+ /
/ /
/ Certificate Association Data /
/ /
+- +

T T S S e T AT 2 S e i i S S S S S S

1.1. The Certificate Usage Field

A one-octet value, called "certificate usage", specifies the provided
association that will be used to match the certificate presented in
the TLS handshake. This value is defined in a new | ANA registry (see
Section 7.2) in order to make it easier to add additional certificate
usages in the future. The certificate usages defined in this
docunent are:

O -- Certificate usage 0 is used to specify a CA certificate, or
the public key of such a certificate, that MJST be found in any of
the PKI X certification paths for the end entity certificate given
by the server in TLS. This certificate usage is sonetines
referred to as "CA constraint" because it limts which CA can be
used to issue certificates for a given service on a host. The
presented certificate MJST pass PKI X certification path
validation, and a CA certificate that matches the TLSA record MJST
be included as part of a valid certification path. Because this
certificate usage allows both trust anchors and CA certifi cates,
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the certificate mght or mght not have the basicConstraints
ext ensi on present.

1 -- Certificate usage 1 is used to specify an end entity
certificate, or the public key of such a certificate, that MJST be
mat ched with the end entity certificate given by the server in
TLS. This certificate usage is sonetines referred to as "service
certificate constraint" because it limts which end entity
certificate can be used by a given service on a host. The target
certificate MIUST pass PKI X certification path validation and MJST
mat ch the TLSA record.

2 -- Certificate usage 2 is used to specify a certificate, or the
public key of such a certificate, that MJST be used as the trust
anchor when validating the end entity certificate given by the
server in TLS. This certificate usage is sonetines referred to as
"trust anchor assertion"” and allows a domain nanme administrator to
specify a new trust anchor -- for exanple, if the donmmin issues
its own certificates under its owm CA that is not expected to be
in the end users’ collection of trust anchors. The target
certificate MJUST pass PKI X certification path validation, with any
certificate matching the TLSA record considered to be a trust
anchor for this certification path validation.

3 -- Certificate usage 3 is used to specify a certificate, or the
public key of such a certificate, that MJST natch the end entity
certificate given by the server in TLS. This certificate usage is
sonmetinmes referred to as "donmi n-i ssued certificate" because it

all ows for a domain nane adm nistrator to issue certificates for a
domain without involving a third-party CA. The target certificate
MJUST match the TLSA record. The difference between certificate
usage 1 and certificate usage 3 is that certificate usage 1
requires that the certificate pass PKI X validation, but PKIX
validation is not tested for certificate usage 3.

The certificate usages defined in this docunment explicitly only apply
to PKIX-fornmatted certificates in DER encoding [ X 690]. |If TLS

all ows other formats later, or if extensions to this RRtype are nade
that accept other formats for certificates, those certificates wll
need their own certificate usage val ues.

2.1.2. The Selector Field
A one-octet value, called "selector", specifies which part of the TLS
certificate presented by the server will be matched agai nst the

association data. This value is defined in a new | ANA registry (see
Section 7.3). The selectors defined in this docunent are:
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0 -- Full certificate: the Certificate binary structure as defined
i n [ RFC5280]

1 -- SubjectPublicKeylnfo: DER-encoded binary structure as defined
in [ RFC5280]

(Note that the use of "selector" in this docunent is conpletely
unrelated to the use of "selector"” in Domai nKeys |dentified Mai
(DKIM [ RFC6376].)

2.1.3. The Matching Type Field

A one-octet value, called "nmatching type", specifies how the
certificate association is presented. This value is defined in a new
| ANA registry (see Section 7.4). The types defined in this docunent
are:

0 -- Exact match on selected content
1 -- SHA-256 hash of selected content [ RFC6234]
2 -- SHA-512 hash of selected content [ RFC6234]
If the TLSA record’s natching type is a hash, having the record use
the sane hash algorithmthat was used in the signature in the
certificate (if possible) will assist clients that support a small
nurmber of hash al gorithns.
2.1.4. The Certificate Association Data Field
This field specifies the "certificate association data" to be
mat ched. These bytes are either raw data (that is, the ful
certificate or its SubjectPublicKeylnfo, depending on the selector)
for matching type 0, or the hash of the raw data for matching types 1
and 2. The data refers to the certificate in the association, not to
the TLS ASN. 1 Certificate object.
2.2. TLSA RR Presentation Fornat

The presentation format of the RDATA portion (as defined in
[ RFC1035]) is as foll ows:

o The certificate usage field MJIST be represented as an 8-bit
unsi gned i nt eger

0 The selector field MIST be represented as an 8-bit unsigned
i nteger.
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2.

o0 The matching type field MIUST be represented as an 8-bit unsigned
i nteger.

o The certificate association data field MIST be represented as a
string of hexadecimal characters. VWhitespace is allowed within
the string of hexadeci mal characters, as described in [RFCL035].

TLSA RR Exanpl es

In the follow ng exanples, the domain nanme is formed using the rules
in Section 3.

An exanpl e of a hashed (SHA-256) association of a PKIX CA
certificate:

_443. _tcp. ww. exanpl e.com | N TLSA (
0 0 1 d2abde240d7cd3ee6b4b28c54df 034b9
7983a1d16e8a410e4561cb106618e971 )

An exanpl e of a hashed (SHA-512) subject public key association of a
PKI X end entity certificate:

_443. tcp. ww. exanpl e.com | N TLSA (

1 1 2 92003ba34942dc74152e2f 2c408d29ec
abab20e7f 2e06bb944f 4dca346baf 63c
1b177615d466f 6c4b71c216a50292bd5
8c9ebdd2f 74e38f e51f f d48c43326¢cbhc )

An exanple of a full certificate association of a PKIX end entity
certificate:

_443. tcp. ww. exanpl e.com | N TLSA (
3 0 0 30820307308201ef @a003020102020. .. )

Domai n Names for TLSA Certificate Associ ations

Unl ess there is a protocol-specific specification that is different
than this one, TLSA resource records are stored at a prefixed DNS
domain name. The prefix is prepared in the foll owi ng nanner:

1. The decimal representation of the port nunber on which a TLS-
based service is assuned to exist is prepended with an underscore
character ("_") to becone the left-nobst |abel in the prepared
domai n name. This nunmber has no | eadi ng zeros.
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2. The protocol nane of the transport on which a TLS-based service
is assuned to exist is prepended with an underscore character
("_") to becone the second left-nost |abel in the prepared donain
nane. The transport nanes defined for this protocol are "tcp",
"udp", and "sctp".

3. The base domain nane is appended to the result of step 2 to
conpl ete the prepared domain nanme. The base domain name is the
fully qualified DNS domain nane [ RFC1035] of the TLS server, wth
the additional restriction that every | abel MJST neet the rules
of [RFC0952]. The latter restriction neans that, if the query is
for an internationalized domain nane, it MJST use the A-|abe
formas defined in [ RFC5890].

For exanple, to request a TLSA resource record for an HTTP server
runni ng TLS on port 443 at "ww. exanpl e. cont',

"_443. tcp. ww. exanpl e.cont is used in the request. To request a
TLSA resource record for an SMIP server running the STARTTLS protoco
on port 25 at "mmil.exanple.cont, " 25. tcp.mail.exanple.conl is
used.

4, Use of TLSA Records in TLS

Section 2.1 of this docunment defines the nandatory matching rules for
the data fromthe TLSA certificate associ ations and the certificates
received fromthe TLS server

The TLS session that is to be set up MIST be for the specific port
nunber and transport nane that was given in the TLSA query.

Some specifications for applications that run over TLS, such as

[ RFC2818] for HTTP, require that the server’'s certificate have a
domai n nane that natches the host nanme expected by the client. Some
speci fications, such as [RFC6125], detail howto match the identity
given in a PKIX certificate with those expected by the user

If a TLSA record has certificate usage 2, the corresponding TLS
server SHOULD send the certificate that is referenced just like it
currently sends internedi ate certificates.

4.1. Usable Certificate Associations
An inmplenentation of this protocol nakes a DNS query for TLSA
records, validates these records using DNSSEC, and uses the resulting

TLSA records and validation status to nodify its responses to the TLS
server.
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Det erm ni ng whet her a TLSA RRSet can be used MJUST be based on the
DNSSEC val i dation state (as defined in [ RFC4033]).

0 A TLSA RRSet whose DNSSEC validation state is secure MJIST be used
as a certificate association for TLS unless a local policy would
prohibit the use of the specific certificate association in the
secure TLSA RRSet.

o |f the DNSSEC validation state on the response to the request for
the TLSA RRSet is bogus, this MJST cause TLS not to be started or,
if the TLS negotiation is already in progress, MJST cause the
connection to be aborted.

0o A TLSA RRSet whose DNSSEC validation state is indeterm nate or
i nsecure cannot be used for TLS and MJUST be consi dered unusabl e.

Cients that validate the DNSSEC signatures thensel ves MJST use
standard DNSSEC val i dation procedures. Cients that rely on another
entity to performthe DNSSEC signature validation MJST use a secure
mechani sm bet ween t hensel ves and the validator. Exanples of secure
transports to other hosts include TSI G [RFC2845], Sl 0) [RFC2931],
and | Psec [RFC6071]. Note that it is not sufficient to use secure
transport to a DNS resol ver that does not do DNSSEC si gnature
validation. See Section 8.3 for nore security considerations rel ated
to external validators.

If a certificate association contains a certificate usage, selector
or matching type that is not understood by the TLS client, that
certificate association MIST be considered unusable. If the
conparison data for a certificate is malforned, the certificate
associ ati on MJUST be consi dered unusabl e.

If a certificate association contains a matching type or certificate
associ ation data that uses a cryptographic algorithmthat is

consi dered too weak for the TLS client’s policy, the certificate
associ ati on MJUST be consi dered unusabl e.

If an application receives zero usable certificate associations from
a DNS request or fromits cache, it processes TLS in the nornma
fashi on wi thout any input fromthe TLSA records. |If an application
recei ves one or nore usable certificate associations, it attenpts to
mat ch each certificate association with the TLS server’s end entity
certificate until a successful match is found. During the TLS
handshake, if none of the certificate associations natches the
certificate given by the TLS server, the TLS client MJST abort the
handshake.
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An attacker who is able to divert a user to a server under his
control is also likely to be able to block DNS requests fromthe user
or DNS responses being sent to the user. Thus, in order to achieve
any security benefit fromcertificate usage 0 or 1, an application
that sends a request for TLSA records needs to get either a valid

si gned response containing TLSA records or verification that the
domain is insecure or indetermnate. |If a request for a TLSA record
does not neet one of those two criteria but the application continues
with the TLS handshake anyway, the application has gotten no benefit
from TLSA and SHOULD NOT meke any internal or external indication
that TLSA was applied. |If an application has a configuration setting
that has turned on TLSA use, or has any indication that TLSAis in
use (regardl ess of whether or not this is configurable), that
application either MIUST NOT start a TLS connection or it MJST abort a
TLS handshake if both of the two criteria above are not net.

The application can performthe TLSA | ookup before initiating the TLS
handshake, or do it during the TLS handshake: the choice is up to the
client.

5. TLSA and DANE Use Cases and Requirenents
The different types of certificate associations defined in TLSA are
mat ched with various sections of [RFC6394]. The use cases from
Section 3 of [RFC6394] are covered in this docunent as follows:
3.1 CA Constraints -- Inplenented using certificate usage O.

3.2 Certificate Constraints -- Inplenmented using certificate usage 1

3.3 Trust Anchor Assertion and Donmin-1ssued Certificates --
I mpl enented using certificate usages 2 and 3, respectively.

The requirenents from Section 4 of [RFC6394] are covered in this
docunent as foll ows:

Multiple Ports -- The TLSA records for different application services
runni ng on a single host can be distinguished through the service
nane and port nunber prefixed to the host nane (see Section 3).

No Downgrade -- Section 4 specifies the conditions under which a
client can process and act upon TLSA records. Specifically, if
t he DNSSEC status for the TLSA resource record set is determ ned
to be bogus, the TLS connection (if started) will fail

Encapsul ation -- Encapsulation is covered in the TLSA response
semanti cs.
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Predictability -- The appendi ces of this specification provide
operational considerations and inplenmentation guidance in order to
enabl e application devel opers to forma consistent interpretation
of the recommended client behavior.

Qpportunistic Security -- If a client conformant to this
specification can reliably determ ne the presence of a TLSA
record, it will attenpt to use this information. Conversely, if a
client can reliably determine the absence of any TLSA record, it
will fall back to processing TLS in the norrmal fashion. This is
di scussed in Section 4.

Conbi nation -- Multiple TLSA records can be published for a given
host nane, thus enabling the client to construct nultiple TLSA
certificate associations that reflect different assertions. No
support is provided to conbine two TLSA certificate associations
in a single operation

Rol | -over -- TLSA records are processed in the nornal manner wthin
the scope of the DNS protocol, including the TTL expiration of the
records. This ensures that clients will not latch onto assertions
made by expired TLSA records, and will be able to transition from
usi ng one public key or certificate usage to another

Si mpl e Key Managenent -- The Subj ect PublicKeylnfo selector in the
TLSA record provides a node that enables a donain holder to only
have to maintain a single long-lived public/private key pair
wi t hout the need to manage certificates. Appendix A outlines the
useful ness and the potential downsides to using this node.

M ni nmal Dependencies -- This specification relies on DNSSEC to
protect the origin authenticity and integrity of the TLSA resource
record set. Additionally, if DNSSEC validation is not perforned
on the systemthat wi shes to use TLSA certificate bindings, this
specification requires that the "last nmle" be over a secure
transport. There are no other deploynent dependencies for this
appr oach.

M nimal Options -- The operating nodes nap precisely to the DANE use
cases and requirenents. DNSSEC use is mandatory in that this
speci fication encourages applications to use only those TLSA
records that are shown to be validated

Wl dcards -- Wldcards are covered in a limted manner in the TLSA
request syntax; see Appendi x A

Redirection -- Redirection is covered in the TLSA request syntax; see
Appendi x A
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6. Mandatory-to-Inplenent Features

TLS clients confornming to this specification MIST be able to
correctly interpret TLSA records with certificate usages 0, 1, 2,
and 3. TLS clients conformng to this specification MIST be able to
conpare a certificate association with a certificate fromthe TLS
handshake using selector types 0 and 1, and natching type 0 (no hash
used) and natching type 1 (SHA-256), and SHOULD be able to nake such
conparisons with matching type 2 (SHA-512).

7. | ANA Considerations
| ANA has nade the assignnents in this section.

In the followi ng sections, "RFC Required" was chosen for TLSA
certificate usages and "Specification Required" for selectors and

mat chi ng types because of the amount of detail that is likely to be
needed for inplenmenters to correctly inplenment new certificate usages
as conpared to new sel ectors and nmatchi ng types.

7.1. TLSA RRtype

Thi s docunent uses a new DNS RR type, TLSA, whose val ue (52) was
all ocated by I ANA fromthe Resource Record (RR) TYPEs subregistry of
the Donain Nane System (DNS) Paraneters registry.

7.2. TLSA Certificate Usages
This docunent creates a new registry, "TLSA Certificate Usages". The

registry policy is "RFC Required". The initial entries in the
registry are:

Val ue Short description Ref erence
0 CA constrai nt RFC 6698
1 Service certificate constraint RFC 6698
2 Trust anchor assertion RFC 6698
3 Domai n-i ssued certificate RFC 6698
4- 254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.
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7.3. TLSA Sel ectors

This docunent creates a new registry, "TLSA Selectors". The registry
policy is "Specification Required". The initial entries in the
registry are:

Val ue Short description Ref er ence
0 Full certificate RFC 6698

1 Subj ect Publ i cKeyl nf o RFC 6698

2-254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.

7.4. TLSA Matching Types
This docunent creates a new registry, "TLSA Matching Types". The

registry policy is "Specification Required". The initial entries in
the registry are:

Val ue Short description Ref er ence
0 No hash used RFC 6698

1 SHA- 256 RFC 6234

2 SHA- 512 RFC 6234

3-254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.

8. Security Considerations

The security of the DNS RRtype described in this docunent relies on
the security of DNSSEC to verify that the TLSA record has not been
al tered.

A rogue DNS adni ni strator who changes the A AAAA, and/or TLSA
records for a dommin nane can cause the client to go to an

unaut hori zed server that will appear authorized, unless the client
perforns PKI X certification path validation and rejects the
certificate. That adnministrator could probably get a certificate
i ssued by sone CA anyway, so this is not an additional threat.
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If the authentication nechanismfor adding or changing TLSA data in a
zone is weaker than the authentication nmechanismfor changing the A
and/ or AAAA records, a man-in-the-nmiddle who can redirect traffic to
his site may be able to inpersonate the attacked host in TLS if he
can use the weaker authentication nmechanism A better design for

aut henticating DNS woul d be to have the sanme | evel of authentication
used for all DNS additions and changes for a particular donai n nane.

Secure Socket Layer (SSL) proxies can sonetinmes act as a man-in-the-
mddle for TLS clients. In these scenarios, the clients add a new
trust anchor whose private key is kept on the SSL proxy; the proxy
intercepts TLS requests, creates a new TLS session with the intended
host, and sets up a TLS session with the client using a certificate
that chains to the trust anchor installed in the client by the proxy.
In such environments, using TLSA records will prevent the SSL proxy
fromfunctioning as expected because the TLS client will get a
certificate association fromthe DNS that will not match the
certificate that the SSL proxy uses with the client. The client,
seeing the proxy's new certificate for the supposed destination, wll
not set up a TLS session

Cient treatnent of any information included in the trust anchor is a
matter of local policy. This specification does not mandate that
such information be inspected or validated by the server’s donain
name admini strator.

If a server's certificate is revoked, or if an internediate CAin a
chain between the server and a trust anchor has its certificate
revoked, a TLSA record with a certificate usage of 2 that matches the
revoked certificate would in essence override the revocati on because
the client would treat that revoked certificate as a trust anchor and
thus not check its revocation status. Because of this, domain

adm ni strators need to be responsible for being sure that the keys or
certificates used in TLSA records with a certificate usage of 2 are
in fact able to be used as reliable trust anchors.

Certificates that are delivered in TLSAwith certificate usage 2
fundanental |y change the way the TLS server’s end entity certificate
is evaluated. For exanple, the server’s certificate nmight chain to
an existing CA through an intermediate CA that has certain policy
restrictions, and the certificate would not pass those restrictions
and thus nornally be rejected. That internediate CA could issue
itself a new certificate without the policy restrictions and tell its
customers to use that certificate with certificate usage 2. This in
essence allows an internmediate CA to beconme a trust anchor for
certificates that the end user might have expected to chain to an
exi sting trust anchor.
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If an adninistrator wishes to stop using a TLSA record, the

adm nistrator can sinply renove it fromthe DNS. Normal clients wll
stop using the TLSA record after the TTL has expired. Replay attacks
agai nst the TLSA record are not possible after the expiration date on
the RRsig of the TLSA record that was renoved.

Generators of TLSA records should be aware that the client’s ful

trust of a certificate association retrieved froma TLSA record nay
be a matter of local policy. While such trust is linited to the
speci fic domai n name, protocol, and port for which the TLSA query was
made, |ocal policy nmay decline to accept the certificate (for reasons
such as weak cryptography), as is also the case with PKI X trust
anchors.

8.1. Conmparing DANE to Public CAs

As stated above, the security of the DNS RRtype described in this
docunent relies on the security of DNSSEC to verify that the TLSA
record has not been altered. This section describes where the
security of public CAs and the security of TLSA are sinilar and
different. This section applies equally to other security-rel ated
DNS RRtypes such as keys for |Psec and SSH

DNSSEC forns certificates (the binding of an identity to a key) by
conbi ning a DNSKEY, DS, or DLV resource record with an associ ated
RRSI G record. These records then forma signing chain extending from
the client’s trust anchors to the RR of interest.

Al t hough t he DNSSEC protocol does not enforce it, DNSKEYs are often
marked with a SEP flag indicating whether the key is a Zone Signing
Key (ZSK) or a Key Signing Key (KSK). ZSKs protect records in the
zone (including DS and DLV records), and KSKs protect ZSK DNSKEY
records. This allows KSKs to be stored offline.

The TLSA RRtype allows keys fromthe DNSSEC PKI hierarchy to
aut henticate keys wapped in PKIX certificates for a particul ar host
nane, protocol, and port.

Wth the exception of the DLV RRtype, all of these certificates
constrain the keys they identify to nanes that are within the zone
signing the certificate. |In order for a domain s DLV resource
records to be honored, the domain nust be configured as a DLV donain,
and the domai n’s DNSKEYs nust be configured as trust anchors or be
aut hentic [ RFC5074].
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8.1.1. Risk of Key Conpronise

The risk that a given certificate that has a valid signing chainis
fake is related to the number of keys that can contribute to the
validation of the certificate, th