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Abstract

S/MIME version 3.1 introduced a mechanism to provide end-to-end cryptographic protection of
email message headers. However, few implementations generate messages using this
mechanism, and several legacy implementations have revealed rendering or security issues
when handling such a message.

This document updates the S/MIME specification (RFC 8551) to offer a different mechanism that
provides the same cryptographic protections but with fewer downsides when handled by legacy
clients. Furthermore, it offers more explicit usability, privacy, and security guidance for clients
when generating or handling email messages with cryptographic protection of message headers.

The Header Protection scheme defined here is also applicable to messages with PGP/MIME
(Pretty Good Privacy with MIME) cryptographic protections.

Status of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Further information on Internet
Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc9788.
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1. Introduction

Privacy and security issues regarding email Header Protection in S/MIME and PGP/MIME have
been identified for some time. Most current implementations of cryptographically protected
email protect only the body of the message, which leaves significant room for attacks against
otherwise-protected messages. For example, lack of Header Protection allows an attacker to
substitute the message subject and/or author.

This document describes how to cryptographically protect message headers and provides
guidance for the implementer of a Mail User Agent (MUA) that generates, interprets, and replies
to such a message. It uses the term "Legacy MUA" to refer to an MUA that does not implement this
specification. This document takes particular care to ensure that messages interact reasonably
well with Legacy MUAs.

1.1. Update to RFC 8551

An older scheme for Header Protection was specified in S/MIME 3.1 [RFC8551], which involves
wrapping a message/rfc822 MIME object with a Cryptographic Envelope around the message to
protect it. This document refers to that scheme as "RFC 8551 Header Protection”, or "RFC8551HP".
Substantial testing has shown that RFC8551HP does not interact well with some Legacy MUAs
(see Section 1.1.1).

This specification supersedes RFC8551HP, effectively replacing the final two paragraphs of
Section 3.1 of [RFC8551].

In this specification, all Header Fields gain end-to-end cryptographic integrity and authenticity
by being copied directly into the Cryptographic Payload without using an intervening message/
rfc822 MIME object. In an encrypted message, some Header Fields can also be made
confidential by removing or obscuring them from the outer Header Section.

This specification also offers substantial security, privacy, and usability guidance for sending and
receiving MUAs that was not considered in [RFC8551].

1.1.1. Problems with RFC 8551 Header Protection

Several Legacy MUAs have difficulty rendering a message that uses RFC8551HP. These problems
can appear on signed-only messages, as well as signed-and-encrypted messages.
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In some cases, some mail user agents cannot render message/rfc822 message subparts at all,
which is in violation of baseline MIME requirements as defined in Section 2 of [RFC2049]. A
message using RFC8551HP is unreadable by any recipient using such an MUA.

In other cases, the user sees an attachment suggesting a forwarded email message that -- in fact
-- contains the protected email message that should be rendered directly. In most of these cases,
the user can click on the attachment to view the protected message.

However, viewing the protected message as an attachment in isolation may strip it of any
security indications, leaving the user unable to assess the cryptographic properties of the
message. Worse, for encrypted messages, interacting with the protected message in isolation
may leak contents of the cleartext, for example, if the reply is not also encrypted.

Furthermore, RFC8551HP lacks any discussion of the following points, all of which are provided
in this specification:

* Which Header Fields should be given end-to-end cryptographic integrity and authenticity
protections (this specification mandates protection of all Header Fields that the sending
MUA knows about).

* How to securely indicate the sender's intent to offer Header Protection and encryption,
which lets a receiving MUA detect messages whose cryptographic properties may have been
modified in transit (see Section 2.1.1).

* Which Header Fields should be given end-to-end cryptographic confidentiality protections
in an encrypted message and how (see Section 3).

* How to securely indicate the sender's choices about which Header Fields were made
confidential, which lets a receiving MUA reply or forward an encrypted message safely
without accidentally leaking confidential material (see Section 2.2).

These stumbling blocks with Legacy MUAs, missing mechanisms, and missing guidance create a
strong disincentive for existing MUAS to generate messages using RFC8551HP. Because few
messages have been produced, there has been little incentive for those MUAs capable of
upgrading to bother interpreting them better.

In contrast, the mechanisms defined here are safe to adopt and produce messages with very few
problems for Legacy MUAs. And Section 4.10 provides useful guidance for rendering and
replying to RFC8551HP messages.

1.2. Risks of Header Protection for Legacy MUA Recipients

Producing a signed-only message using this specification is risk free. Such a message will render
in the same way on any Legacy MUA as a Legacy Signed Message (that is, a signed message
without Header Protection). An MUA conformant to this specification that encounters such a
message will be able to gain the benefits of end-to-end cryptographic integrity and authenticity
for all Header Fields.
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An encrypted message produced according to this specification that has some user-facing
Header Fields removed or obscured may not render as desired in a Legacy MUA. In particular,
those Header Fields that were made confidential will not be visible to the user of a Legacy MUA.
For example, if the Subject Header Field outside the Cryptographic Envelope is replaced with
[...],aLegacy MUA will render the [ . .. ] anywhere the Subject is normally seen. This is the
only risk of producing an encrypted message according to this specification.

A workaround "Legacy Display"” mechanism is provided in this specification (see Section 2.1.2).
Legacy MUAs will render "Legacy Display Elements" to the user, albeit not in the same location
that the Header Fields would normally be rendered.

Alternately, if the sender of an encrypted message is particularly concerned about the
experience of a recipient using a Legacy MUA, and they are willing to accept leaking the user-
facing Header Fields, they can simply adopt the No Header Confidentiality Policy (see Section
3.2.3). A signed-and-encrypted message composed using the No Header Confidentiality Policy
offers no usability risk for a reader using a Legacy MUA and retains end-to-end cryptographic
integrity and authenticity properties for all Header Fields for any reader using a conformant
MUA. Of course, such a message has the same (non-existent) confidentiality properties for all
Header Fields as a Legacy Encrypted Message (that is, an encrypted message made without
Header Protection).

1.3. Motivation

Users generally do not understand the distinction between message body and message header.
When an email message has cryptographic protections that cover the message body but not the
Header Fields, several attacks become possible.

For example, a Legacy Signed Message has a signature that covers the body but not the Header
Fields. An attacker can therefore modify the Header Fields (including Subject) without
invalidating the signature. Since most readers consider a message body in the context of the
message's Subject, the meaning of the message itself could change drastically (under the
attacker's control) while still retaining the same cryptographic indicators of integrity and
authenticity.

In another example, a Legacy Encrypted Message has its body effectively hidden from an
adversary that snoops on the message. But if the Header Fields are not also encrypted,
significant information about the message (such as the message Subject) will leak to the
inspecting adversary.

However, if the sending and receiving MUAs ensure that cryptographic protections cover the
message Header Section as well as the message body, these attacks are defeated.

1.3.1. Backward Compatibility

If the sending MUA is unwilling to generate such a fully protected message due to the potential
for rendering, usability, deliverability, or security issues, these defenses cannot be realized.
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The sender cannot know what MUA (or MUASs) the recipient will use to handle the message.
Thus, an outbound message format that is backward compatible with as many legacy
implementations as possible is a more effective vehicle for providing the whole-message
cryptographic protections described above.

This document aims for backward compatibility with Legacy MUAs to the extent possible. In
some cases, like when a user-visible header like the Subject is cryptographically hidden, a Legacy
MUA will not be able to render or reply to the message exactly the same way as a conformant
MUA would. But accommodations are described here that ensure a rough semantic equivalence
for a Legacy MUA even in these cases.

1.3.2. Deliverability

A message with perfect cryptographic protections that cannot be delivered is less useful than a
message with imperfect cryptographic protections that can be delivered. Senders want their
messages to reach the intended recipients.

Given the current state of the Internet mail ecosystem, encrypted messages in particular cannot
shield all of their Header Fields from visibility and still be guaranteed delivery to their intended
recipient.

This document accounts for this concern by providing a mechanism (Section 3) that prioritizes
initial deliverability (at the cost of some header leakage) while facilitating future message
variants that shield more header metadata from casual inspection.

1.4. Other Protocols to Protect Email Header Fields

A separate pair of protocols also provides some cryptographic protection for the email message
header integrity: DomainKeys Identified Mail (DKIM) [RFC6376], as used in combination with
Domain-based Message Authentication, Reporting, and Conformance (DMARC) [RFC7489]. This
pair of protocols provides a domain-based reputation mechanism that can be used to mitigate
some forms of unsolicited email (spam).

However, the DKIM+DMARC suite provides cryptographic protection at a different scope, as it is
usually applied by and evaluated by a mail transport agent (MTA). DKIM+DMARC typically
provide MTA-to-MTA protection, whereas this specification provides MUA-to-MUA protection.
This is because DKIM+DMARC are typically applied to messages by (and interpreted by) MTAs,
whereas the mechanisms in this document are typically applied and interpreted by MUAs.

A receiving MUA that relies on DKIM+DMARC for sender authenticity should note Section 10.1.

Furthermore, the DKIM+DMARC suite only provides cryptographic integrity and authentication,
not encryption. So cryptographic confidentiality is not available from that suite.

The DKIM+DMARC suite can be used on any message, including messages formed as defined in
this document. There should be no conflict between DKIM+DMARC and the specification here.
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Though not strictly email, similar protections have been in use on Usenet for the signing and
verification of message headers for years. See [PGPCONTROL] and [PGPVERIFY-FORMAT] for
more details. Like DKIM, these Usenet control protections offer only integrity and
authentication, not confidentiality.

1.5. Applicability to PGP/MIME

This document specifies end-to-end cryptographic protections for email messages in reference to
S/MIME [RFC8551].

Comparable end-to-end cryptographic protections can also be provided by PGP/MIME [RFC3156].

The mechanisms in this document should be applicable in the PGP/MIME protections as well as S/
MIME protections, but analysis and implementation in this document focuses on S/MIME.

To the extent that any divergence from the mechanism defined here is necessary for PGP/MIME,
that divergence is out of scope for this document.

1.6. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

The policies "Specification Required" and "IETF Review" that appear in this document when
used to describe namespace allocation are to be interpreted as described in [RFC8126].

1.7. Terms

The following terms are defined for the scope of this document:

S/MIME: Secure/Multipurpose Internet Mail Extensions (see [RFC8551])
PGP/MIME: Pretty Good Privacy with MIME (see [RFC3156])

Message: An email message consisting of Header Fields (collectively called "the Header Section
of the message") optionally followed by a message body; see [RFC5322].

Note: To avoid ambiguity, this document avoids using the terms "Header" or "Headers" in
isolation, but instead always uses "Header Field" to refer to the individual field and "Header
Section" to refer to the entire collection.

Header Field: A Header Field includes a field name, followed by a colon (":"), followed by a field
body (value), and is terminated by CRLF; see Section 2.2 of [RFC5322] for more details.
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Header Section: The Header Section is a sequence of lines of characters with special syntax as
defined in [RFC5322]. The Header Section of a message contains the Header Fields associated
with the message itself. The Header Section of a MIME part (that is, a subpart of a message)
typically contains Header Fields associated with that particular MIME part.

Body: The body is the part of a message that follows the Header Section and is separated from
the Header Section by an empty line (that is, a line with nothing preceding the CRLF); see
[RFC5322]. It is the (bottom) section of a message containing the payload of a message.
Typically, the body consists of a (possibly multipart) MIME [RFC2045] construct.

Header Protection (HP): The cryptographic protection of email Header Sections (or parts of it)
by means of signatures and/or encryption.

Legacy MUA: An MUA that does not understand Header Protection as defined in this document.
A Legacy Non-Crypto MUA is incapable of doing any end-to-end cryptographic operations. A
Legacy Crypto MUA is capable of doing cryptographic operations but does not understand or
generate messages with Header Protection.

Legacy Signed Message: An email message that was signed by a Legacy MUA and therefore has
no cryptographic authenticity or integrity protections on its Header Fields.

Legacy Encrypted Message: An email message that was signed and encrypted by a Legacy MUA
and therefore has no cryptographic authenticity, integrity, or confidentiality protections on
any of its Header Fields.

Header Confidentiality Policy (HCP): A functional specification of which Header Fields should
be removed or obscured when composing an encrypted message with Header Protection. An
HCP is considered more "conservative" when it removes or obscures fewer Header Fields.
When it removes or obscures more Header Fields, it is more "ambitious". See Section 3.

Ordinary User: A user of an MUA who follows a simple and minimal experience, focused on
sending and receiving emails. A user who opts into advanced configuration, expert mode, or
the like is not an "Ordinary User".

Additionally, Cryptographic Layer, Cryptographic Payload, Cryptographic Envelope,
Cryptographic Summary, Structural Header Fields, Main Body Part, User-Facing Header Fields,
and MUA are all used as defined in [RFC9787].

1.8. Document Scope

This document describes sensible, simple behavior for a program that generates an email
message with standard end-to-end cryptographic protections, following the guidance in
[RFC9787]. An implementation conformant to this document will produce messages that have
cryptographic protection that covers the message's Header Fields as well as its body.

1.8.1. In Scope

This document also describes sensible, simple behavior for a program that interprets such a
message in a way that can take advantage of these protections covering the Header Fields as
well as the body.
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The message generation guidance aims to minimize negative interactions with any Legacy
receiving MUA while providing actionable cryptographic properties for modern receiving clients.

In particular, this document focuses on two standard types of cryptographic protection that
cover the entire message:

* a cleartext message with a single signature and
* an encrypted message that contains a single cryptographic signature.

1.8.2. Out of Scope

The message composition guidance in this document (in Section 5.2) aims to provide minimal
disruption for any Legacy MUA that receives such a message. However, by definition, a Legacy
MUA does not implement any of the guidance here. Therefore, the document does not attempt to
provide guidance for Legacy MUAs directly.

Furthermore, this document does not explicitly contemplate other variants of cryptographic
message protections, including any of these:

* encrypted-only message (without a cryptographic signature; see Section 5.3 of [REC9787])
o triple-wrapped message

* signed message with multiple signatures

* encrypted message with a cryptographic signature outside the encryption

All such messages are out of scope of this document.

1.9. Example

This section gives an overview by providing an example of how MIME messages with Header
Protection look.

Consider the following MIME message:

A L—application/pkcs7-mime; smime-type="enveloped-data"
1 (decrypts to)

B L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

C multipart/alternative; hp="cipher"
D text/plain; hp-legacy-display="1"
E text/html; hp-legacy-display="1"

Observe that:

* Nodes A and B are collectively called the Cryptographic Envelope. Node C (including its
subnodes D and E) is called the Cryptographic Payload [RFC9787].

* Node A contains the traditional unprotected ("outer") Header Fields. Node C contains the
protected ("inner") Header Fields.
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* The presence of the hp attribute (see Section 2.1.1) on the Content-Type of node C allows the
receiver to know that the sender applied Header Protection. Its value allows the receiver to
distinguish whether the sender intended for the message to be confidential (hp="cipher")
or not (hp="clear"), since encryption may have been added in transit (see Section 10.2).

The "outer" Header Section on node A looks as follows:

Date: Wed, 11 Jan 20623 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: [...

Message-ID: <20230111T7210843Z.1234@1hp.example>

Content-Type: application/pkcs7-mime; smime-type="enveloped-data"”
MIME-Version: 1.0

The "inner" Header Section on node C looks as follows:

Date: Wed, 11 Jan 2023 16:08:43 -05600

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: Handling the Jones contract

Keywords: Contract, Urgent

Message-ID: <202301117210843Z.1234@1hp.example>
Content-Type: multipart/alternative; hp="cipher"
MIME-Version: 1.0

HP-Outer: Date: Wed, 11 Jan 2023 16:08:43 -0500
HP-Outer: From: Bob <bob@example.net>

HP-Outer: To: Alice <alice@example.net>
HP-Outer: Subject: [...

HP-Outer: Message-ID: <202301117210843Z.1234@1hp.example>

Observe that:

* Between node C and node A, some Header Fields are copied as is (Date, From, To, Message-
ID), some are obscured (Subject), and some are removed (Keywords).

* The HP-Outer Header Fields (see Section 2.2) of node C contain a protected copy of the
Header Fields in node A. The copy allows the receiver to recompute for which Header Fields
the sender provided confidentiality by removing or obscuring them.

* The copying/removing/obscuring and the HP-Outer only apply to Non-Structural Header
Fields, not to Structural Header Fields like Content-Type or MIME-Version (see Section 1.1
of [RFC9787]).

o If the sender intends no confidentiality and doesn't encrypt the message, it doesn't remove
or obscure Header Fields. All Non-Structural Header Fields are copied as is. No HP-Outer
Header Fields are present.

Node D looks as follows:
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Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";

Subject: Handling the Jones contract
Keywords: Contract, Urgent

Please review and approve or decline by Thursday, it's criticall!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

Observe that:

* The sender adds the removed and obscured User-Facing Header Fields (see Section 1.1.2 of
[RFC9787]) to the main body (note the empty line after the Content-Type). This is called the
Legacy Display Element. It allows a user with a Legacy MUA that doesn't implement this
document to understand the message, since the Header Fields will be shown as part of the
main body.

e The hp-legacy-display="1" attribute (see Section 2.1.2) indicates that the sender added a
Legacy Display Element. This allows receivers that implement this document to recognize
the Legacy Display Element and distinguish it from user-added content. The receiver then
hides the Legacy Display Element and doesn't display it to the user.

* hp-legacy-display is added to the node to which it applies, not on any outer nodes (e.g.,
not to node C).

For more examples, see Appendices D and E.

2. Internet Message Format Extensions

This section describes relevant, backward-compatible extensions to the Internet Message Format
[RFC5322]. Subsequent sections offer concrete guidance for an MUA to make use of these
mechanisms, including policy decisions and recommended pseudocode.

2.1. Content-Type Parameters

This document introduces two parameters for the Content-Type Header Field, which have
distinct semantics and use cases.

2.1.1. Content-Type Parameter: hp

This specification defines a parameter for the Content-Type Header Field named hp (for Header
Protection). This parameter is only relevant on the Content-Type Header Field at the root of the
Cryptographic Payload. The presence of this parameter at the root of the Cryptographic Payload
indicates that the sender intends for this message to have end-to-end cryptographic protections
for the Header Fields.
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The parameter's defined values describe the sender's cryptographic intent when producing the
message:

hp Value  Authenticity Integrity Confidentiality Description

"clear" yes yes no This message has been signed
by the sender, with Header
Protection.

"cipher”  yes yes yes This message has been signed

by the sender, with Header
Protection, and is encrypted to
the recipients.

Table 1: hp Parameter for Content-Type Header Field

A sending implementation MUST NOT produce a Cryptographic Payload with parameter
hp="cipher" for a non-encrypted message (that is, where none of the Cryptographic Layers in
the Cryptographic Envelope of the message provide encryption). Likewise, if a sending
implementation is sending an encrypted message with Header Protection, it MUST emit an
hp="cipher" parameter, regardless of which Header Fields were made confidential.

Note that hp="cipher" indicates that the message itself has been encrypted by the sender to the
recipients but makes no assertions about which Header Fields have been removed or obscured.
This can be derived from the Cryptographic Payload itself (see Section 4.2).

A receiving implementation MUST NOT mistake the presence of an hp="cipher" parameter in
the Cryptographic Payload for the actual presence of a Cryptographic Layer that provides
encryption.

2.1.2. Content-Type Parameter: hp-legacy-display

This specification also defines an hp-legacy-display parameter for the Content-Type Header
Field. The only defined value for this parameter is 1.

This parameter is only relevant on a leaf MIME node of Content-Type text/html or text/plain
within a well-formed message with end-to-end cryptographic protections. Its presence indicates
that the MIME node it is attached to contains a decorative "Legacy Display Element". The Legacy
Display Element itself is used for backward-compatible visibility of any removed or obscured
User-Facing Header Field in a Legacy MUA.

Such a Legacy Display Element need not be rendered to the user of an MUA that implements this
specification, because the MUA already knows the correct Header Field information and can
render it to the user in the appropriate part of the MUA's user interface rather than in the body
of the message.

See Section 5.2.2 for how to insert a Legacy Display Element into a text/plain Main Body Part.
See Section 5.2.3 for how to insert a Legacy Display Element into a text/html Main Body Part.
See Section 4.5.3 for how to avoid rendering a Legacy Display Element.
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2.2. HP-Outer Header Field

This document also specifies a new Header Field: HP-Outer.

This Header Field is used only in the Header Section of the Cryptographic Payload of an
encrypted message. It is not relevant for signed-only messages. It documents, with the same
cryptographic guarantees shared by the rest of the message, the sender's choices about Header
Field confidentiality. It does so by embedding a copy within the Cryptographic Envelope of every
non-structural Header Field that the sender put outside the Cryptographic Envelope. This
Header Field enables the MUA receiving the encrypted message to reliably identify whether the
sending MUA intended to make a Header Field confidential (see Section 11.3).

The HP-Outer Header Fields in a message's Cryptographic Payload are useful for ensuring that
any confidential Header Field will not be automatically leaked in the clear if the user replies to
or forwards the message. They may also be useful for an MUA that indicates the confidentiality
status of any given Header Field to the user.

An implementation that composes encrypted email MUST include a copy of all non-structural
Header Fields deliberately exposed to the outside of the Cryptographic Envelope using a series of
HP-Outer Header Fields within the Cryptographic Payload. These HP-Outer MIME Header Fields
should only ever appear directly within the Header Section of the Cryptographic Payload of a
Cryptographic Envelope offering confidentiality. They MUST be ignored for the purposes of
evaluating the message's Header Protection if they appear in other places.

Each instance of HP-Outer contains a non-structural Header Field name and the value that this
Header Field was set in within the outer (unprotected) Header Section. The HP-Outer Header
Field can appear multiple times in the Header Section of a Cryptographic Payload.

If a non-structural Header Field named Z is present in Header Section of the Cryptographic
Payload but doesn't appear in an HP-Outer Header Field value at all, then the sender is
effectively asserting that every instance of Z was made confidential by removal from the Outer
Header Section. Specifically, it means that no Header Field Z was included on the outside of the
message's Cryptographic Envelope by the sender at the time the message was injected into the
mail system.

See Section 5.2 for how to insert HP-Outer Header Fields into an encrypted message. See Section
4.3 for how to determine the end-to-end confidentiality of a given Header Field from an
encrypted message with Header Protection using HP-Outer. See Section 6.1 for how an MUA can
safely reply to (or forward) an encrypted message without leaking confidential Header Fields by
default.

2.2.1. HP-Outer Header Field Definition

The syntax of this Header Field is defined using the following ABNF [RFC5234], where field-
name, WSP, VCHAR, and FWS are defined in [RFC5322]:
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hp-outer = "HP-Outer:" [FWS] field-name ": "
hp-outer-value CRLF

hp-outer-value =  (*([FWS] VCHAR) *WSP)

Note that hp-outer-value is the same as unstructured from Section 3.2.5 of [RFC5322] but
without the obsolete obs-unstruct option.

3. Header Confidentiality Policy

An MUA composing an encrypted message according to this specification may make any given
Header Field confidential by removing it from the Header Section outside the Cryptographic
Envelope or by obscuring it by rewriting it to a different value in that outer Header Section. The
composing MUA faces a choice for any new message: Which Header Fields should be made
confidential, and how?

This section defines the "Header Confidentiality Policy" (or HCP) as a well-defined abstraction to
encourage MUA developers to consider, document, and share reasonable policies across the
community. It establishes a registry of known HCPs, defines a small number of simple HCPs in
that registry, and makes a recommendation for a reasonable default.

Note that such a policy is only needed when the end-to-end protections include encryption
(confidentiality). No comparable policy is needed for other end-to-end cryptographic protections
(integrity and authenticity), as they are simply uniformly applied so that all Header Fields
known by the sender have these protections.

This asymmetry is a consequence of complexities in existing message delivery systems, some of
which may reject, drop, or delay messages where all Header Fields are removed from the top-
level MIME object.

Note that no representation of the HCP itself ever appears "on the wire". However, the consumer
of the encrypted message can see the decisions that were made by the sender's HCP via the HP-
Outer Header Fields (see Section 2.2).

3.1. HCP Definition

In this document, we represent that Header Confidentiality Policy as a function hcp:

e hcp(name, val_in) -> val_out: This function takes a non-structural Header Field
identified by name with the initial value val_in as arguments and returns a replacement
header value val_out. If val_out is the special value null, it means that the Header Field in
question should be removed from the set of Header Fields visible outside the Cryptographic
Envelope.

In the pseudocode descriptions of various choices of HCP in this document, any comparison with
the name input is done case-insensitively. This is appropriate for Header Field names, as
described in [RFC5322].
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Note that hcp is only applied to non-structural Header Fields. When composing a message,
Structural Header Fields are dealt with separately, as described in Section 5.2.

As an example, an MUA that obscures the Subject Header Field by replacing it with the literal
string "[ ... ]" hides all Cc'ed recipients and does not offer confidentiality to any other Header
Fields that would be represented as (in pseudocode):

hcp_example_hide_cc(name, val_in) — val_out:
if lower(name) is 'subject':
return '[...]"
else if lower(name) is 'cc':
return null
else:
return val_in

For alignment with common practice as well as the ABNF in Section 2.2.1 for HP-Outer, val_out
MUST be one of the following:

e identical to val_in,

o the special value null (meaning that the Header Field will be removed from the outside of
the message), or

* a sequence of whitespace (that is, space or tab) and printable 7-bit, clean ASCII characters
(of course, non-ASCII text can be encoded as ASCII using the encoded-word construct from
[RFC2047])

The HCP can compute val_out using any technique describable in pseudocode, such as copying
a fixed string or invocations of other pseudocode functions. If it alters the value, it MUST NOT
include control or NUL characters in val_out. val_out SHOULD match the expected ABNF for
the Header Field identified by name.

3.1.1. HCP Avoids Changing from addr-spec

The From Header Field should also be treated specially by the HCP to enable defense against
possible email address spoofing (see Section 10.1). In particular, for hcp("From", val_in), the
addr-spec of val_in and the addr-spec of val_out SHOULD match according to Section 4.4.5,
unless the sending MUA has additional knowledge coordinated with the receiving MUA about
more subtle addr-spec equivalence or certificate validity.

3.2. Initial Registered HCPs

This document formally defines three Header Confidentiality Policies with known and
reasonably well-understood characteristics as a way to compare and contrast different possible
behavioral choices for a composing MUA. These definitions are not meant to preclude the
creation of other HCPs.

The purpose of the registry of HCPs is to facilitate HCP evolution and interoperability discussion
among MUA developers and MTA operators.
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(The example hypothetical HCP, hcp_example_hide_cc, described in Section 3.1 above is
deliberately not formally registered, as it has not been evaluated in practice.)

3.2.1. Baseline Header Confidentiality Policy

The most conservative recommended Header Confidentiality Policy only provides
confidentiality for Informational Fields, as defined in Section 3.6.5 of [RFC5322]. These fields are
"only human-readable content" and thus their content should not be relevant to transport
agents. Since most Internet messages today do have a Subject Header Field, and some filtering
engines might object to a message without a Subject, this policy is conservative and merely
obscures that Header Field by replacing it with a fixed string [ . . . ]. By contrast, Comments and
Keywords Header Fields are comparatively rare, so these fields are removed entirely from the
Outer Header Section.

hcp_baseline(name, val_in) - val_out:
if lower(name) is 'subject':
return '[...]"
else if lower(name) is in ['comments', 'keywords']:
return null
else:
return val_in

hcp_baseline is the recommended default HCP for a new implementation, as it provides
meaningful confidentiality protections and is unlikely to cause deliverability or usability
problems.

3.2.2. Shy Header Confidentiality Policy

Alternately, a slightly more ambitious (and therefore more privacy-preserving) Header
Confidentiality Policy might avoid leaking human-interpretable data that MTAs generally don't
care about. The additional protected data isn't related to message routing or transport but might
reveal sensitive information about the sender or their relationship to the recipients. This "shy"
HCP builds on hcp_baseline but also:

* avoids revealing the display-name of each identified email address and
* avoids leaking the sender's locally configured time zone in the Date Header Field.
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hcp_shy(name, val_in) —val_out:
if lower(name) is 'from':
if val_in is an RFC 5322 mailbox:
return the RFC 5322 addr-spec part of val_in
if lower(name) in ['to', 'cc']:
if val_in is an RFC 5322 mailbox-list:
let val_out be an empty mailbox-1list
for each mailbox in val_in:
append the RFC 5322 addr-spec part of mailbox to val_out
return val_out
if lower(name) is 'date’:
if val_in is an RFC 5322 date-time:
return the UTC form of val_in
else if lower(name) is 'subject':
return '[...]"
else if lower(name) is in ['comments', 'keywords']:
return null
return val_in

hcp_shy requires more sophisticated parsing and Header Field manipulation and is not
recommended as a default HCP for new implementations.

3.2.3. No Header Confidentiality Policy

Legacy MUAs can be conceptualized as offering a "No Header Confidentiality" Policy, which
offers no confidentiality protection to any Header Field:

hcp_no_confidentiality(name, val_in) —val_out:
return val_in

A conformant MUA that is not modified by local policy or configuration MUST NOT use
hcp_no_confidentiality by default.

3.3. Default Header Confidentiality Policy

An MUA MUST have a default Header Confidentiality Policy that offers confidentiality for the
Subject Header Field at least. Local policy and configuration may alter this default, but the MUA
SHOULD NOT require the user to select an HCP.

hcp_baseline provides confidentiality for the Subject Header Field by replacing it with the
literal string "[ . . . ]". It also provides confidentiality for the other less common Informational
Header Fields (Comments and Keywords) by removing them entirely from the outer Header
Section. This is a sensible default because most users treat the Informational Fields of a message
(particularly the Subject) the same way that they treat the body, and they are surprised to find
that the Subject of an encrypted message is visible.
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3.4. HCP Evolution

This document does not mandate any particular Header Confidentiality Policy, though it offers
guidance for MUA implementers in selecting one in Section 3.3. Future documents may
recommend or mandate such a policy for an MUA with specific needs. Such a recommendation
might be motivated by descriptions of metadata-derived attacks, stem from research about
message deliverability, or describe new signaling mechanisms, but these topics are out of scope
for this document.

3.4.1. Offering More Ambitious Header Confidentiality

An MUA MAY offer even more ambitious confidentiality for Header Fields of an encrypted
message than defined in Section 3.2.2. For example, it might implement an HCP that removes the
To and Cc Header Fields entirely, relying on the SMTP envelope to ensure proper routing. Or it
might remove References and In-Reply-To so that message threading is not visible to any MTA.
Any more ambitious choice might result in deliverability, rendering, or usability issues for the
relevant messages, so testing and documentation will be valuable to get this right.

The authors of this document hope that implementers with deployment experience will
document their chosen Header Confidentiality Policy and the rationale behind their choice.

3.4.2. Expert Guidance for Registering Header Confidentiality Policies

There is no formal syntax specified for the Header Confidentiality Policy, but any attempt to
specify an HCP for inclusion in the registry needs to provide:

* a stable reference document clearly indicating the distinct name for the proposed HCP,
* pseudocode that other implementers can clearly and unambiguously interpret,
* a clear explanation of why this HCP is different from all other registered HCPs, and

* any relevant considerations related to deployment of the HCP (for example, known or
expected deliverability, rendering, or privacy challenges and possible mitigations).

When the proposed HCP produces any non-null output for a given Header Field name, val_out
SHOULD match the expected ABNF for that Header Field. If the proposed HCP does not match the
expected ABNF for that Header Field, the documentation should explicitly identify the relevant
circumstances and provide a justification for the deviation.

An entry should not be marked as "Recommended" unless it has been shown to offer
confidentiality or privacy improvements over the status quo and have minimal or mitigatory
negative impact on messages to which it is applied, considering factors such as message
deliverability and security. Only one entry in the table (hcp_baseline) is initially marked as
"Recommended". In the future, more than one entry may be marked as "Recommended".

4. Receiving Guidance

An MUA that receives a cryptographically protected email will render it for the user.
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The receiving MUA will render the message body, render a selected subset of Header Fields, and
provide a summary of the cryptographic properties of the message (as described in Section 3 of
[REC9787]).

Most MUAs only render a subset of Header Fields by default. For example, most MUAs render the
From, To, Cc, Date, and Subject Header Fields to the user, but few render Message-Id or
Received.

An MUA that knows how to handle a message with Header Protection makes the following four
changes to its behavior when rendering a message:

o If the MUA detects that an incoming message has protected Header Fields:

> For a Header Field that is present in the protected Header Section, the MUA SHOULD
render the protected value and ignore any unprotected counterparts that may be present
(with a special exception for the From Header Field (see Section 4.4)).

- For a Header Field that is present only in the unprotected Header Section, the MUA
SHOULD NOT render that value. If it does render the value, the MUA SHOULD indicate that
the rendered value is unprotected. For an exception to this, see Section 7 for a discussion
of some specific Header Fields that are known to be added in transit and therefore are not
expected to have end-to-end cryptographic protections.

* The MUA SHOULD include information in the message's Cryptographic Summary to indicate
the types of protection that applied to each rendered Header Field (if any).

* If any Legacy Display Elements are present in the body of the message, it does not render
them.

* When replying to a message with confidential Header Fields, the replying MUA avoids
leaking any Header Fields that were confidential in the original into the cleartext of the
reply. It does this even if its own Header Confidentiality Policy would not have treated those
Header Fields as confidential. See Section 6 for more details.

Note that an MUA that handles a message with Header Protection does not need to render any
new Header Fields that it did not render before.

4.1. Identifying That a Message Has Header Protection

An incoming message can be identified as having Header Protection using the following test:

» The Cryptographic Payload has parameter hp set to "clear" or "cipher". See Section 4.5 for
rendering guidance.

When consuming a message, an MUA MUST ignore the hp parameter to Content-Type when it
encounters it anywhere other than the root of the message's Cryptographic Payload.
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4.2. Extracting Protected and Unprotected ("Outer") Header Fields

When a message is encrypted and uses Header Protection, an MUA extracts a list of protected
Header Fields (names and values), as well as a list of Header Fields that were added by the
original message sender in unprotected form to the outside of the message's Cryptographic
Envelope.

The following algorithm takes reference message refmsg as input, which is encrypted with
Header Protection as described in this document (that is, the Cryptographic Envelope includes a
Cryptographic Layer that provides encryption, and the hp parameter for the Content-Type
Header Field of the Cryptographic Payload is cipher). It outputs a pair of lists of (h, v) Header
Fields.

4.2.1. HeaderSetsFromMessage
Method Signature:
HeaderSetsFromMessage(refmsg) -> (refouter, refprotected)
Procedure:
1. Let refheaders be the list of (h, v) protected Header Fields found in the root of the
Cryptographic Payload.
2. Let refouter be an empty list of Header Field names and values.

3. Let refprotected be an empty list of Header Field names and values.
4. For each (h, v) in refheaders:

i. If his HP-Outer:

a. Split v into (h1, v1) on the first colon (:), followed by any amount of whitespace.
b. Append (h1,v1) to refouter.

ii. Else:

a. Append (h,v) to refprotected.
5. Return refouter, refprotected.

Note that this algorithm is independent of the unprotected Header Fields. It derives its output
only from the normal Header Fields and the HP-Outer Header Fields, both contained inside the
Cryptographic Payload.

4.3. Updating the Cryptographic Summary

Regardless of whether a cryptographically protected message has protected Header Fields, the
Cryptographic Summary of the message should be modified to indicate what protections the
Header Fields have. This field-by-field status is complex and isn't necessarily intended to be
presented in full to the user. Rather, it represents the state of the message internally within the
MUA and may be used to influence behavior like replying to the message (see Section 6.1).
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Each Header Field individually has exactly one of the following protection states:

e unprotected (has no Header Protection)

* signed-only (bound into the same validated signature as the enclosing message, but also
visible in transit)

* encrypted-only (only appears within the Cryptographic Payload; the corresponding
external Header Field was either removed or obscured)

* signed-and-encrypted (same as encrypted-only, but additionally is under a validated
signature)

If the message does not have Header Protection (as determined by Section 4.1), then all of the
Header Fields are by definition unprotected.

If the message has Header Protection, an MUA SHOULD use the following algorithm to compute
the protection state of a protected Header Field (h, v) (that is, an element of refprotected from
Section 4.2):

4.3.1. HeaderFieldProtection

Method signature:
HeaderFieldProtection(msg, h, v) -> protection_state
Procedure:

1. Let ct be the Content-Type of the root of the Cryptographic Payload of msg.
2. Compute (refouter, refprotected) from HeaderSetsFromMessage(msg).
3.1If (h, v)isnotin refprotected:

i. Abort, v is not a valid value for header h.

4. Letis_sig_valid be false.
5. If the message is signed:

i. Let is_sig_valid be the result of validating the signature.

6. If the message is encrypted, ct has a parameter hp="cipher", and (h, v) is not in refouter:

i. Return signed-and-encrypted if is_sig_valid is otherwise encrypted-only.
7. Return signed-only if is_sig_valid is otherwise unprotected.
Note that:

* This algorithm is independent of the unprotected Header Fields. It derives the protection
state only from (h, v) and the set of HP-Outer Header Fields, both of which are inside the
Cryptographic Envelope.

o If the signature fails validation, the MUA lowers the affected state to unprotected or
encrypted-only without any additional warning to the user, as specified by Section 3.1 of
[RFC9787].
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* Data from signed-and-encrypted and encrypted-only Header Fields may still not be fully
private (see Section 11.2).

* Encryption may have been added in transit to an originally signed-only message. Thus, only
consider Header Fields to be confidential if the sender indicates it with the hp="cipher"
parameter.

* The protection state of a Header Field may be weaker than that of the message body. For
example, a message body can be signed-and-encrypted, but a Header Field that is copied
unmodified to the unprotected Header Section is signed-only.

If the message has Header Protection, Header Fields that are not in refprotected (e.g., because
they were added in transit) are unprotected.

Rendering the cryptographic status of each Header Field is likely to be complex and messy --
users may not understand it. It is beyond the scope of this document to suggest any specific
graphical affordances or user experience. Future work should include examples of successful
rendering of this information.

4.4. Handling Mismatch of From Header Fields

End-to-end (MUA-to-MUA) Header Protection is good for authenticity, integrity, and
confidentiality, but it potentially introduces new issues when an MUA depends on its MTA to
authenticate parts of the Header Section. The latter is typically the case in modern email systems.

In particular, when an MUA depends on its MTA to ensure that the email address in the
(unprotected) From Header Field is authentic, but the MUA renders the email address of the
protected From Header Field that differs from the address visible to the MTA, this could create a
risk of sender address spoofing (see Section 10.1). This potential risk applies to signed-only
messages as well as signed-and-encrypted messages.

4.4.1. Definitions

4.4.1.1. From Header Field Mismatch
"From Header Field Mismatch" is defined as follows:

The addr-spec of the inner From Header Field doesn't match the addr-spec of the outer From
Header Field (see Section 4.4.5).

Note: The unprotected From Header Field used in this comparison is the actual outer Header
Field (as seen by the MTA), not the value indicated by any potential inner HP-Outer.

4.4.1.2. No Valid and Correctly Bound Signature
"No Valid and Correctly Bound Signature" is defined as follows:

There is no valid signature made by a certificate for which the MUA has a valid binding to the
protected From address. This includes:

 the message has no signature,
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* the message has a broken signature, or

* the message has a valid signature, but the receiving MUA does not see any valid binding
between the signing certificate and the addr-spec of the inner From Header Field.

Note: There are many possible ways that an MUA could choose to validate a certificate-to-
address binding. For example, the MUA could ensure the certificate is issued by one of a set of
trusted certification authorities, it could rely on the user to do a manual out-of-band
comparison, it could rely on a DNSSEC signal ([REC7929] or [RFC8162]), and so on. It is beyond
the scope of this document to describe all possible ways an MUA might validate the certificate-to-
address binding or to choose among them.

4.4.2. Warning for From Header Field Mismatch

To mitigate the above described risk of sender address spoofing, an MUA SHOULD warn the user
whenever both of the following conditions are met:

* From Header Field Mismatch (as defined in Section 4.4.1.1)
* No Valid and Correctly Bound Signature (as defined in Section 4.4.1.2)

This warning should be comparable to the MUA's warning about messages that are likely spam
or phishing, and it SHOULD show both of the non-matching From Header Fields.

4.4.3. From Header Field Rendering

Furthermore, a receiving MUA that depends on its MTA to authenticate the unprotected (outer)
From Header Field SHOULD render the outer From Header Field (as an exception to the guidance
in the beginning of Section 4) if both of the following conditions are met:

* From Header Field Mismatch (as defined in Section 4.4.1.1)
* No Valid and Correctly Bound Signature (as defined in Section 4.4.1.2)

An MUA MAY apply a local preference to render a different display name (e.g., from an address
book).

See Section 10.1.1 for a detailed explanation of this rendering guidance.

4.4.4. Handling the Protected From Header Field When Responding

When responding to a message, an MUA has different ways to populate the recipients of the new
message. Depending on whether it is a Reply, a Reply All, or a Forward, an MUA may populate
the composer view using a combination of the referenced message's From, To, Cc, Reply-To, or
Mail-Followup-To Header Fields or any other signals.

When responding to a message with Header Protection, an MUA MUST only use the protected
Header Fields when populating the recipients of the new message.

This avoids compromise of message confidentiality when a man-in-the-middle (MITM) attacker
modifies the unprotected From address of an encrypted message, attempting to learn the
contents through a misdirected reply. Note that with the rendering guidance above, a MITM
attacker can cause the unprotected From Header Field to be displayed. Thus, when responding,
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the populated To address may differ from the rendered From address. However, this change in
addresses should not cause more user confusion than the address change caused by a Reply-To
in a Legacy Message does.

4.4.5. Matching addr-specs

When generating (Section 3.1.1) or consuming (Section 4.4) a protected From Header Field, the
MUA considers the equivalence of two different addr-spec values.

First, the MUA MUST check whether the domain part of an addr-spec being compared contains a
U-label [RFC5890]. If it does, it MUST be converted to the A-label form, which is described in
[RFC5891]. We call a domain converted in this way (or the original domain if it didn't contain
any U-label) "the ASCII version of the domain part". Second, the MUA MUST compare the ASCII
version of the domain part of the two addr-specs by standard DNS comparison: Assume ASCII
text and compare alphabetic characters case-insensitively, as described in Section 3.1 of
[RFC1035]. If the domain parts match, then the two local-parts are matched against each other.
The simplest and most common comparison for the local-part is also an ASCII-based, case-
insensitive match. If the MUA has special knowledge about the domain and, when composing, it
can reasonably expect the receiving MUAs to have the same information, it MAY match the
local-part using a more sophisticated and inclusive matching algorithm.

It is beyond the scope of this document to recommend a more sophisticated and inclusive
matching algorithm.

4.5. Rendering a Message with Header Protection

When the Cryptographic Payload's Content-Type has the parameter hp set to "clear" or
"cipher", the values of the protected Header Fields are drawn from the Header Fields of the
Cryptographic Payload, and the body that is rendered is the Cryptographic Payload itself.

4.5.1. Example Signed-Only Message

Consider a message with this structure, where the MUA is able to validate the cryptographic
signature:

A L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

B multipart/alternative [Cryptographic Payload + Rendered Body]
C text/plain
D text/html

The message body should be rendered the same way as this message:

B multipart/alternative
C text/plain
D text/html

The MUA should render Header Fields taken from part B.
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Its Cryptographic Summary should indicate that the message was signed and all rendered
Header Fields were included in the signature.

Because this message is signed-only, none of its parts will have a Legacy Display Element.
The MUA should ignore Header Fields from part A for the purposes of rendering.

4.5.2. Example Signed-and-Encrypted Message

Consider a message with this structure, where the MUA is able to validate the cryptographic
signature:

E L—application/pkcs7-mime; smime-type="enveloped-data"
1 (decrypts to)

F L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

G multipart/alternative [Cryptographic Payload + Rendered Body]
H text/plain
I text/html

The message body should be rendered the same way as this message:

G multipart/alternative
H text/plain

I text/html

It should render Header Fields taken from part G.
Its Cryptographic Summary should indicate that the message is signed-and-encrypted.

When rendering the Cryptographic Status of a Header Field and when composing a reply, each
Header Field found in G should be considered against all HP-Outer Header Fields found in G. If
an HP-Outer Header Field that matches both the name and value is found, the Header Field's
Cryptographic Status is just signed-only, even though the message itself is signed-and-
encrypted. If no matching HP-Outer Header Field is found, the Header Field's Cryptographic
Status is signed-and-encrypted, like the rest of the message.

If any of the User-Facing Header Fields are removed or obscured, the composer of this message
may have placed Legacy Display Elements in parts H and L.

The MUA should ignore Header Fields from part E for the purposes of rendering.

4.5.3. Do Not Render Legacy Display Elements

As described in Section 2.1.2, a message with cryptographic confidentiality protection MAY
include Legacy Display Elements for backward compatibility with Legacy MUAs. These Legacy
Display Elements are strictly decorative and unambiguously identifiable and will be discarded
by compliant implementations.
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The receiving MUA MUST completely avoid rendering the identified Legacy Display Elements to
the user, since it is aware of Header Protection and can render the actual protected Header
Fields.

If a text/html or text/plain part within the Cryptographic Envelope is identified as containing
Legacy Display Elements, those elements MUST be hidden when rendering and MUST be dropped
when generating a draft reply or inline forwarded message. Whenever a Message or MIME
subtree is exported, downloaded, or otherwise further processed, if there is no need to retain a
valid cryptographic signature, the implementer MAY drop the Legacy Display Elements.

4.5.3.1. Identifying a Part with Legacy Display Elements

A receiving MUA acting on a message that contains an encrypting Cryptographic Layer identifies
a MIME subpart within the Cryptographic Payload as containing Legacy Display Elements based
on the Content-Type of the subpart. The subpart's Content-Type:

* contains a parameter hp-legacy-display with value set to 1 and
* is either text/html (see Section 4.5.3.3) or text/plain (see Section 4.5.3.2).

Note that the term "subpart" above is used in the general sense: If the Cryptographic Payload is a
single part, that part itself may contain a Legacy Display Element if it is marked with the hp-
legacy-display="1" parameter.

4.5.3.2. Omitting Legacy Display Elements from text/plain

If a text/plain part within the Cryptographic Payload has the Content-Type parameter hp-
legacy-display="1", it should be processed before rendering in the following fashion:

* Discard the leading lines of the body of the part up to and including the first entirely blank
line.

Note that implementing this strategy is dependent on the charset used by the MIME part.

See Appendix E.1 for an example.

4.5.3.3. Omitting Legacy Display Elements from text/html

If a text/html part within the Cryptographic Payload has the Content-Type parameter hp-
legacy-display="1", it should be processed before rendering in the following fashion:

o If any element of the HTML <body> is a <div> with class attribute header-protection-
legacy-display, that entire element should be omitted.

This cleanup could be done, for example, as a custom rule in the MUA's HTML sanitizer, if one
exists. Another implementation strategy for an HTML-capable MUA would be to add an entry to
the [CSS] style sheet for such a part:

body div.header-protection-legacy-display { display: none; }
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4.6. Implicitly Rendered Header Fields

While the From, To, Cc, Subject, and Date Header Fields are often explicitly rendered to the
user, some Header Fields do affect message display without being explicitly rendered.

For example, the Message-Id, References, and In-Reply-To Header Fields may collectively be
used to place a message in a "thread" or series of messages.

In another example, Section 6.2 notes that the value of the Reply-To field can influence the draft
reply message. So while the user may never see the Reply-To Header Field directly, it is
implicitly "rendered" when the user interacts with the message by replying to it.

An MUA that depends on any implicitly rendered Header Field in a message with Header
Protection MUST use the value from the protected Header Field and SHOULD NOT use any value
found outside the cryptographic protection unless it is known to be a Header Field added in
transit, as specified in Section 7.

4.7. Handling Undecryptable Messages

An MUA might receive an apparently encrypted message that it cannot currently decrypt. For
example, when an MUA does not have regular access to the secret key material needed for
decryption, it cannot know the cryptographically protected Header Fields or even whether the
message has any cryptographically protected Header Fields.

Such an undecrypted message will be rendered by the MUA as a message without any Header
Protection. This means that the message summary may well change how it is rendered when the
user is finally able to supply the secret key.

For example, the rendering of the Subject Header Field in a mailbox summary might change
from [...] to the real message subject when the message is decrypted. Or the message's
placement in a message thread might change if, say, References or In-Reply-To have been
removed or obscured (see Section 4.6).

Additionally, if the MUA does not retain access to the decrypting secret key, and it drops the
decrypted form of a message, the message's rendering may revert to the encrypted form. For
example, if an MUA follows this behavior, the Subject Header Field in a mailbox summary
might change from the real message subject back to [ ... ]. Or the message might be displayed
outside of its current thread if the MUA loses access to a removed References or In-Reply-To
header.

These behaviors are likely to surprise the user. However, an MUA has several possible ways of
reducing or avoiding all of these surprises, including:

* Ensuring that the MUA always has access to decryption-capable secret key material.

* Rendering undecrypted messages in a special quarantine view until the decryption-capable
secret key material is available.
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To reduce or avoid the surprises associated with a decrypted message with removed or obscured
Header Fields becoming undecryptable, the MUA could also:

* Securely cache metadata from a decrypted message's protected Header Fields so that its
rendering doesn't change after the first decryption.

* Securely store the session key associated with a decrypted message so that attempts to read
the message when the long-term secret key is unavailable can proceed using only the
session key itself. For example, see the discussion about stashing session keys in Section 9.1
of [RFC9787].

4.8. Guidance for Automated Message Handling

Some automated systems have a control channel that is operated by email. For example, an
incoming email message could subscribe someone to a mailing list, initiate the purchase of a
specific product, approve another message for redistribution, or adjust the state of some shared
object.

To the extent that such a system depends on end-to-end cryptographic guarantees about the
email control message, Header Protection as defined in this document should improve the
system's security. This section provides some specific guidance for systems that use email
messages as a control channel that want to benefit from these security improvements.

4.8.1. Only Interpret Protected Header Fields

Consider the situation where an email-based control channel depends on the message's
cryptographic signature and the action taken depends on some Header Field of the message.

In this case, the automated system MUST rely on information from the Header Field that is
protected by the mechanism defined in this document. It MUST NOT rely on any Header Field
found outside the Cryptographic Payload.

For example, consider an administrative interface for a mailing list manager that only accepts
control messages that are signed by one of its administrators. When an inbound message for the
list arrives, it is queued (waiting for administrative approval) and the system generates and
listens for two distinct email addresses related to the queued message -- one that approves the
message and one that rejects it. If an administrator sends a signed control message to the
approval address, the mailing list verifies that the protected To Header Field of the signed
control message contains the approval address before approving the queued message for
redistribution. If the protected To Header Field does not contain that address, or there is no
protected To Header Field, then the mailing list logs or reports the error and does not act on that
control message.

4.8.2. Ignore Legacy Display Elements

Consider the situation where an email-based control channel expects to receive an end-to-end
encrypted message -- for example, where the control messages need confidentiality guarantees --
and where the action taken depends on the contents of some MIME part within the message
body.
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In this case, the automated system that decrypts the incoming messages and scans the relevant
MIME part MUST identify when the MIME part contains a Legacy Display Element (see Section
4.5.3.1), and it MUST parse the relevant MIME part with the Legacy Display Element removed.

For example, consider an administrative interface of a confidential issue tracking software. An
authorized user can confidentially adjust the status of a tracked issue by a specially formatted
first line of the message body (for example, severity #183 serious). When the user's MUA
encrypts a plaintext control message to this issue tracker, depending on the MUA's HCP and its
choice of 1legacy value, it may add a Legacy Display Element. If it does so, then the first line of
the message body will contain a decorative copy of the confidential Subject Header Field. The
issue tracking software decrypts the incoming control message, identifies that there is a Legacy
Display Element in the part (see Section 4.5.3.1), strips the lines comprising the Legacy Display
Element (including the first blank line), and only then parses the remaining top line to look for
the expected special formatting.

4.9. Affordances for Debugging and Troubleshooting

Note that advanced users of an MUA may need access to the original message, for example, to
troubleshoot problems with the rendering MUA itself or problems with the SMTP transport path
taken by the message.

An MUA that applies these rendering guidelines SHOULD ensure that the full original source of
the message as it was received remains available to such a user for debugging and
troubleshooting.

If a troubleshooting scenario demands information about the cryptographically protected values
of Header Fields, and the message is encrypted, the debugging interface SHOULD also provide a
"source" view of the Cryptographic Payload itself, alongside the full original source of the
message as received.

4.10. Handling RFC8551HP Messages (Backward Compatibility)

Section 1.1.1 describes some drawbacks to the Header Protection scheme defined in [RFC8551],
referred to here as RFC8551HP. An MUA MUST NOT generate an RFC8551HP message. However,
for backward compatibility, an MUA MAY try to render or respond to such a message as though
the message has standard Header Protection.

The following two sections contain guidance for identifying, rendering, and replying to
RFC8551HP messages. Corresponding test vectors are provided in Appendices C.2.5, C.2.6, and C.
3.17.

4.10.1. Identifying an RFC8551HP Message

An RFC8551HP message can be identified by its MIME structure, given that all of the following
conditions are met:

o It has a well-formed Cryptographic Envelope consisting of at least one Cryptographic Layer
as the outermost MIME object.
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* The Cryptographic Payload is a single message/rfc822 object.

* The message that constitutes the Cryptographic Payload does not itself have a well-formed
Cryptographic Envelope; that is, its outermost MIME object is not a Cryptographic Layer.

* No Content-Type parameter of hp= is set on either the Cryptographic Payload or its
immediate MIME child.

Here is the MIME structure of an example signed-and-encrypted RFC8551HP message:

A —application/pkcs7-mime; smime-type="enveloped-data"
1 (decrypts to)
B L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)
message/rfc822 [Cryptographic Payload]
multipart/alternative [Rendered Body]
text/plain
text/html

Mmoo

This meets the definition of an RFC8551HP message because:

* Cryptographic Layers A and B form the Cryptographic Envelope.

* The Cryptographic Payload, rooted in part C, has Content-Type: message/rfc822.
o Part D (the MIME root of the message at C) is itself not a Cryptographic Layer.

* Neither part C nor part D have any hp parameters set on their Content-Type.

4.10.2. Rendering or Responding to an RFC8551HP Message

When an MUA has precisely identified a message as an RFC8551HP message, the MUA MAY
render or respond to that message as though it were a message with Header Protection as
defined in this document by making the following adjustments:

* Rather than rendering the message body as the Cryptographic Payload itself (part C in the
example above), render the RFC8551HP message's body as the MIME subtree that is the
Cryptographic Payload's immediate child (part D).

* Make a comparable modification to HeaderSetsFromMessage (Section 4.2.1) and
HeaderFieldProtection (Section 4.3.1): Both algorithms currently look for the protected
Header Fields on the Cryptographic Payload (part C), but they should instead look at the
Cryptographic Payload's immediate child (part D).

o If the Cryptographic Envelope is signed-only, behave as though there is an hp="clear"
parameter for the Cryptographic Payload; if the Envelope contains encryption, behave as
though there is an hp="cipher" parameter. That is, infer the sender's cryptographic intent
from the structure of the message.

o If the Cryptographic Envelope contains encryption, further modify HeaderSetsFromMessage
to derive refouter from the actual outer message Header Fields (those found in part A in
the example above) rather than looking for HP-Outer Header Fields with the other protected
Header Fields. That is, infer Header Field confidentiality based on the unprotected headers.
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The inferences in the above modifications are not based on any strong end-to-end guarantees.
An intervening MTA may tamper with the message's outer Header Section or wrap the message
in an encryption layer to undetectably change the recipient's understanding of the
confidentiality of the message's Header Fields or the message body itself.

4.11. Rendering Other Schemes

Other MUAs may have generated different structures of messages that aim to offer end-to-end
cryptographic protections that include Header Protection. This document is not normative for
those schemes, and it is NOT RECOMMENDED to generate these other schemes, as they can either
have structural flaws or simply render poorly on Legacy MUAs. A conformant MUA MAY attempt
to infer Header Protection when rendering an existing message that appears to use some other
scheme not documented here. Pointers to some known other schemes can be found in Appendix
F.

5. Sending Guidance

This section describes the process an MUA should use to apply cryptographic protection to an
email message with Header Protection.

When composing a message with end-to-end cryptographic protections, an MUA SHOULD apply
Header Protection.

When generating such a message, an MUA MUST add the hp parameter (see Section 2.1.1) only to
the Content-Type Header Field at the root of the message's Cryptographic Payload. The value of
the parameter MUST indicate whether the Cryptographic Envelope contains a layer that provides
encryption.

5.1. Composing a Cryptographically Protected Message Without Header
Protection

For contrast, we first consider the typical message composition process of a Legacy Crypto MUA,
which does not provide any Header Protection.

This process is described in Section 5.1 of [RFC9787]. We replicate it here for reference. The
inputs to the algorithm are:

* origbody: The traditional unprotected message body as a well-formed MIME tree (possibly
just a single MIME leaf part). As a well-formed MIME tree, origbody already has structural
Header Fields (Content-*) present.

* origheaders: The intended non-structural Header Fields for the message, represented here
as a list of (h, v) pairs, where h is a Header Field name and v is the associated value. Note
that these are Header Fields that the MUA intends to be visible to the recipient of the
message. In particular, if the MUA uses the Bcc Header Field during composition but plans
to omit it from the message (see Section 3.6.3 of [RFC5322]), it will not be in origheaders.
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 crypto: The series of cryptographic protections to apply (for example, "sign with the secret
key corresponding to X.509 certificate X, then encrypt to X.509 certificates X and Y"). This is a
routine that accepts a MIME tree as input (the Cryptographic Payload), wraps the input in
the appropriate Cryptographic Envelope, and returns the resultant MIME tree as output.

The algorithm returns a MIME object that is ready to be injected into the mail system.

5.1.1. ComposeNoHeaderProtection

Method Signature:
ComposeNoHeaderProtection(origbody, origheaders, crypto) -> mime_message
Procedure:

1. Apply crypto to MIME part origbody, producing MIME tree output.
2. For each Header Field name and value (h,v) in origheaders:

i. Add Header Field h to output with value v.

3. Return output.

5.2. Composing a Message with Header Protection

To compose a message using Header Protection, the composing MUA uses the following inputs:

* all the inputs described in Section 5.1
* hcp: a Header Confidentiality Policy, as defined in Section 3

* respond: if the new message is a response to another message (e.g., "Reply", "Reply All",
"Forward", etc.), the MUA function corresponding to the user's action (see Section 6.1),
otherwise null

» refmsg: if the new message is a response to another message, the message being responded
to, otherwise null

* legacy: a boolean value, indicating whether any recipient of the message is believed to have
a Legacy MUA. If all recipients are known to implement this document, legacy should be set
to false. (How an MUA determines the value of 1legacy is out of scope for this document; an
initial implementation can simply set it to true.)

To enable visibility of User-Facing but now removed/obscured Header Fields for decryption-
capable Legacy MUAs, the Header Fields are included as a decorative Legacy Display Element in
specially marked parts of the message (see Section 2.1.2). This document recommends two
mechanisms for such a decorative adjustment: one for a text/html Main Body Part of the email
message and one for a text/plain Main Body Part. This document does not recommend adding
a Legacy Display Element to any other part.

Please see Section 7.1 of [RFC9787] for guidance on identifying the parts of a message that are a
Main Body Part.
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5.2.1. Compose
Method Signature:

Compose(origbody, origheaders, crypto, hcp, respond, refmsg, legacy) ->
mime_message

Procedure:

1. Let newbody be a copy of origbody.
2. If crypto contains encryption and legacy is true:

i. Create 1d1list, an empty list of (header, value) pairs.
ii. For each Header Field name and value (h, v) in origheaders:

a. If h is User-Facing (see Section 1.1.2 of [RFC9787]):
L. If hep(h,v) isnot v:
A.Add (h,v) to 1dlist.

iii. If 1d1ist is not empty:
a. Identify each leaf MIME part of newbody that represents the "main body" of the message.
b. For each "Main Body Part" bodypart of type text/plain or text/html:
I. Adjust bodypart by inserting a Legacy Display Element header list 1d1ist into its
content and adding a Content-Type parameter hp-legacy-display with value 1 (see
Section 5.2.2 for text/plain and Section 5.2.3 for text/html).
3. For each Header Field name and value (h,v) in origheaders:

i. Add Header Field h to MIME part newbody with value v.

4.If crypto does not contain encryption:

1. Set the hp parameter on the Content-Type of MIME part newbody to clear.
ii. Let newheaders be a copy of origheaders.

5. Else (if crypto contains encryption):

i. Set the hp parameter on the Content-Type of MIME part newbody to cipher.
ii. If refmsg is not null, respond is not null, and refmsg itself is encrypted with header
protection:

a. Let response_hcp be a single-use HCP derived from respond and refmsg (see Section
6.1).

iii. Else (if this is not a response to an encrypted, header-protected message):

a. Set response_hcp to hcp_no_confidentiality.

iv. Create a new empty list of Header Field names and values newheaders.
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v. For each Header Field name and value (h, v) in origheaders:

a. Let newval be hcp(h, v).
b. If newvalis v:

I. Let newval be response_hcp(h, v).

c. If newval is not null):

I. Add (h, newval) to newheaders.

vi. For each Header Field name and value (h, v) in newheaders:

a. Let string record be the concatenation of h, a literal ": " (ASCII colon (0x3A) followed
by ASCII space (0x20)), and v.

b. Add Header Field "HP-Outer" to MIME part newbody with value record.
6. Apply crypto to MIME part newbody, producing MIME tree output.
7. For each Header Field name and value (h, v) in newheaders:

i. Add Header Field h to output with value v.
8. Return output.

Note that both new parameters (hcp and legacy) are effectively ignored if crypto does not
contain encryption. This is by design, because they are irrelevant for signed-only cryptographic
protections.

5.2.2. Adding a Legacy Display Element to a text/plain Part

For a list of obscured and removed User-Facing Header Fields represented as (header, value)
pairs, concatenate them as a set of lines, with one newline at the end of each pair. Add an
additional trailing newline after the resultant text, and prepend the entire list to the body of the
text/plain part.

The MUA MUST also add a Content-Type parameter of hp-legacy-display with value 1 to the
MIME part to indicate that a Legacy Display Element was added.

For example, if the list of obscured Header Fields was [ ("Cc", "alice@example.net"),
("Subject", "Thursday's meeting")], then a text/plain Main Body Part that originally
looked like this:

Content-Type: text/plain; charset=UTF-8

I think we should skip the meeting.

would become:
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Content-Type: text/plain; charset=UTF-8; hp-legacy-display=1

Subject: Thursday's meeting
Cc: alice@example.net

I think we should skip the meeting.

Note that the Legacy Display Elements (the lines beginning with Subject: and Cc:) are part of
the body of the MIME part in question.

This example assumes that the Main Body Part in question is not the root of the Cryptographic
Payload. For instance, it could be a leaf of a multipart/alternative Cryptographic Payload.
This is why no additional Header Fields have been injected into the MIME part in this example.

5.2.3. Adding a Legacy Display Element to a text/html Part

Adding a Legacy Display Element to a text/html part is similar to how it is added to a text/
plain part (see Section 5.2.2). Instead of adding the obscured or removed User-Facing Header
Fields to a block of text delimited by a blank line, the composing MUA injects them in an HTML
<div> element annotated with a class attribute of header-protection-legacy-display.

The content and formatting of this decorative <div> have no strict requirements, but they MUST
represent all the obscured and removed User-Facing Header Fields in a readable fashion. A
simple approach is to assemble the text in the same way as Section 5.2.2, wrap it in a verbatim
<pre> element, and put that element in the annotated <div>.

The annotated <div> should be placed as close to the start of the <body> as possible, where it
will be visible when viewed with a standard HTML renderer.

The MUA MUST also add a Content-Type parameter of hp-legacy-display with value 1 to the
MIME part to indicate that a Legacy Display Element was added.

For example, if the list of obscured Header Fields was [ ("Cc", "alice@example.net"),
("Subject", "Thursday's meeting")], then a text/html Main Body Part that originally
looked like this:

Content-Type: text/html; charset=UTF-8
<html><head><title></title></head><body>

<p>I think we should skip the meeting.</p>
</body></html>

would become:
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Content-Type: text/html; charset=UTF-8; hp-legacy-display=1

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Thursday's meeting

Cc: alice@example.net</pre></div>

<p>I think we should skip the meeting.</p>
</body></html>

This example assumes that the Main Body Part in question is not the root of the Cryptographic
Payload. For instance, it could be a leaf of amultipart/alternative Cryptographic Payload.
This is why no additional Header Fields have been injected into the MIME part in this example.

5.2.3.1. Step-by-Step Example for Inserting a Legacy Display Element into text/html

A composing MUA MAY insert the Legacy Display Element anywhere reasonable within the
message as long as it prioritizes visibility for the reader using a Legacy MUA that is capable of
decryption. This decision may take into account special message-specific HTML formatting
expectations if the MUA is aware of them. However, some MUAs may not have any special
insight into the user's preferred HTML formatting and still want to insert a Legacy Display
Element. This section offers a non-normative, simple, and minimal step-by-step approach for a
composing MUA that has no other information or preferences to fall back on.

The process below assumes that the MUA already has the full HTML object that it intends to
send, including all of the text supplied by the user.

1. Assemble the text exactly as specified for text/plain (see Section 5.2.2).
2. Wrap that text in a verbatim <pre> element.

3. Wrap that <pre> element in a <div> element annotated with the class header-protection-
legacy-display.

4. Find the <body> element of the full HTML object.

5. Insert the <div> element as the first child of the <body> element.

5.2.4. Only Add a Legacy Display Element to Main Body Parts

Some messages may contain a text/plain or text/html subpart that is not a Main Body Part.
For example, an email message might contain an attached text file or a downloaded web page.
Attached documents need to be preserved as intended in the transmission, without modification.

The composing MUA MUST NOT add a Legacy Display Element to any part of the message that is
not a Main Body Part. In particular, if a part is annotated with Content-Disposition:
attachment, or if it does not descend via the first child of any of its multipart/mixed or
multipart/related ancestors, it is not a Main Body Part and MUST NOT be modified.

See Section 7.1 of [RFC9787] for more guidance about common ways to distinguish Main Body
Parts from other MIME parts in a message.
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5.2.5. Do Not Add a Legacy Display Element to Other Content-Types

The purpose of injecting a Legacy Display Element into each Main Body MIME part is to enable
rendering of otherwise obscured Header Fields in Legacy MUAs that are capable of message
decryption but don't know how to follow the rest of the guidance in this document.

The authors are unaware of any Legacy MUA that would render any MIME part type other than
text/plain and text/html as the Main Body. A generating MUA SHOULD NOT add a Legacy
Display Element to any MIME part with any other Content-Type.

6. Replying and Forwarding Guidance

An MUA might create a new message in response to another message, thus acting both as a
receiving MUA and as a sending MUA. For example, the user of an MUA viewing any given
message might take an action like "Reply", "Reply All", "Forward", or some comparable action to
start the composition of a new message. The new message created this way effectively
references the original message that was viewed at the time.

For encrypted messages, special guidance applies, because information can leak in at least two
ways: leaking previously confidential Header Fields and leaking the entire message by sending
the reply or forward to the wrong party.

6.1. Avoid Leaking Encrypted Header Fields in Replies and Forwards

As noted in Section 5.4 of [RFC9787], an MUA in this position MUST NOT leak previously
encrypted content in the clear in a follow-up message. The same is true for protected Header
Fields.

Values from any Header Field that was identified as either encrypted-only or signed-and-
encrypted based on the steps outlined above MUST NOT be placed in cleartext output when
generating a message.

In particular, if Subject was encrypted, and it is copied into the draft encrypted reply, the
replying MUA MUST obscure the unprotected (cleartext) Subject Header Field.

When crafting the Header Fields for a reply or forwarded message, the composing MUA SHOULD
make use of the HP-Outer Header Fields from within the Cryptographic Envelope of the
reference message to ensure that Header Fields derived from the reference message do not leak
in the reply.

On a high level, this can be achieved as follows: Consider a Header Field in a reply message that
is generated by derivation from a Header Field in the reference message. For example, the To
Header Field is typically derived from the reference message's Reply-To or From Header Fields.
When generating the outer copy of the Header Field, the composing MUA first applies its own
Header Confidentiality Policy. If the Header Field's value is changed by the HCP, then it is
applied to the outside header. If the Header Field's value is unchanged, the composing MUA
regenerates the Header Field using the Header Fields that had been on the outside of the
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original message at sending time. These can be inferred from the HP-Outer Header Fields
located within the Cryptographic Payload of the referenced message. If that value is itself
different than the protected value, then it is applied to the outside header. If the value is the
same as the protected value, then it is simply copied to the outside header directly. Whether it
was changed or not, it is noted in the protected Header Section using HP-Outer, as described in
Section 2.2.1.

See Appendix D.2 for a simple worked example of this process.

Below we describe a supporting algorithm to handle this. It produces a list of Header Fields that
should be obscured or removed in the new message even if the sender's choice of Header
Confidentiality Policy wouldn't normally remove or obscure the Header Field in question. This is
effectively a single-use HCP. The normal sending guidance in Section 5.2 applies this single-use
HCP to implement the high-level guidance above.

6.1.1. ReferenceHCP

The algorithm takes two inputs:

* A single referenced message refmsg

e A built-in MUA respond function associated with the user's action. The respond function
takes a list of headers from a referenced message as input and generates a list of initial
candidate message Header Field names and values that are used to populate the message
composition interface. Something like this function already exists in most MUAs, though it
may differ across responsive actions. For example, the respond function that implements
"Reply All" is likely to be a different from the respond that implements "Reply".

As an output, it produces an ephemeral single-use Header Confidentiality Policy, specific to this
kind of response to this specific message.

Method signature:
ReferenceHCP(refmsg, respond) -> ephemeral_hcp
Procedure:

1. If refmsg is not encrypted with Header Protection:
1. Return hep_no_confidentiality (there is no header confidentiality in the reference
message that needs protection).

2. Extract refouter, refprotected from refmsg as described in Section 4.2.
3. Let genprotected be a list of (h, v) pairs generated by respond(refprotected).
4. Let genouter be alist of (h, v) pairs generated by respond(refouter).
5. For each (h,v) in genprotected:
i. If (h,v) isin genouter:

a. Remove (h, v) from both genprotected and genouter (this Header Field does not need
additional confidentiality).
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6. Let confmap be a mapping from a Header Field name and value (h, v) to either a string or
the special value null (this mapping is initially empty).

7. For each (h,v) remaining in genprotected:

i. Set result to the special value null.
ii. For each (h1,v1) in genouter:

a.Ifh1ish:
I. Set result to v1.

iii. Insert (h,v) -> result into confmap.

8. Return a new HCP from confmap that tests whether (name, val_in) is in confmap; if so,
return confmap[ (name, val_in) ]; otherwise, return val_in.

Note that the key idea here is to reuse the MUA's existing respond function. The algorithm
simulates how the MUA would pre-populate a reply to two traditional messages whose Header
Fields have the values refouter and refprotected, respectively (independent of any
cryptographic protections). Then, it uses the difference to derive a one-time HCP. This HCP takes
into account both the referenced message's sender's preferences and the derivations that can
happen to Header Field values when responding. Note that while some of these derivations are
straightforward (e.g., In-Reply-To is usually derived from Message-ID), others are non-trivial.
For example, the From address may be derived from To, Cc, or the MUA's local address
preference (especially when the MUA received the referenced message via Bcc). Similarly, To
may be derived from To, From, and/or Cc Header Fields depending on the MUA implementation
and depending on whether the user clicked "Reply", "Reply All", "Forward", or any other action
that generates a response to a message. Reusing the MUA's existing respond function
incorporates these nuances without requiring any extra configuration choices or additional
maintenance burden.

6.2. Avoid Misdirected Replies

When replying to a message, the composing MUA typically decides who to send the reply to
based on:

e the Reply-To, Mail-Followup-To, or From Header Fields
* optionally, the other To or Cc Header Fields (if the user chose to "Reply All")

When a message has Header Protection, the replying MUA MUST populate the destination fields
of the draft message using the protected Header Fields and ignore any unprotected Header
Fields.

This mitigates against an attack where Mallory gets a copy of an encrypted message from Alice
to Bob and then relays the message to Bob with an additional Cc to Mallory's own email address
in the message's outer (unprotected) Header Section.
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If Bob knows Mallory's certificate already, and he replies to such a message without following
the guidance in this section, it's likely that his MUA will encrypt the cleartext of the message
directly to Mallory.

7. Unprotected Header Fields Added in Transit

Some Header Fields are legitimately added in transit and could not have been known to the
sender at message composition time.

The most common of these Header Fields are Received and DKIM-Signature, neither of which
are typically rendered, either explicitly or implicitly.

If a receiving MUA has specific knowledge about a given Header Field, including that:

* the Header Field would not have been known to the original sender and
* the Header Field might be rendered explicitly or implicitly,

then the MUA MAY decide to operate on the value of that Header Field from the unprotected
Header Section, even though the message has Header Protection.

The MUA MAY prefer to verify that the Header Fields in question have additional transit-derived
cryptographic protections before rendering or acting on them. For example, the MUA could
verify whether these Header Fields are covered by an appropriate and valid ARC-
Authentication-Results (see [RFC8617]) or DKIM-Signature (see [RFC6376]) Header Field.

Specific examples of Header Fields that are meaningful to the user are commonly added by the
transport agents that appear below.

7.1. Mailing List Header Fields: List-* and Archived-At

If the message arrives through a mailing list, the list manager itself may inject Header Fields
(most have a List- prefix) in the message:

eList-Archive

e List-Subscribe

e List-Unsubscribe
elList-Id

e List-Help

e List-Post

* Archived-At

For some MUAs, these Header Fields are implicitly rendered by providing buttons for actions
like "Subscribe", "View Archived Version", "Reply List", "List Info", etc.
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An MUA that receives a message with Header Protection that contains these Header Fields in the
unprotected section and that has reason to believe the message is coming through a mailing list
MAY decide to render them to the user (explicitly or implicitly) even though they are not
protected.

8. Emalil Ecosystem Evolution

The email ecosystem is the set of client-side and server-side software and policies that are used
in the creation, transmission, storage, rendering, and indexing of email over the Internet.

This document is intended to offer tooling needed to improve the state of the email ecosystem in
a way that can be deployed without significant disruption. Some elements of this specification
are present for transitional purposes but would not exist if the system were designed from
scratch.

This section describes these transitional mechanisms, as well as some suggestions for how they
might eventually be phased out.

8.1. Dropping Legacy Display Elements

Any decorative Legacy Display Element added to an encrypted message that uses Header
Protection is present strictly for enabling Header Field visibility (most importantly, the Subject
Header Field) when the message is viewed with a decryption-capable Legacy MUA.

Eventually, the hope is that most decryption-capable MUAs will conform to this specification and
there will be no need for injection of Legacy Display Elements in the message body. A survey of
widely used decryption-capable MUAs might be able to establish when most of them do support
this specification.

At that point, a composing MUA could set the legacy parameter defined in Section 5.2 to false
by default or could even hard-code it to false, yielding a much simpler message construction set.

Until that point, an end user might want to signal that their receiving MUAs are conformant to
this document so that a peer composing a message to them can set legacy to false. A signal
indicating capability of handling messages with Header Protection might be placed in the user's
cryptographic certificate or in outbound messages.

This document does not attempt to define the syntax or semantics of such a signal.

8.2. More Ambitious Default Header Confidentiality Policy

This document defines a few different forms of Header Confidentiality Policy. An MUA
implementing an HCP for the first time SHOULD deploy hcp_baseline as recommended in
Section 3.3. This HCP offers the most commonly expected protection (obscuring the Subject
Header Field) without risking deliverability or rendering issues.
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The HCPs proposed in this document are relatively conservative and still leak a significant
amount of metadata for encrypted messages. This is largely done to ensure deliverability (see
Section 1.3.2) and usability, as messages without some critical Header Fields are more likely to
not reach their intended recipient.

In the future, some mail transport systems may accept and deliver messages with even less
publicly visible metadata. Many MTA operators today would ask for additional guarantees about
such a message to limit the risks associated with abusive or spam mail.

This specification offers the HCP formalism itself as a way for MUA developers and MTA
operators to describe their expectations around message deliverability. MUA developers can
propose a more ambitious default HCP and ask MTA operators (or simply test) whether their
MTAs would be likely to deliver or reject encrypted mail with that HCP applied. Proponents of a
more ambitious HCP should explicitly document the HCP and name it clearly and
unambiguously to facilitate this kind of interoperability discussion.

Reaching widespread consensus around a more ambitious global default HCP is a challenging
problem of coordinating many different actors. A piecemeal approach might be more feasible,
where some signaling mechanism allows a message recipient, MTA operator, or third-party
clearinghouse to announce what kinds of HCPs are likely to be deliverable for a given recipient.
In such a situation, the default HCP for an MUA might involve consulting the signaled acceptable
HCPs for all recipients and combining them (along with a default for when no signal is present)
in some way.

If such a signal were to reach widespread use, it could also be used to guide reasonable
statistical default HCP choices for recipients with no signal.

This document does not attempt to define the syntax or semantics of such a signal.

8.3. Deprecation of Messages Without Header Protection

At some point, when the majority of MUA clients can generate cryptographically protected
messages with Header Protection, it should be possible to deprecate any cryptographically
protected message that does not have Header Protection.

For example, as noted in Section 9.1, it's possible for an MUA to render a signed-only message
that has no Header Protection the same as an unprotected message. And a signed-and-
encrypted message without Header Protection could likewise be marked as not fully protected.

These stricter rules could be adopted immediately for all messages. Or an MUA developer could
roll them out immediately for any new message but still treat an old message (based on the Date
Header Field and cryptographic signature timestamp) more leniently.

A decision like this by any popular receiving MUA could drive adoption of this standard for
sending MUAs.
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9. Usability Considerations

This section describes concerns for MUAs that are interested in easy adoption of Header
Protection by normal users.

While they are not protocol-level artifacts, these concerns motivate the protocol features
described in this document.

See also the usability commentary in Section 2 of [RFC9787].

9.1. Mixed Protections Within a Message Are Hard to Understand

When rendering a message to the user, the ideal circumstance is to present a single
cryptographic status for any given message. However, when message Header Fields are present,
some message Header Fields do not have the same cryptographic protections as the main
message.

Representing such a mixed set of protection statuses is very difficult to do in a way that an
Ordinary User can understand. There are at least three scenarios that are likely to be common
and poorly understood:

* A signed message with no Header Protection.
* A signed-and-encrypted message with no Header Protection.

* A signed-and-encrypted message with Header Protection as defined in this document, where
some User-Facing Header Fields have confidentiality but some do not.

An MUA should have a reasonable strategy for clearly communicating each of these scenarios to
the user. For example, an MUA operating in an environment where it expects most
cryptographically protected messages to have Header Protection could use the following
rendering strategy:

* When rendering a message with a signed-only cryptographic status but no Header
Protection, an MUA may decline to indicate a positive security status overall and only
indicate the cryptographic status to a user in a message properties or diagnostic view. That
is, the message may appear identical to an unsigned message except if a user verifies the
properties through a menu option.

* When rendering a message with a signed-and-encrypted or encrypted-only
cryptographic status but no Header Protection, overlay a warning flag on the typical
cryptographic status indicator. That is, if a typical signed-and-encrypted message displays
a lock icon, display a lock icon with a warning sign (e.g., an exclamation point in a triangle)
overlaid. For example, see the graphics in [chrome-indicators].

* When rendering a message with a signed-and-encrypted or encrypted-only
cryptographic status with Header Protection but where the Subject Header Field has not
been removed or obscured, place a warning sign on the Subject line.
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Other simple rendering strategies could also be reasonable.

9.2. Users Should Not Have to Choose a Header Confidentiality Policy

This document defines the abstraction of a Header Confidentiality Policy object for the sake of
communication between implementers and deployments.

Most email users are unlikely to understand the trade-offs between different policies. In
particular, the potential negative side effects (e.g., poor deliverability) may not be easily
attributable by a normal user to a particular HCP.

Therefore, MUA implementers should be conservative in their choice of default HCP and should
not require the Ordinary User to make an incomprehensible choice that could cause unfixable,
undiagnosable problems. The safest option is for the MUA developer to select a known, stable
HCP (this document recommends hcp_baseline in Section 3.3) on the user's behalf. An MUA
should not expose the Ordinary User to a configuration option where they are expected to
manually select (let alone define) an HCP.

10. Security Considerations

Header Protection improves the security of cryptographically protected email messages.
Following the guidance in this document improves security for users by more directly aligning
the underlying messages with user expectations about confidentiality, authenticity, and integrity.

Nevertheless, helping the user distinguish between cryptographic protections of various
messages remains a security challenge for MUAs. This is exacerbated by the fact that many
existing messages with cryptographic protections do not employ Header Protection. MUAS
encountering these messages (e.g., in an archive) will need to handle older forms (without
Header Protection) for quite some time, possibly forever.

The security considerations from Section 6 of [RFC8551] continue to apply for any MUA that
offers S/MIME cryptographic protections, as well as Section 3 of [RFC5083] (Authenticated-
Enveloped-Data in Cryptographic Message Syntax (CMS)) and Section 14 of [RFC5652] (CMS more
broadly). Likewise, the security considerations from Section 8 of [RFC3156] continue to apply for
any MUA that offers PGP/MIME cryptographic protections, as well as Section 13 of [RFC9580]
(OpenPGP itself). In addition, these underlying security considerations are now also applicable
to the contents of the message header, not just the message body.

10.1. From Address Spoofing

If the From Header Field was treated like any other protected Header Field by the receiving MUA,
this scheme would enable sender address spoofing.

To prevent sender spoofing, many receiving MUAs implicitly rely on their receiving MTA to
inspect the unprotected Header Section and verify that the From Header Field is authentic. If a
receiving MUA displays a From address that doesn't match the From address that the receiving
and/or sending MTAs filtered on, the MUA may be vulnerable to spoofing.
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Consider a malicious MUA that sets the following Header Fields on an encrypted message with
Header Protection:

e Outer: From: <alice@example.com>
e Inner: HP-Outer: From: <alice@example.com>
e Inner: From: <bob@example.org>

During sending, the MTA of example.com validates that the sending MUA is authorized to send
from alice@example.com. Since the message is encrypted, the sending and receiving MTAs
cannot see the protected Header Fields. A naive receiving MUA might follow the algorithms in
this document without special consideration for the From Header Field. Such an MUA might
display the email as coming from bob@example.org to the user, resulting in a spoofed address.

This problem applies both between domains and within a domain.

This problem always applies to signed-and-encrypted messages. This problem also applies to
signed-only messages because MTAs typically do not look at the protected Header Fields when
confirming From address authenticity.

Sender address spoofing is relevant for two distinct security properties:

* Sender authenticity: relevant for rendering the message (which address to show the user?)

» Message confidentiality: relevant when replying to a message (a reply to the wrong address
can leak the message contents)

10.1.1. From Rendering Reasoning

Section 4.4.3 provides guidance for rendering the From Header Field. It recommends a receiving
MUA that depends on its MTA to authenticate the unprotected (outer) From Header Field to
render the outer From Header Field if both of the following conditions are met:

* From Header Field Mismatch (as defined in Section 4.4.1.1)
* No Valid and Correctly Bound Signature (as defined in Section 4.4.1.2)

Note: The second condition effectively means that the inner (expected to be protected) From
Header Field appears to have insufficient protection.

This may seem surprising since it causes the MUA to render a mix of both protected and
unprotected values. This section provides an argument as to why this guidance makes sense.

We proceed by case distinction:

* Case 1: Malicious sending MUA.
o Attack situation: The sending MUA puts a different inner From Header Field to spoof the
sender address.

o In this case, it is "better" to fall back and render the outer From Header Field because this
is what the receiving MTA can validate. Otherwise, this document would introduce a new
way for senders to spoof the From address of the message.
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o This does not preclude a future document from updating this document to specify a
protocol for legitimate sender address hiding.

* Case 2: Malicious sending/transiting/receiving MTA (or anyone meddling between MTAs).

o Attack situation: An on-path attacker changes the outer From Header Field (possibly with
other meddling to break the signature; see below). Their goal is to get the receiving MUA
to show a different From address than the sending MUA intended (breaking MUA-to-MUA
sender authenticity).

o Case 2.a: The sending MUA submitted an unsigned or encrypted-only message to the email
system. In this case, there can be no sender authenticity anyway.

o Case 2.b: The sending MUA submitted a signed-only message to the email system.

= Case 2.b.i: The attacker removes or breaks the signature. In this case, the attacker can
also modify the inner From Header Field to their liking.

= Case 2.b.ii: The signature is valid, but the receiving MUA does not see any valid binding
between the signing certificate and the addr-spec of the inner From Header Field. In
this case, there can be no sender authenticity anyways (the certificate could have been
generated by the on-path attacker). This case is indistinguishable from a malicious
sending MUA; hence, it is "better" to fall back to the outer From Header Field that the
MTA can validate. Note that once the binding is validated (e.g., after an out-of-band
comparison), the rendering may change from showing the outer From address (and a
warning) to showing the inner, now validated From address. In some cases, the binding
may be instantly validated even for previously unseen certificates (e.g., if the certificate
is issued by a trusted certification authority).

o Case 2.c: The sending MUA submitted a signed-and-encrypted message to the email system.

= Case 2.c.i: The attacker removes or breaks the signature. Note that the signature is
inside the ciphertext (see Section 5.2 of [RFC9787]). Thus, assuming the encryption is
non-malleable, any on-path attacker cannot break the signature while ensuring that the
message still decrypts successfully.

= Case 2.c.ii: The signature is valid, but the receiving MUA does not see any valid binding
between the signing certificate and the addr-spec of the inner From Header Field. See
case 2.b.ii.

As the case distinction shows, the outer From Header Field is either the preferred fallback (in
particular, to avoid introducing a new spoofing channel) or just as good (because just as
modifiable) as the inner From Header Field.

Rendering the outer From Header Field does carry the risk of a "temporary downgrade attack" in
cases 2.h.ii and 2.c.ii, where a malicious MTA keeps the signature intact but modifies the outer
From Header Field. The MUA can resolve this temporary downgrade by validating the certificate-
to-addr-spec binding. If the MUA never does this validation, the entire message could be fake.

If there were a signaling channel where the MTA can tell the MUA whether it authenticated the
From Header Field, an MUA could use this in its rendering decision. In the absence of such a
signal, and when end-to-end authenticity is unavailable, this document prefers to fall back to the
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outer From Header Field. This default is based on the assumption that most MTAs apply some
filtering based on the outer From Header Field (whether the MTA can authenticate it or not).
Rendering the unprotected outer From Header Field (instead of the protected inner one) in case
of a mismatch retains this ability for MTAs.

If the MUA decides not to rely on the MTA to authenticate the outer From Header Field, it may
prefer the inner From Header Field.

10.2. Avoid Cryptographic Summary Confusion from the hp Parameter

When parsing a message, the recipient MUA infers the message's Cryptographic Status from the
Cryptographic Layers, as described in Section 4.6 of [RFC9787].

The Cryptographic Layers that make up the Cryptographic Envelope describe an ordered list of
cryptographic properties as present in the message after it has been delivered. By contrast, the hp
parameter to the Content-Type Header Field contains a simpler indication: whether the sender
originally tried to encrypt the message or not. In particular, for a message with Header
Protection, the Cryptographic Payload should have a hp parameter of cipher if the message is
encrypted (in addition to signed) and clear if no encryption is present (that is, the message is
signed-only).

As noted in Section 2.1.1, the receiving implementation should not inflate its estimation of the
confidentiality of the message or its Header Fields based on the sender's intent if it can see that
the message was not actually encrypted. A signed-only message that happens to have an hp
parameter of cipher is still signed-only.

Conversely, since the encrypting Cryptographic Layer is typically outside the signature layer (see
Section 5.2 of [RFC9787]), an originally signed-only message could have been wrapped in an
encryption layer by an intervening party before receipt to appear encrypted.

If a message appears to be wrapped in an encryption layer, and the hp parameter is present but
is not set to cipher, then it is likely that the encryption layer was not added by the original
sender. For such a message, the lack of any HP-Outer Header Field in the Header Section of the
Cryptographic Payload MUST NOT be used to infer that all Header Fields were removed from the
message by the original sender. In such a case, the receiving MUA SHOULD treat every Header
Field as though it was not confidential.

10.3. Caution About Composing with Legacy Display Elements

When composing a message, it's possible for a Legacy Display Element to contain risky data that
could trigger errors in a rendering client.

For example, if the value for a Header Field to be included in a Legacy Display Element within a
given body part contains folding whitespace, it should be "unfolded" before generating the
Legacy Display Element: All contiguous folding whitespace should be replaced with a single
space character. Likewise, if the header value was originally encoded per [RFC2047], it should be
decoded first to a standard string and re-encoded using the charset appropriate to the target part.
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When including a Legacy Display Element in a text/plain part (see Section 5.2.2), if the
decoded Subject Header Field contains a pair of newlines (e.g., if it is broken across multiple
lines by encoded newlines), any newline MUST be stripped from the Legacy Display Element. If
the pair of newlines is not stripped, a receiving MUA that follows the guidance in Section 4.5.3.2
might leave the later part of the Legacy Display Element in the rendered message.

When including a Legacy Display Element in a text/html part (see Section 5.2.3), any material in
the header values should be explicitly HTML escaped to avoid being rendered as part of the
HTML. At a minimum, the characters <, >, and & should be escaped to &1t ;, &gt ;, and &amp;,
respectively (for example, see [HTML-ESCAPES]). If unescaped characters from removed or
obscured header values end up in the Legacy Display Element, a receiving MUA that follows the
guidance in Section 4.5.3.3 might fail to identify the boundaries of the Legacy Display Element,
cutting out more than it should or leaving remnants visible. And a Legacy MUA parsing such a
message might misrender the entire HTML stream, depending on the content of the removed or
obscured header values.

The Legacy Display Element is a decorative addition solely to enable visibility of obscured or
removed Header Fields in decryption-capable Legacy MUAs. When it is produced, it should be
generated minimally and strictly, as described above, to avoid damaging the rest of the message.

10.4. Plaintext Attacks

An encrypted email message using S/MIME or PGP/MIME tends to have some amount of
predictable plaintext. For example, the standard MIME headers of the Cryptographic Payload of
a message are often a predictable sequence of bytes, even without Header Protection, when they
only include the Structural Header Fields MIME-Version and Content-Type. This is a potential
risk for known-plaintext attacks.

Including protected Header Fields as defined in this document increases the amount of known
plaintext. Since some of those headers in a reply will be derived from the message being replied
to, this also creates a potential risk for chosen-plaintext attacks, in addition to known-plaintext
attacks.

Modern message encryption mechanisms are expected to be secure against both known-
plaintext attacks and chosen-plaintext attacks. An MUA composing an encrypted message should
ensure that it is using such a mechanism, regardless of whether it does Header Protection.

11. Privacy Considerations

11.1. Leaks When Replying

The encrypted Header Fields of a message may accidentally leak when replying to the message.
See the guidance in Section 6.
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11.2. Encrypted Header Fields Are Not Always Private

For encrypted messages, depending on the sender's HCP, some Header Fields may appear both
within the Cryptographic Envelope and on the outside of the message (e.g., Date might exist
identically in both places). Section 4.3 identifies such a Header Field as signed-only. These
Header Fields are clearly not private at all, despite a copy being inside the Cryptographic
Envelope.

A Header Field whose name and value are not matched verbatim by any HP-Outer Header Field
from the same part will have an encrypted-only or signed-and-encrypted status. But even
Header Fields with these stronger levels of cryptographic confidentiality protection might not be
as private as the user would like.

See the examples below.

This concern is true for any encrypted data, including the body of the message, not just the
Header Fields: If the sender isn't careful, the message contents or session keys can leak in many
ways that are beyond the scope of this document. The message recipient has no way in principle
to tell whether the apparent confidentiality of any given piece of encrypted content has been
broken via channels that they cannot perceive. Additionally, an active intermediary aware of the
recipient's public key can always encrypt a cleartext message in transit to give the recipient a
false sense of security.

11.2.1. Encrypted Header Fields Can Leak Unwanted Information to the Recipient

For encrypted messages, even with an ambitious HCP that successfully obscures most Header
Fields from all transport agents, Header Fields will be ultimately visible to all intended
recipients. This can be especially problematic for Header Fields that are not user-facing, which
the sender may not expect to be injected by their MUA. Consider the three following examples:

* The MUA may inject a User-Agent Header Field that describes itself to every recipient, even
though the sender may not want the recipient to know the exact version of their OS,
hardware platform, or MUA.

» The MUA may have an idiosyncratic way of generating a Message-ID header, which could
embed the choice of MUA, time zone, hostname, or other subtle information to a
knowledgeable recipient.

* The MUA may erroneously include a Bcc Header Field in the origheaders of a copy of a
message sent to the named recipient, defeating the purpose of using Bcc instead of Cc (see
Section 11.4 for more details about risks related to Bcc).

Clearly, no end-to-end cryptographic protection of any Header Field as defined in this document
will hide such a sensitive field from the intended recipient. Instead, the composing MUA MUST
populate the origheaders list for any outbound message with only information the recipient
should have access to. This is true for messages without any cryptographic protection as well, of
course, and it is even worse there: Such a leak is exposed to the transport agents as well as the
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recipient. An encrypted message with Header Protection and a more ambitious Header
Confidentiality Policy avoids these leaks that expose information to the transport agents, but it
cannot defend against such a leak to the recipient.

11.2.2. Encrypted Header Fields Can Be Inferred from External or Internal Metadata

For example, if the To and Cc Header Fields are removed from the unprotected Header Section,
the values in those fields might still be inferred with high probability by an adversary who looks
at the message either in transit or at rest. If the message is found in a mailbox, or being

delivered to a mailbox, for example, bob@example.org, it's likely that Bob was in either To or Cc.
Furthermore, encrypted message ciphertext may hint at the recipients: For SYMIME messages, the
RecipientInfo, and for PGP/MIME messages, the key ID in the Public Key Encrypted Session Key
(PKESK) packets will all hint at a specific set of recipients. Additionally, an MTA that handles the
message may add a Received Header Field (or some other custom Header Field) that leaks some
information about the nature of the delivery.

11.2.3. Encrypted Header Fields May Not Be Fully Masked by HCP

In another example, if the HCP modifies the Date header to mask out high-resolution

timestamps (e.g., rounding to the most recent hour), some information about the date of delivery
will still be attached to the email. At the very least, the low-resolution, global version of the date
will be present on the message. Additionally, Header Fields like Received that are added during
message delivery might include higher-resolution timestamps. And if the message lands in a
mailbox that is ordered by time of receipt, even its placement in the mailbox and the unobscured
Date Header Fields of the surrounding messages could leak this information.

Some Header Fields like From may be impossible to fully obscure, as many modern message
delivery systems depend on at least domain information in the From Header Field for
determining whether a message is coming from a domain with "good reputation” (that is, from a
domain that is not known for leaking spam). So even if an ambitious HCP opts to remove the
human-readable part from any From Header Field and to standardize/genericize the local part of
the From address, the domain will still leak.

11.3. A Naive Recipient May Overestimate the Cryptographic Status of a
Header Field in an Encrypted Message

When an encrypted (or signed-and-encrypted) message is in transit, an active intermediary can
strip or tamper with any Header Field that appears outside the Cryptographic Envelope. A
receiving MUA that naively infers cryptographic status from differences between the external
Header Fields and those found in the Cryptographic Envelope could be tricked into
overestimating the protections afforded to some Header Fields.

For example, if the original sender's HCP passes through the Cc Header Field unchanged, a
cleanly delivered message would indicate that the Cc Header Field has a cryptographic status of
signed. But if an intermediary attacker simply removes the Header Field from the unprotected
Header Section before forwarding the message, then the naive recipient might believe that the
field has a cryptographic status of signed-and-encrypted.
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This document offers protection against such an attack by way of the HP-Outer Header Fields
that can be found on the Cryptographic Payload. If a Header Field appears to have been
obscured by inspection of the outer message but an HP-Outer Header Field matches it exactly,
then the receiving MUA can indicate to the user that the Header Field in question may not have
been confidential.

In such a case, a cautious MUA may render the Header Field in question as signed (because the
sender did not hide it) but still treat it as signed-and-encrypted during reply to avoid
accidental leakage of the cleartext value in the reply message, as described in Section 6.1.

11.4. Privacy and Deliverability Risks with Bcc and Encrypted Messages

As noted in Section 9.3 of [RFC9787], handling Bcc when generating an encrypted email message
can be particularly tricky. With Header Protection, there is an additional wrinkle. When an
encrypted email message with Header Protection has a Bcc'ed recipient, and the composing MUA
explicitly includes the Bec'ed recipient's address in their copy of the message (see the "second
method" in Section 3.6.3 of [RFC5322]), that Bcc Header Field will always be visible to the Bcc'ed
recipient.

In this scenario, though, the composing MUA has one additional choice: whether or not to hide
the Bcc Header Field from intervening message transport agents by returning null when the
HCP is invoked for Bcc. If the composing MUA's rationale for including an explicit Bec in the
copy of the message sent to the Bcc recipient is to ensure deliverability via a message transport
agent that inspects message Header Fields, then stripping the Bcc field during encryption may
cause the intervening transport agent to drop the message entirely. This is why Bcc is not
explicitly stripped in hcp_baseline.

On the other hand, if deliverability to a Bcc'ed recipient is not a concern, the most privacy-
preserving option is to simply omit the Bcc Header Field from the protected Header Section in
the first place. An MUA that is capable of receiving and processing such a message can infer that
since their user's address was not mentioned in any To or Cc Header Field, they were likely a Bcc
recipient.

Please also see Section 9.3 of [RFC9787] for more discussion about Bcc and encrypted messages.

12. IANA Considerations

This document registers an email Header Field, describes parameters for the Content-Type
Header Field, and establishes a registry for Header Confidentiality Policies to facilitate HCP
evolution.

12.1. Registration of the HP-Outer Header Field

IANA has registered the following Header Field in the "Permanent Message Header Field Names"
registry within the "Message Headers" registry group <https://www.iana.org/assignments/
message-headers> in accordance with [RFC3864].
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Header Field Name Protocol Status Reference

HP-Outer mail standard Section 2.2.1 of RFC 9788
Table 2: Addition to the Permanent Message Header Field Names Registry

The Author/Change Controller of these two entries (Section 4.5 of [RFC3864]) should be the IETF
itself.

12.2. Reference Update for the Content-Type Header Field

This document defines the Content-Type parameters known as hp (in Section 2.1.1) and hp-
legacy-display (in Section 2.1.2). Consequently, this document has been added as a reference
for Content-Type in the "Permanent Message Header Field Names" registry as shown below.

Header Field Name Protocol Reference

Content-Type MIME [RFC4021] and RFC 9788
Table 3: Permanent Message Header Field Names Registry

12.3. New Mail Header Confidentiality Policies Registry

IANA has created a new registry titled "Mail Header Confidentiality Policies" within the "MAIL
Parameters" registry group <https://www.iana.org/assignments/mail-parameters/> with the
following content:

Header Confidentiality Description Recommended Reference
Policy Name
hcp_no_confidentiality No header confidentiality N Section 3.2.3
of RFC 9788
hcp_baseline Confidentiality for Y Section 3.2.1
Informational Header of RFC 9788

Fields: Subject Header
Field is obscured, Keywords
and Comments are removed

hcp_shy Obscure Subject, remove N Section 3.2.2
Keywords and Comments, of RFC 9788
remove the time zone from
Date, and obscure
display-names

Table 4: Mail Header Confidentiality Policies Registry

Note that hcp_example_hide_cc is offered as an example in Section 3 but is not formally
registered by this document.
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The following textual note has been added to this registry:

Adding an entry to this registry with an N in the "Recommended"” column follows the
registration policy of Specification Required. Adding an entry to this registry with a Y in
the "Recommended"” column or changing the "Recommended" column in an existing
entry (from N to Y or vice versa) requires IETF Review.

Note that during IETF Review, the designated expert must be consulted. Guidance for the
designated expert can be found in Section 3.4.2.

Additionally, this textual note has been added to the registry:

The Header Confidentiality Policy Name never appears on the wire. This registry
merely tracks stable references to implementable descriptions of distinct policies. Any
addition to this registry should be governed by guidance in Section 3.4.2 of RFC 9788.
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Appendix A. Table of Pseudocode Listings

This document contains guidance with pseudocode descriptions. Each algorithm is listed here
for easy reference.

Method Name Description Reference
HeaderSetsFromMessage Derive "outer" and "protected" sets of Header Section
Fields from a given message 4.2.1
HeaderFieldProtection Calculate cryptographic protections for a Section
Header Field in a given message 4.3.1
ReferenceHCP Produce an ephemeral HCP to use when Section
responding to a given message 6.1.1

ComposeNoHeaderProtection  Legacy message composition with end-to-end  Section

Compose

cryptographic protections (but no header 5.1.1
protection)

Compose a message with end-to-end Section
cryptographic protections including header 5.2.1
protection

Table 5: Table of Pseudocode Listings

Appendix B. Possible Problems with Legacy MUAs

When an email message with end-to-end cryptographic protection is received by a mail user
agent, the user might experience many different possible problematic interactions. A message
with Header Protection may introduce new forms of user experience failure.
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In this section, the authors enumerate different kinds of failures we have observed when
reviewing, rendering, and replying to messages with different forms of Header Protection in
different Legacy MUAs. Different Legacy MUAs demonstrate different subsets of these problem:s.

A conformant MUA would not exhibit any of these problems. An implementer updating their
Legacy MUA to be compliant with this specification should consider these concerns and try to
avoid them.

Recall that "protected” refers to the "inner" values, e.g., the real Subject, and "unprotected”
refers to the "outer" values, e.g., the dummy Subject.

B.1. Problems Viewing Messages in a List View
* Unprotected Subject, Date, From, and To Header Fields are visible (instead of being
replaced by protected values)
* Threading is not visible

B.2. Problems When Rendering a Message

» Unprotected Subject is visible

* Protected Subject (on its own) is visible in the body

* Protected Subject, Date, From, and To Header Fields are visible in the body

* User interaction needed to view the whole message

* User interaction needed to view the message body

* User interaction needed to view the protected Subject

* Impossible to view the protected Subject

* Nuisance alarms during user interaction

* Impossible to view the message body

» Appears as a forwarded message

 Appears as an attachment

* Security indicators not visible

* Security indicators do not identify the protection status of Header Fields

* User has multiple different methods to reply (e.g., reply to outer, reply to inner)
* User sees English "Subject:" in body despite message itself being in non-English
* Security indicators do not identify the protection status of Header Fields

* Header Fields in the body render with local Header Field names (e.g., showing "Betreff"
instead of "Subject") and dates (TZ, locale)

B.3. Problems When Replying to a Message

Note that the use case here is:

 User views a message, to the point where they can read it
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 User then replies to the message, and they are shown a message composition window, which
has some UI elements

o If the MUA has multiple different methods to reply to a message, each way may need to be
evaluated separately

This section also uses the shorthand UI:x to mean "the UI element that the user can edit that they
think of as x".

* Unprotected Subject is in Ul:subject (instead of the protected Subject)
* Protected Subject is quoted in Ul:body (from Legacy Display Element)
* Protected Subject leaks when the reply is serialized into MIME

* Protected Subject is not anywhere in UI

* Message body is not visible/quoted in Ul:body

* User cannot reply while viewing protected message

* Reply is not encrypted by default (but is for legacy signed-and-encrypted messages without
Header Protection)

» Unprotected From or Reply-To Header Field is in UL:To (instead of the protected From or
Reply-To Header Field)

* User's locale (lang, TZ) leaks in quoted body
* Header Fields not protected (and in particular, Subject is not obscured) by default

Appendix C. Test Vectors

This section contains sample messages using the specification defined above. Each sample
contains a MIME object, a textual and diagrammatic view of its structure, and examples of how
an MUA might render it.

The cryptographic protections used in this document use the S/MIME standard, and keying
material and certificates come from [RFC9216].

These messages should be accessible to any IMAP client at imap: //bob@header -
protection.cmrg.net/ (any password should authenticate to this read-only IMAP mailbox).

Copies of these test vectors can also be downloaded separately at <https://header-
protection.cmrg.net>.

If any of the messages downloaded differ from those offered here, this document is the
canonical source.

C.1. Baseline Messages

These messages offer no header protection at all and can be used as a baseline. They are
provided in this document as a counterexample. An MUA implementer can use these messages
to verify that the reported cryptographic summary of the message indicates no header
protection.
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C.1.1. No Cryptographic Protections over a Simple Message

This message uses no cryptographic protection at all. Its body is a text/plain message.

It has the following structure:
L— text/plain 152 bytes
Its contents are:

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: no-crypto

Message-ID: <no-crypto@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:00:02 -0500
User-Agent: Sample MUA Version 1.0

This is the
no-crypto
message.

This message uses no cryptographic protection at all. Its body
is a text/plain message.

Alice
alice@smime.example

C.1.2. S/MIME Signed-Only signedData over a Simple Message, No Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a text/plain
message. It uses no header protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 3856 bytes
4 (unwraps to)
L— text/plain 206 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part

Message-ID: <smime-one-part@example>
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From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:01:02 -0500
User-Agent: Sample MUA Version 1.0

MIILGQYJKoZIhvcNAQcCoIILCjCCCwYCAQEXDTALBglghkgBZQMEAgEwggFCBgkq
hkiG9w@BBwGgggEzBIIBLO1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRS5cGU6
IHR1eHQvcGxhaW47IGNoYXJzZXQ9INVOZi04IgOKQ29udGVudC1UcmFuc2Z1cilF
bmNvZGluZzogN2JpdABKDQpUaGlzIGlzIHR0ZQOKc21pbWUtbh251LXBhcnQNCm11
¢3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduzZWQtb25seSBTLO1JTUUgbWVZzc2FnZSB2
aWEgUEtDUyM3IHNpZ251ZERhdGEUICBUaGUNCnBheWxvYWQgaXMgYSBOZXhOL3Bs
YW1uIG11lc3NhZ2UuIE1OIHVZzZXMgbm8gaGVhZGVyIHBYb3R1Y3Rpb24uDQoNCi0t
TABGKQWxpY2UNCmFsaWN1QHNtaW11LmV4YWT1wbGUNCqCCB6YwggPPMIICt6ADAQEC
AhMPLSWOETmXSs5CVIeh7j00BogOMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMg
UINBIENlcnRpZmljYXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIw
NTIwOTI3MDY1NDE4W]jA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSfWUnnelN41KImVaTC3D
9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt4jse2Dgs
165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZu
TtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC33jX/Qcm+ZLCqlLghBwDH
dZ5qDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFC6vL/PGeWy
6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAGjga8wgawwDAYDVROTAQH/
BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AWIBMAEWHgYDVRORBBCWFYETYWxpY2VA
c21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAfS8EBAMC
BSAwWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEw
jnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBak
DKU68roBRsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdao
x644DsilLOQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTXxDNOOoHz53PYDBh4zE4Na
r2inCeOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtl
uLihne@Bp1GUTkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHIKK
49+qYC9faFmQ+mK801h1MIRANI7srjnOLKpuob6wd6jaRzWdNeXz1Ec2tUpAr4vR
hZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkqghkiG
9wOBAQBFADBVMQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8G
ATUEAXMoU2F tcGx1IEXBTVBTIFJTQSBDZXJ0BaWZpY2FBaWIuIEF1dGhvcmlOeTAg
FwoxOTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVU
RFERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWNIIExvdmVsYWNIMIIB
IjANBgkghkiG9wOBAQEFAAOCAQB8AMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9PkrYo0jTk
fCv4TfA/pdO/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DI
Ls7GxVwXurhYdZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TC
NO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8gqnhxBW2RZAelLqzJOMayCQtws1q7
ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTM
SiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1laJBUIKk01zQ1Pq90nj1lsJLOWID
AQAB04GVMIGsMAwWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATAB
MB4GATUdJEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYB
BQUHAwQwDgYDVROPAQH/BAQDAgbAMBOGATUdDgQWBBS79syyLROGEhyXrilqkBDT
IGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiG9weB
AQOFAAOCAQEAc4miNgf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3Bj
J0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWHg4eHT j
S027PmhKE10AJKKhDbdbECcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9
cy31wbgNsy9x0f jPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4P
GHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJtBiN+u
CDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGwWwWVTENMASGATUE
ChMESUVURJERMABGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1Q
UyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4asb6a
qdcwCwYJYIZTIAWUDBAIBoGkwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEHATAcBgkq
hki1G9wOBCQUXDXxcNMjEWMjIwMTUWMTAYWjAvBgkghkiGOweBCQQxIgQgrhyFjywc
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FLYz1Cbb/xsgb5+a@sgYLUg094upq1ZXLWswDQYJKoZIhvcNAQEBBQAEggEABOiS
kcjRmMF4LK94svcf192padnfUTSyjJtrIf6R6C7xy87VzsmPOPCmHgZOmTCuvY2D
iKuMId6WPVdjuRUaWexkgYtgYjPDhy8ONYBa9wXEQtjn448GOUHAM21cJyu9LTAg
orSzcT2pwEuGzNdsHWBLB5GtJKYct3RSO+j1bSr7WpZFYTmUrwpsm2r8za2KoOcy
t/E7Qz/8hT4HU52Na7pS1ZnxrasLr5prSjDSSKs4QK3ncJR8jhF9byBpDCoYgswy
zYaeJtON+8uv7ab/kBaE3wfZ1ipMSFRJI1h+QeXCkIHo5fW5bn/REZHXxMMdMfdPh
bqYT1146156CSOqyxA==

C.1.2.1. S/MIME Signed-Only signedData over a Simple Message, No Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the
smime-one-part
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses no header protection.

Alice
alice@smime.example

C.1.3. S/MIME Signed-Only multipart/signed over a Simple Message, No Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a text/plain message. It uses no header protection.

It has the following structure:

L-multipart/signed 4187 bytes
text/plain 224 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="253";
micalg="sha-256"

Subject: smime-multipart

Message-ID: <smime-multipart@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:02:02 -05600

User-Agent: Sample MUA Version 1.0
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--253

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the
smime-multipart
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a text/plain
message. It uses no header protection.

Alice
alice@smime.example

--253
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hveNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwbDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BELFVEYXETAPBgNVBAsSTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr1l6udP87k0sV+UdSNRFxrfKeoQEFXg0Oa
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WWTLMLeNf9Byb5ksKqUuqEHAMdT1nmoNMgjYOVfVfcrvow43GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j XGillmor, et al. Standards Track Page 67
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G25nY/0eNARD6 /0F@/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1m6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPOQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3eoZ6EPazXgMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOwWCwYDVQQKEWRJRVRGMREwWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXMoU2F tcGx1IEXBTVBTIFJTQSBDZXJOBaWZpY2FB@aWOuIEF1dGhv
cm10eQITNOEFee11fOKpolw69Phqzpqp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNTAyMDJa
MC8GCSqGSIb3DQEJBDEiBCAB+IATfw3+2k09hwjUYxzW+Z12sfFp2dTh1pmXGS+7
DzANBgkqhkiG9wOBAQEFAASCAQANJdfU8BDtOpINWAFeIWpdexndYvHYy7jFg5ICy
wIkh1DcgmbdvB4PXcksbJBzKSVjdjXPdYQYRS4E5C1AEevEe+0kFd16UoGaadoaq
0jyGnuiEJJbRG2UUZZWMyJW2g80ZRAGZ jYgEgvbVflmxqRjFRaeLGUorHaHoxk40
LomKSVRTUG1T1eEhmRmxIY4wKhwcOU9PK]jCQF rhu3t1ZkGSfPn9;jvdNTJkg85WUpk
WgmOy rup6DH4Gb84By+0IMk3vflrOyAw3kbsj6Ij+zymAlH61YypnAvddFBIuZPL
2LYdIHPLmq8KGrzcgjkjP+Y58hfou+6gpOKPuS8DAGOVXYsO

--253--

C.1.4. S/MIME Signed and Encrypted over a Simple Message, No Header Protection

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses no header protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 6720 bytes
1 (decrypts to)

application/pkcs7-mime [smime.p7m] 3960 bytes
4 (unwraps to)
L— text/plain 241 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-signed-enc

Message-ID: <smime-signed-enc@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:03:02 -0500

User-Agent: Sample MUA Version 1.0

MIITXAYJKoZIhvcNAQcDoIITTTCCEOKkCAQAXggMQMIIBhAIBADBsSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
BogOMABGCSqGSIb3DQEBAQUABIIBAGi78TIbx6BFPvdJW+VbgXY631bpi8XsHhDO
VTxHFViwRovgyH6Vv1vvobDE1xv6VdbyzVT4LEsiGbDzrot0220XSBV3JkzJez5fw
umUNX49fx31aXa7GD1p0G7YHzfxSCskt7rREceVzbp3qR46nGGbreosgbVgpiuUX
m3+ghxULxFZBggDJAFhWwH1cWtQ51p6zAiior+FcOA480HErdNCqEO+21j3/3wIP
0QR6Agx9beav1jJsjTVGm2BaCpCvLI4aocoptm4LgMxXIe33FkzUDexJclwXJgx8y
r8yW3MroptDD7zJQMFu7LMguUYZ2VqT1bJBvpST13ZNQ+wxWHRz8wggGEAgEAMGwWwW
VTENMAsGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
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bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEACBM/QDMNvVYAPH1GOpy8AovZ7
NHpupXUiRN6AZBINXb9rbgM5bv3XAuWKIeNg8cI4I+TF/RXYLnwTr8YSjThpl/+Q
DvcV5T1DyJBIHUSS7VFZHsSMr JFw9+14nn831id60n5MSEqtn+Ec5DZaeKoOWXdfXx
Q/QgLoQVx10X5awyChHk6s/0IdgXPAiF7ZJkT35FAGuUv/Dx902ch1701SIcgfOej
8KOtxmm2e2ez8bluhZw1DaGDBiYsUIjw3VF9vQqUnhEisQZx0g5j0xGec2kE7Mk3q
wiH8xydBCzKRQfq4ze+ml3uyPPgMDJi50pJq0@rarsKz4dV+YWbz/5YVKn1MZjCC
EC4GCSqGSIb3DQEHATAdBg1ghkgBZQMEAQIEEBRNCCXxTUMITOKK9qZck9jaAghAA
cC8Gt6ZgbCpV3HWObylOnE4w+Vhxs8Z/1+nN1lgrtalL6/ZDHZkfdc+1hk9LUeAre9
QfHkfqGMYXxWF5BqUk315BI40EyL8kU/dcqTFpWt/FadyWodfNGLThjoSfryHJFeC
vBjBcaOkilL9EsFpeFB4Qe5DY7/rcAGNnCM5N6N3eRTPsIzguArEWX5fz7ullul3dt
/c3LsaGlmeHCB9bKhewhqga/jj3fxntB8CRDoSAUWtOt11zx/GjHNXboz1vH62300
VPABjb/fqf61z03gszY2RE6WI7zHyd1z2DgkpFdjyVk1Jub2+Qk rQA7Brn9gES/I
gshjTIF+0L3me4UBxwwOBxtt46yz8FpVVOK4MunYel4U4p1SRTWEZGRLPDL+bydN
vXdstX39Eg8YChAdt505pPQ7bU03Qkk08X9g1JdyVNsTpWRE j+F+/6do/JPStJSQt
TYgnXdjkHP4 /w6+xq0cogfEVp6in7KkwfZOv+SdZK++IPm/rMOsZ1P9MbMILKkOA1
6xAB4MmP10UDs5KQB5NYWvt0834PQv8NRqfs7m1lS7F4gvCaaAA1SZdgRn7kIdiNgg
RUFYTkhF5/g+pJ/Ysw91VIVAOXHtnrbsTOxbrsIzL 5SwbkvCDW6ZTQIQ4kP9DONT1
TJcxNV3j10GprUztmYgqOy+wIJj3D1XHSSdugy3S/qEjiCCZwN8zAV1+c8AiifgfP
zpI4QU1552EC8HY0IUZSQP50/dIy6ABLEDcWZKJI8NGJdSLurpDAV68p/hWk+Q6mu
I7Dqid1NTOyehBKVvZRE8jr7wclUm73xX/PhOqY158N6wNsekUHOHYERKUBBZRScQ
+YJ9tcsmP1ldE6jAzJIB/vjjgoilxIMciOPAXVdG]jisxY3QhLh4DJTwKwhIr4kMkve
0dciW3qg2+9sxT4fbFMrOIXLUahE5qGbIyyvpPgwRmP/otP4jEyCgHuBxHKar630J
g381rmnb6Cqybc/GmfxbBhX78DTn9hWag7fYh6uBy fMuH2bWvXW+ff+yeAyd/PCR
hxv@jZ+e3yx024d8Q4Jk6kT6+HaP1tAMvJc4dubvPO+nQFZsHexdLMrmBel+xpg5
DP1cGVtwQicVbCYWPkJINDcn9fExd1BiooF6yfaQ6a2h9zFpaevu5EqxRso57zplL
fvIPpPiuT9xQvFyYTg07cD8negTwJxVZwhP+PXdctwuwOkhCaW8I65SnKcvyYZpG
0t+Rr4UlBoXs/BERZLxQQbJLIRIxwsfekwvFBZ8QXp30mfQ+4M41CO/f6cNOBTpF
LINM6YyjWYQ38UDpirxgrp+ySOmCCFF+0jVC5AHsS+0rozv8IOWG8A8KKgryfNMs
tLrLctIOXLL900J4DOP3NnoqEQNY0I9QqIX7f2Zv+f1G2spOqrA8+frrxyB9H1VKu
Ngo+S2qq/c3d1EvDtVG8YYU4gCFeZzUg2nAsZcIoD157z7M512¢cQrCabLcZAYGAT
/PwRQpb9EqPwzuEBPZq997VbzzWKzqOuJPx4TeT8ksJawZzvs0/Gi5YL8inCVOHxX
vz2vmsW1L2sDDCus6vcl7X5p0qckNW5A7J/uGOXy1lkb2ZxTROXP1wd4P3NcwOS8m
3TVIiSKsNDHd3/ZEBkTeVIcmkprNeApZ6toTc3/1zJ020gLDtdjfu85nEVTIsalg
Syq8uGagBIQPpNb/EmICF1s78/b7MPu/NtF47Z0j8LI1jS5xac1s/mT9XOEPw28z
ZmL6 /5I+UKMKsJuaoSAJS5TcK13TONCdOteBtOdxMZHbw4Ix/YKESKCFu9B3IyolLq
kuCKtuGG6KNyIDYhkrLHs4wvQrhuky5r+wuzIE/HcM8mDWSaX+qEsGpOBUvFaDQZ
oNxuups1wKXsEO3I2WYOT4vVubFbkQxVusmxL5KcXgJzaPu7bfaA9YpEycBbOpsC
YXMyUoplAtGQFwptKKxbhjBNoaIK26hnhREHgaOcD1YWTAUTp@bwTTRCqsYi0Vr9
iHmXjOrI3Hzz5Nks40iF1tATULhL3dNzpZjIfdfMWsY6rFIfo+CaC/VpXFFv19UD
1TDD7NYmSLNKgHMQ4yDB0Qo9TyfiU4p2Asq3T+kFcS6X5WqdXeM2KwaDPuUL13J/
6ulUm5tm+8rQ5hf3jbxSmoC73HYywMOpdnv4BwghDetE3mdcVcSWYS38H5p0Zfh6
NhTKY9PT7poeW2U/rm1fuOwKP97bIWVYiUM+F47fukbGymGztGJVqYtOJoLC3HT/
cVZhUaAqFkgbDBpGA+bANkzD1jH13wZya4rb2LmhYSZM1xNgkKo1lQ+t3VhZ9FpgD
FFA7UWXGGjW2N2k /zJLAYNL jMtBRb2idEhOKXmxadRWRazIb1IJwGiXRtKmPRVWS
IPN138WtWF /fTpV5XP+Knk7SDZYzq2AZ8198QDimmopzBN2cBDQRMUD32t4hFzHz
K7IBAx+fkQdw8JkX4JDJSGzMKM8g105dpONZYSNb4ucEcmchi+7nMKszz5A0Nsjr
1V/khpZapoTjcTHOWZegiJMsaiU+sir1SadRTdnYxiwkJH5g/Xf0e+3/+1+BDPb3
ac@vB86womwCoUgRnnF jWPLO7Dky5+p9BqYvKkmHuhzkL208+/gy+Z/aPnfZ1Syt
dz0gzSgvF rmRPKASmP3KVGmMéw/UwEh1d03HjNoOdv6qyQsy1dY6M4TIA2tsCvKYg
qCwlzzZMs/P+PSkZtwwsQ9Zkn1b/wq1AFDgxjs3cysQeBLtOWAGBIRtnetvsWht9
yXAMLanLX01Wh8PtNewJY2LZZkhkOWCxP36VSqrzmwhGyX61wMH2AAv+mu6hD3ci
tyhD44SvQUVVOVSCSyPSIcDZsdHL+XjuY7WDuiFh6v9Jb3KKZgbuoXoet44BtouY
RTit8UQJBGQqReS9YJGh14U2ral1dvKLoZHIZdyxob12fu4QkTDAjGIvDzYuxuVaZL
WONaHpBNI10QUitx5e6JvyjIKtwM6Y/3/009pInhXDezk3t78NYctFRO8XFQY3LJ
DN3S2EgX3j1jWmd5E@/z+Tccg7d8hEn+0vVCRRQksqiPIEcZ1f/xgfm@1FOfnI1Pb
0JfUSUZpTvnWtvCTON62XmWj+4jzxBmopauAqf9XzDj6NsHGkrPVrdotEhFoYYRu
0H0OK4dUQf57JkVv56tuHkCAGUUgqVRzf9h2wecXP77vsUx@Bgp jXSKv4SMx7IU1WO
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jCzTWNgQXPFny6j60BJzZ8wdb6nFshHcYbvCP+BKxx7WB3j5Pgxr3/s9S9daCgMQ4
gWiPMOzuSgoTz2ggjqv31QMAXvkBSE+DIauh9BPw5pwoMsdMYT9eV+DrbN4dhy6t
P/4zCB4NQcyU2vP8P9piBLhcjunadSdITTna3D/fA6VdhidmuF5ieCzo1sTAGH6H
/VRPjxvA9gBeDtko120x0IalLpBF7I75UuFziIzuGuSE11Af1S+I4N0OD9twOGw+xU
/1vzqk4NHZ/j91GvRXTRjOeFWRUTKXDvVj6Z207vW118tJs+IpslaZzgo5/sE7Ntx/
kTpAFcckTfz4iGOngjlbVv7Do9fM1ndyUz8KxxznxBkS5kWw63 rsobmlLpfks9zD
gIcxIldwnbKDufmd6kKguééwjtfxKcGK+JQO9r2G+EOVDHLO3CUHjVafLENTRwt9
4Caj4Ww5dcVQh+r3cYNeM50WHsKQ41leBxdVHLswnLa4PsIH5LqUDafFUVEOXbDOI
SngIMMCdqGsGGsBIEDjopOrY;j8rqyUP85j43/eTE2Jv7mQsvecyeAqH5f0zb8MkGD
8AsdOxVIbgYYalaB0O1pWcQE/jRv4D7c00D20M1DQzED9Ydzv151jHE+71LVUbSkA
LQoYXJzLNj16DRYbSynXXFiRPmgAq9sfPEf+CoR47zpQUVXACRPLieRSDajlnj /U jWz6M
cTyDUBnyyShRHtInBjnn6alMBkg@t1vulRmUwOhd1Ua7ripH64qJFe938SJBu3yC
7divmSGh36en0ix6/hwq8uYVvOORiyuMQmGs3KVVIBYIL43RVhlthvecc0061I613s
U40BsdC/zXG4iZr5PTOLhAUgMX60cPy2INFx+E/Idy45sNOpj7zfTSxrg5br72gg
dIZQkGYe3KJhMVHVKA4BIEjG1jU95Bx+bFoojWUaMUI4wlhhz@bppZF /bkENLhGqC.1.4.1. S/MIME Signed and Encrypted over a Simple Message, No Header Protection,
Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIILPAYJKoZIhvcNAQcCoIILLTCCCykCAQEXDTALBglghkgBZQMEAgEwggF1Bgkq
hkiG9we@BBwGgggFWBIIBUk1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW56LVRS5cGU6Gillmor, et al. Standards Track Page 70
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CxMITEFNUFMgVOcxMTAvBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUBEgQ2VydGlmaWNh
dGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjASMjcwNjUBMTha
MDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQDEwW5B
bG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJQV
KfglLwal jj+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9r1mATfID
1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilYYy3i0x7Y0qzXrl6udP87kesV+UdS
NRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1
ZKkUuE4A6141koaZXCN5SXL7WWTLMLeNf9Byb5k sKqUugEHAMdT1nmoNMgjYOVfVfcrv
9w43GG8F tpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIB
aVv4wPxAf1iPsIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQ
MA4wDAYKYIZIAWUDAGEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1
MBMGA1UdJQQMMA0oGCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIFIDAdBgNVHQ4EFgQU@aG9yaXR5SMCAXDTESMTEYMDA2NTQx
OFoYDzIWNTIWOTI3MDY1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhM
QU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEB
AQUAA4IBDWAwggEKAOIBAQCO9InoWDgWPk2afB+StijSNOR8K/hN8D+10780ulls
k4ASvSwjsCNo7sHUa4xQuU15J06VqY18LANWORj rc9BaX4MguzsbFXBe6uFhT1mVpX
mFxSpUBYQ+950MFz /evPgP96wV+z4TtAwWW2Z34rTiz4DxMIO7XYNFUEOls/gkUP2
Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKNSwX
VgkWFfiOucfCn+IQsaqpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614KUELNAtJ7B
tZcs17dUy9u9C0gEykRiVokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8wgawwDAYD
VROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AWIBMAEWHgYDVRORBBCWFYET
YWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8B
Af8EBAMCBSAWHQYDVROOBBYEFLv2zLItHQYSHJeuKWqQENMgZmZzMB8GA1UdIwQY
MBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2
p86poGkjd/4KkkOHG25nY /0eNARD6 /oFB/sYonX2doizcGMk53riugAocCn5zbzh
W/JVdYn30UxfyrZlRAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogEN
t1sRx1lcvb7HVX524bKZa1oPTUNIm6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+M9IC
Dr40pq2JCkzPBQhp7poIccGE6I9Tsg+RrOA9iCQsPn1+Tg8YedjGzUWFO7 rNmTOT
zPCVZzUAuUBlr+JJtzOKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrJNtjh+Aq
J5QfH+8e7NSzNnEmMYICADCCATfwCAQEwWbDBVMQBwWCwWYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMC8GATUEAxMoU2F tcGx1IEXBTVBTIFJTQSBDZXJOaWZp
Y2FQaW9uIEF1dGhvcm10eQITNOEFee11f0OKpolw69Phqzpqp1zALBglghkgBZQME
AgGgaTAYBgkghkiG9wBBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFwWOyY
MTAyMjAXNTAzMDJaMC8GCSqGSIb3DQEJBDEiBCD1UvgsJW6j30yo/fAeRT1vd2Kst
erfZdXyjSKu5gnNGRTANBgkqhkiGOwOBAQEFAASCAQAYPeerPzpSeDLOFAep2p3r
y/XxmN2pXvMsg10QI/r6H/WIUpXga®Z3Z5M1/VsZtKIbFGv/3en7GoqKcOw7/R26B
gKvtjt+eK7CW1BaWKRqcx7hTIVJXQhT7UnQLnT5daf/BiPbf73FEKOOE4NOCcvVsVY
237ni7VR/Rz/uz3TnheOsBk7H/AEmKIaPBnJj8wFoc6E8Vtusy5ZIrhX6YEq6e3A
YIJO1cm+cNWBa7kORT2pyKZ3yF2IIcoqyEfw/QkPkh6KM5ShKSOUhvbQRPAKOV5u+
r/KmOuAbX@4XzLZY+RYFdPG/grj+YxeJEgZ1UfLgx8pJET9JORKTIMNNh1zVVU+r4

C.1.4.2. S/MIME Signed and Encrypted over a Simple Message, No Header Protection,
Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0
Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses no header protection.

Alice
alice@smime.example

C.1.5. No Cryptographic Protections over a Complex Message

May 2025

This message uses no cryptographic protection at all. Its body is a multipart/alternative message

with an inline image/png attachment.

It has the following structure:

L-multipart/mixed 1402 bytes
multipart/alternative 794 bytes
text/plain 206 bytes
text/html 304 bytes
image/png inline 232 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="e68"
Subject: no-crypto-complex

Message-ID: <no-crypto-complex@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:00:02 -0500
User-Agent: Sample MUA Version 1.0

--e68
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="f70"

--f70

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the

no-crypto-complex
message.
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This message uses no cryptographic protection at all. Its body
is a multipart/alternative message with an inline image/png
attachment.

Alice

alice@smime.example

--f70

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>no-crypto-complex</b>

message.</p>

<p>This message uses no cryptographic protection at all. Its body
is a multipart/alternative message with an inline image/png
attachment.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--£70--

--e68

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--e68--

C.1.6. S/MIME Signed-Only signedData over a Complex Message, No Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses no header protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 5253 bytes
J (unwraps to)
L-multipart/mixed 1288 bytes
multipart/alternative 882 bytes
text/plain 260 bytes
text/html 355 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"
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Subject: smime-one-part-complex

Message-ID: <smime-one-part-complex@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:01:02 -0500
User-Agent: Sample MUA Version 1.0
 jxwP1RoaXMgaXMgdGh1lDQo8Yj5zbW1tZS1vbmUtcGFydC1jb21w
bGV4PC9iPgBKbWVzc2FnZS48L3A+DQo8cD5UaGlzIG1zIGEge2 1nbmVkLWI9ubHkg
Uy9NSUTFIG11c3NhZ2UgdmlhIFBLQTMjNyBzaWduZWREYXRhLiAgVGh1DQpwYX1s
b2FkIG1zIGEgbXVsdGlwYXJOL2FsdGVybmFOaXZ1IG11c3NhZ2Ugd210aCBhbiBp
bmxpbmUNCm1tYWd1L3BuZyBhdHRhY2htZW50LiBJdCB1c2VzIG5vIGh1YWR1ciBw
cm90ZWNBaW9uL jwvcD4NC jxwPjx0dD4tLSA8YnIvPkFsaWN1PGJyLz5hbG1jZUBz
bW1tZS51eGFtcGx1PC90dD48L3A+PC9ib2R5PjwvaHRtbD4ANCi0t0OTMxLSONCgOK
LSO1MzMNCkNvbnR1bnQtVH1wZTogaW1hZ2UvcG5nDQpDb250ZW50LVRYYW5zZmVy
LUVuY29kaW5n0iBiYXNINjQNCkNvbnR1bnQtRG1lzcG9zaXRpb246IG1lubGluZQOK
DQppVkJPUncwS8dnbBFBQUFOU1VoRVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIwWTkFB
QUF jRWxFUVZSNDJ1V1RPeGJBDQpNQWdTNzM5bk8zVHBSdzIwZHFwYmZBU1FFak95
d213WW5DdGtES251YOxrNjZzcWxUK3pOOWNpZGtFKzZLd2taDQpzZ3J6ZmNxVk1w
TDJgbzABNDdnWURwZUFyaytPbkpIa®loQWZUUFJpY21oQWY1WUpydzd2anYwW1ldS
VeevdWxpDQp2ZFBmMVFaMmtERD14cHBkOHdABQUFBQkpSVTVFcmtKZ2dnPTONCgOK
LSO1MzMtLQOKoITHpjCCA88wggK30AMCAQICEW8tJbOROZdAKZzkJUh6HUPTQG1rQw
DQYJKoZIhvcNAQENBQAWVTENMASGATUEChMESUVURJERMA8BGATUECXMITEFNUFMg
VOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydG1lmaWNhdG1lvbiBBdXRo
b3JpdHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1
bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfqLwal jj+gB
UCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9rTmAfID1B/wlbdmadXP
mrszyidmbuZmOpB5voVQfilYYy3i0Ox7Y0qzXr1l6udPB7k0@sV+UdSNRFxrfKeoQEF
Xg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141ko
aZXCN5XL7wWTLMLeNT9Byb5ksKqUugEHAMdT1nmoNMgjYOVfVfcrvowd3GG8F tpSX
+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26 r8A4SSwIBaVv4wPxAf1iP
sIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBAf8EAjAAMBcGATUdIAQQMA4wDAYKYIZT
AWUDAgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQM
MAoGCCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkV
fAEj80e0r83zdw8wHwYDVRO jBBgwFoAUkTCOfAcXDKTfxCSh1NhpnHGh29FkwDQYJ
KoZIhvcNAQENBQADgQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtK
t14FzkgRy0g31/+Cw7H8e30iLrPIF1IWN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3M
RsMtjH2x9SG91PEMB46gfPnc9gMGHjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaP@
LIZRzWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGnNUZROSVSYkGiWDp1JhgXw
fDz8ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pgL190WZD6YrzSWHUZz1F@8juyu
0fQsqm6hvrDTgNpHNZO15f0URza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgGECANMS3
QQV57XV/QgmiXDr@+GrOomgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOTBELF
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VEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINB
TIEN1cnRpZmljYXRpb24gQXV0BaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDZzIWNTIw
OTI3MDYTNDE4W;jA7MQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRzEX
MBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4AIBDWAW
ggEKA0IBAQCO9InoWDgWPk2af@+StijSNORBK/hN8D+10780ullsk4ASvSwjsCNo]jnwH
Fwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4K
kkOHG25nY /0eNARD6 /oFB/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxf
yrZ1RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HV
X524bKZa1oPTUN1Im6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzP
0Qhp7poIccGE6I9Tsg+RrO0A9iCQsPn1+Tg8YedjGzUWFO7 rNmTOTzPCVzUAuUBlr+.6amZZQC3NnwFfytOrIvGrMdT1M/39igmep2ZUq9BQS7vqOmYQzSgkGm148y0fI
QDeuJZGew1EcFZuFUZPX4J9kvUu5twvDQoPnTitPVGJ9C21B6PRkY jKW7JAmMNtBL
gRbwZbt0jbrhAszzkRG5P8jR+35FIkG6abSF8hwYix0fJokUn3YnU7G6pRM7DSGg
S9MtDUy34GTkdUQ70XF1La5kpQfUFBbQ5qT1KUVIrBsYX6qjWAVs

C.1.6.1. S/MIME Signed-Only signedData over a Complex Message, No Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="533"

L1533
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="931"

--931

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-one-part-complex
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The

payload is a multipart/alternative message with an inline
image/png attachment. It uses no header protection.
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Alice

alice@smime.example

--931

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-one-part-complex</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline

image/png attachment. It uses no header protection.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--931--

--533

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dqpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

—-533-~

C.1.7. S/MIME Signed-Only multipart/signed over a Complex Message, No Header
Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a multipart/alternative message with an inline image/png attachment. It uses no
header protection.

It has the following structure:

L-multipart/signed 5230 bytes
multipart/mixed 1344 bytes
multipart/alternative 938 bytes
text/plain 278 bytes
text/html 376 bytes
image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="4e5";
micalg="sha-256"
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Subject: smime-multipart-complex

Message-ID: <smime-multipart-complex@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:02:02 -0500
User-Agent: Sample MUA Version 1.0

--4e5
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="6be"

--0be
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="cbé6"

--cb6

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-multipart-complex
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses no header protection.

Alice

alice@smime.example

--cbé

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-multipart-complex</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png

attachment. It uses no header protection.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--cb6--

--0be

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dqpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==
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--0be--

--4eb
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hveNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwbDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVecx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BELFVEYXETAPBgNVBAsSTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfqgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr1l6udP@7k0sV+UdSNRFxrfKeoQEFXg0Oa
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WWTLMLeNf9Byb5ksKqUuqEHAMdT1nmoNMgjYOVfVfcrvow43GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j X /0F@/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1Im6QpivtqDIdqGJdGT8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBLr+JJtz
OKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSZNnEm
MYICADCCAfwCAQEwbDBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXxMoU2F tcGx1IExBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml10eQITNOEFee11f0OKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXxNzAyMDJa
MC8GCSqGSIb3DQEJBDEiBCDQTcb+2QaMhBS1s10nLpojyHSng4gNzFYU45gwgAHj
7 jANBgkghkiGO9wOBAQEFAASCAQCYM1/HDOBKadaZwwLS4xMGoyFzGn5G2C3ph0jKS
mCVbpfAxeHnsnuF jdCYzgN/mdBCOQs4P2/rBGWy3DpDHnKdaB+Q2/IZmITUgyRTM
oclbWWQfTLX1BuI/mJKgHBhJnBy17UXCUANVSOoYGFhjmqTQStR3k4PsdJod78pEa
9+Yx61BGVyznuhHaGuB71h/S9pxAYtoJFUuIVqg+frSN5xhmisPX1uFHC3UPu3Hyb
3w6gm+bTLANDNWwXXSn5wfmORuB5b3eAEVIPADPZ2TKZPxzr fedwPNzArgYwdn3k
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6NdLvgw4mZmSSi0y01fKo3cgo4rZuN6Cel CgqZBGjIJS43v+

--4e5--

C.1.8. S/MIME Signed and Encrypted over a Complex Message, No Header Protection

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses no header protection.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8710 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 5434 bytes
4 (unwraps to)
L-multipart/mixed 1356 bytes
multipart/alternative 950 bytes
text/plain 295 bytes
text/html 390 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-signed-enc-complex

Message-ID: <smime-signed-enc-complex@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:03:02 -0500

User-Agent: Sample MUA Version 1.0

MIIZHAYJKoZIhvcNAQcDoIIZDTCCGQkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0OaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
Bog®MABGCSqGSIb3DQEBAQUABIIBAAWNP5pHIdbDPUdHQXS00/ngH17DGUHOURFS@bDjveFHNdHCWoIQG7f1HCA8CY4bNNTC6YZzQhQNbc69
hS+S+WwjOtpmNXLVZq491Rs1zPOUN2XjwE638rUge1M/McBAWAXFQ+YBPdjWhiDg
SrAjN8xnTyi4XJIdabs5RIVg+NWDHuhdiT1zU8M5kY2ShAuGHY®OF04451/e/CDCC
Fe4GCSqGSIb3DQEHATAdBg1ghkgBZQMEAQIEEGSnW1gQI420rjxx3Fn9pySAghXA
P71fxkSiJhQ9hJFUk1VtxPLYVXxD6RroosTILpBn/eB28f0yA1z5pIhzx6CH35SuL
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MzuFsnN99/Lmv0e9z9Dc1UCrWLUhod5uVQilrdouxX1jMdZ1NGDj1zc10+82ahAP
KotYU/8AmtUHiGGs4BVr9t15fBF2172KYh1h1MHIU8x0C99vq0q41vBqtC9cmCzS
ht9Tx1wRACQgAXxADyzSKMc2rtqkAEqGRNBHxqO9KxI9pJ6qgkj3rQ5aL+epnkYoGN
B5thIQCoG7x/jNzN+mRdtvi3LhM7Uce1TUBN83VoBxpiH3004re5CUb8ELEYssmO
47ZN/5AFQ3RQyZS0z1tgWzahrzo91VCvbdnMOirtXZPjpS/NoR/0ZokjE5Iw3SnJZ
35gdvu48eGStmKDFiTs/TXkuPQcMd2a0/ joDD+/XNtuSdatXWp+PvELMYR5Z4Pbz
KMo13jMj5n3j/0+6WF8Fg1Dx8vr9JwHTP/4FF jh3qC1aMZxh4PjLEB4dD8rWJQdJA
p/3wS3+d+0kSkhnjG2dT5/6MtRWX5HFQLlrVEAbdBIJeeBGTALLN974Li9JiutWzz
sVxTyD+6IBTYSoKQVbL8Th29J681sh50V2bZ7EFpU6iwWMTE jKQBMLI9PLSs /BO3ME
Z0sd8Lh3+RLMm3hsCh6ixAyDBXOxJUpW5dbbnKMffsUwdRxBBo0O8rMF jURSSTJ4G
HzgXh1Lr5XEoKG7UQxW/2brMx7gf30XsKqeYWQ7t6eniMkItu/lcndywe58q9nZF
h5NmmXH7Wf /YhcH3HywFXRv /0tSs3EgpjIgwGbeggwrND8LKx15kdRpT8egu6s0r
b4D8PhzYwKz87V+6fd6rDBvarWD60i+t847eVdaGPZ3qVVaM1Qs511AzLPUsqkU/
zLIL1c1SxCSoFWebd81CJ/6khs8tWpoiEQugHMrjyLykbax+jHeA7UD4+XZhgaBN
j6VJIxeiQ3Euaqs6NdVe5KLGQVcpRayoifbsI/NogUY2WMBpfccGHtLATKbZga5nX
babkox8cLSgf2w4B2CGEFAy1/yCXIVEbJE+L5vMYLd5dtW2UsR5HeD5i8NZ2+hYC
oDg8hcNYSCt1CX2BTd7bCrC0aP38p12Q+kBVV6J2y+1yL+P5hVtcYOXa0fQgWjhf
7tpMXmMGqgiaHP/Megtx5x9pudrERLHpJNNF57kx/YoiDOfKPSXNmKMfCWkJFOr /H
9PPYER1ir51S62YQvgW9s2rwhjCSil /YQVXpGoR16JRmcIBOVMsT4a9ArSFUdKNt
7x30W+CQoff4U+10sfE/jfLwtPB29h1i5JFvbrzc9oyi+xDa4ly/St4bbS6wulQ9
1o7PgPM/008/Crav4vd20tKhNQQuR9YaC8a5n3fnclF256tcZunUg2G4MVm1ZJt7
oVslu/jaywsluQWdpA81dSwnDg4wOFN5y9xCjeuUgCaYgRSwB5auA1CUoBWXyIkyn
rh0+TwO0igrJvZ2AgJjxh31CqC1lADwWN2 jBYkooDE71Yf0O0XjR6a8LBWrS4jCyInqu
ykdEdDcr11peNNBAhMKBTD670Qp/eQWtcrjWuM3q0sZfSF6YuKQJb1tOyRQontpo
dWFHW5RNI5p51x4b131XfpQ+dg6JECPbgNjcPB3tVRMzAlv1j8mOP3dzr8XBr/8F
c1128rmsvIGNWPtU8BN6sAzBvWC3hnug@fmiyv1nF4+1k5DJWTXVPHtMTc24x0p0z@67EsNpNF1bAJ4/3/e46+h8JxSiD97umeFDeNECOBJA
OPcKX7x6kdFYZ7StiQWIgkK81XrSv22vjdrHAUXBFP2m8mgnkWrOTeFRnvAZdYem
qUTR6g+eqqb6+HICcE+VYutjzStfx5b8y34VEr6SmqHO9yBggTG82zYiiBo5d2gmbE
riuRHabQEt9ybAeY4BjaBR/031H2G45KVVUrOP1vXvAoGCcgzCMHQRC1z0ZzcDO3
fXD2LSPHqf4IcqQcPete]jTSiLjdzjkBsw8EZBCTEtZN3/BFyZRm7giil4qLb6dM+
p4yzwC2qHe8g1AFhUx9BwynN8iSRgBQzCIgA6A8kdXXwWAGJCygs3FUKZ4mBOOLR
YXE1YI9gaOBifFWOmdmLauNc3Lc9zORmd8X9vjLsEWcY5vQWQ1Ao/Yfj5cdBf31S
jrDwKQf@B+Het9Y64x9wHrzsTyF337+PPVtw6PIru52GBk/Zcn/sCMmgcS4R71igf
eIyWagLmtwKrlZRGb8KYYEIMDM5gT86ptGJyoyAhRz2d1vuHBXuxYZP1IAg1Rtql
0+rj/0d6bozZfIW8fLhba957GfOxL1dXuuZIMqyJ+yOK20rsVWyYsR5hE4kXgXghs
alZFbIsbSIfhRZopjK1UuVx6IPrcQ3gMmwlhnmGTTmDR//N9GRae80ulQmWkexdw
VzPf1lEjb2gTpBhNTEFvP4KePmBoKtFVjfSOF+0ezE6aKDr1RIDOux5k THgpS1gMP
CKFJmgCsB7bKgnWiAYgEiYKIocXMvJAOZnz1XVuly6XxZk+SHqUggDNnINXKusWwy
a+SrV4vgeQWs3qTFGVTKRGURTygPergdA2h/Ra9VSJVARvO8Ifo9e/H6kCq/ZaaM
gJoXVKRUp4QRtHdAEV3e2qUcGBSOOBEG1XEpNBT9kp1RHNGzQGKDPQGTpeSwkZrVzP
NAW+cgRaCq3ebuGWZYddUpRH6cUhv9+/GYxA+g2LNtKu1544vmar+96nVjLkscw6
Elyl/xc4q5ADYEErCjgJTx1bGBH/1KdHGanCOJVK1d+sIm1XGy2BVAzR+fCYSAII
Z8WkZcu/Xkv3pVYIx/tnl8Lx8kktJ1ltyxkm482hUnzZy208knv61lJr+BbzkvmV9D
mQJpjowoqG79tLgqaJVuJtFm9I1eTMRLiMxQB7TgHpd6GTpy60SUks/F3Yn4ZY0a5
51PDfuqK6yB54gXjCCGKuRWji/z2B+qdE+hL8RCUXB1Kfr5Cvs@SpNKndccFrVAa
SX418VQHS1JZtwmRVeyX5LuCznF+g+vnn/g6h+fwGqzVLU4napv2IdUBULxSB3eU
sWEzhcI7JRUsygOEeseQ/ON8WydYwYUBCSGmygTPf19SI00jZowc8dZ1yaUB37GP
/Y+707Ly0OHZXxheMVBomZTenvyfhRsHiNXgYRIRkL3YSCVmzh1oTN+IOXoLYxWVK
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pHhzOselv4Tcy9wPzKdMOh/YB11LLysk16vXE1Lo45jTFpUr8SQ10IxH8eeelUfw8
PJ6yfu/w8gwk6R2x9VbJTrYHUI4510KNZ89jHhhPH1x+PDjOV3ugKabNMOJD9u1G
t5fN+kFz8A3 jKMAtkaBHHFmBJD8Y11mRPazRSX8EF7hvtU+YgIc2z5yULwny2LWL
VTRQyGoj/NDDRRt9MsPfBZBLVvVBPHcJWdWY4kLQDPCE5CrH8F9fsIuh89icDUMUP
y0jI7rCydpceddvOv65SSscf63MRdsZvYwOm1JgRdSqki8e+qy77012gXw5eTelV
7T+YWRbO51WuV0ZO0JPv7tu3rdTCGs1sTAe1FISU3AzrB9fNG5eHNmPnjZ1yq0lpL
JIBXVVNmMWN2cVLutEfimcVRW/aeWuY3+HgSMHOhiqR92mRN6VY6PbdQ+rT914fUz
Vmy5LIN/kZjdeizQyTdgfrRG9pGDEimd1PPia5nCxhCwGqxkGPezjzNEWzHo /C4AW
knfRMJpMbUJqZVe5u0SE466nhOKIF8nmR2fMzYYpnayCsJoh®AgghIAh940FGz/T
Fp8hKykir4JuzspCI43sGwqZFVICTGOEtisIjZhPUn4VTvxdXsjMoC8ebVUpiMsw
/IihAFjMc5GdU5bP/F20HiRh+B4e80nSTdzS7PXb6tZ1g7ccazZ5ezp3rE0c5Q0X
yJ/UBiy29VmvLNPV5JBsZQdqCOkOHfz5zgXqnZLdp9XjuW/DD4uahd/t7fWkAjk1
IN820m8GTMj rKSb1lbvSHRXXQk4sDC7+4K8ab6M6hcDXZ51ggDdJkqgGDeyoquA2Za
+AX0XQPozqryfKggqqLLOkmBtfz5PJzDkgXof1Vrbs1AjQ4VsFjsIKeb4igc3IcS
snPjPCOujVK/UpKOnci30yo6EreEsxvoRml1jUZ2NZycdJ+qGxL9hK5GWfqFxGDp
6eqt5X/bHLs+BK5R6G7qZRgk11zsMI+0L jOWkNRTf65yxdWiREO/+08gewAX1sWbxIéire1igXaYNOgVizoIyDintGWxHTaL6fNOAYf2CJRzvragn@3t86
TkVIStrRakKh2eyZlwmG84wN4Vuj7dNARVcyK1HTIiz+zjReh20uRW6ZMwASVASFk
dUL1QAHMmMANG+BSek8qxIGO2VXkaD+Bw9Z90oLcjE21Rfxc5QYcOsmUD41m/dgbs8
kDYc8I10N1f19073hZmAvqpDSIO/R20F6v2rHpxRGgoY3GGz3vz1U+sAzwCdT25A
rqPwvAIS30cPUXbzbX2BpoItIhMI9GR+zyODVxZ8rdGuisokRNaa671zEsn3yTHth
3firVDHIASImKYJ7Igf/51Ms2KNm90x5794cE4KJGO6k6I2exALrWIXEjdm+A2br3
08k fGY7mibPrkKyFLdTx6m84bSkuIstdfXvq2rrdS1eTqmEppIEuSx5i34L9A1Y8@ghav5onizmKygxHtHjZvRP
/1tGNa@yDwgfSDycM5QGsMD4JUFmozQ/NZsNeGfJEjyZpsI4v64jzcs4QxEbJoDP
/K8v9kiCQZ3NtkHGDRcUBWNDbK1 j8wgOPAJmHweFIA6UnHoqJdbPzNwsAAjMVN2Z
vtvsfFtuDu5SBALHYKA1f67WbdKfFYqfktnmR2rPXa5U/3WWiS6cOL1ly6h+cseQvS
bPn77hbn6y2tRQOIMstJ7pBIlimém/duKc7PZz1u/tANP/gKkHzthMyAErEOPmgM
P1fvt8juBUpwGpiF1TT1E3SRodx5/q8NV6TSKANWeKN7nahusiB5CVO2Ec1hjATXR
XmPo0@8kyxwYYK7P+0BOXsE2gM/uZy3If5hIEfmxxJ+5F19cNiotTQwJM7Jmbag10
MtW7IWC7g+sDY1n9L8hCxnCjoH331ss7¢c3470XB9pTy8EBNRAX5IRWIQuUORCcMcZw
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C.1.8.1. S/MIME Signed and Encrypted over a Complex Message, No Header Protection,
Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIPaQYJKoZIhvcNAQcCoIIPWjCCD1YCAQEXDTALBglghkgBZQMEAgEWggWSBgkq
hkiG9weBBwGgggWDBIIFf@1JTUUtVmVyc21lvbjogMS4wDQpDb2506ZW56LVR5cGU6 sdGVybmFOaXZ1IG11c3NhZ2Ugd2108aCBhbiBpbmxpbmUg
aW1hZ2UvcG5nDQphdHRhY2htZW50LiBJdCB1c2VZzIG5vIGh1YWR1ciBwecm90ZWNO
aW9uLgBKDQotLSANCkFsaWN1DQphbG1ljZUBzbW1tZS51eGFtcGx1DQotLTgwNABK
Q29udGVudC1UeXB10iBOZXhBL2hBbWw7IGNoYXJzZXQ9InVzLWFzY21pIgOKTUIN
RSTWZXJzaW9uOiAxL jANCkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IDdiaXQN
CgOKPGhobWw+PGh1YWQ+PHRpdGXx1PjwvdG10bGU+PC90ZWFKkPjxib2R5PgOKPHA+
VGhpcyBpcyBOaGUNCjxiPnNtaW11LXNpZ251ZC11bmMtY29tcGxleDwvYj4NCm11
¢3NhZ2UuPC9wPgOKPHA+VGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVkIFMv
TUINRSBtZXNzYWd1IHVZzaW5nIFBLQ1MjNwOKZW52ZWxvcGVKRGFBYSBhcm91bmQg
¢21nbmVKRGFOYS4gIFRoZSBwYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5h
dG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZwOKYXROYWNobWVu
dC4gSXQgdXN1lcyBubyBoZWFkZXIgcHJvdGVjdGlvbi48L3A+DQo8cD48dHQ+LSAg
PGJyLz5BbG1jZTxici8+YWxpY2VAc21pbWUuzZXhhbXBsZTwvdHQ+PCOwP jwvYm9ok
eT48L2hebWw+DQotLTgwNCOtDQONCi0tNTA4DQpDb250ZW50LVR5cGU6IGLtYWd1
L3BuZwBKQ29udGVudC1UcmFuc2Z1ciTFbmNvZGluZzogYmFzZTYODQpDb256ZW50
LURpc3Bvc210aW9u0iBpbmxpbmUNCgOKaVZCT1J3MEtHZ29BQUFBT1NVaEVVZOFB
QUJRQUFBQVVDQV1BQUFDTm1SMES5BQUFBYBVsRVFWUjQydVZUT3hiQQBKTUFNnUzcz
OW5PM1RwUNncyMGRxcGJmQVJRRWpPeXdpd11uQ3RrREtuYmNMazY2c3FsVCt6dD1j
aWRrRSs2S3drWgoKc2dyemZjcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFm
VFBSaWNpaEFmNV1Kcnc3dmp2MFpXU1dNL3VsaQeKdmRQZ jFRWjJrREQS5eHBwZDh3
QUFBQUJKULUTRXJrSmdnZz89DQoNCi0tNTA4LSBNCqCCB6YwggPPMIICt6ADAQEC
AhMPLSWOETmXSs5CVIeh7j00BogOMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLwWYDVQQDEYhTYW1wbGUgTEFNUFMg
UINBIENlcnRpZmljYXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIw
NTIwWOTI3MDY1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBX
RzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSfWUnnelN41KImVaTC3D
9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt4jse2Dgs
165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZu
TtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC33jX/Qcm+ZLCqlLghBwDH
dZ5gDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFCévL/PGeWy
6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAG]jga8wgawwDAYDVROTAQH/
BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF LAWIBMAEWHgYDVRORBBCWFYETYWxpY2VA
c21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAfS8EBAMC
BSAWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEw
jnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBak
DKU68roBRsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdao
x644DsilLOQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTxDNOOoHz53PYDBh4zE4Na
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r2inCeOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtl
uLihne@Bp1GUTkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHIKK
49+qYC9faFmQ+mK801h1MIRANI7srjnOLKpuob6wd6jaRzWdNeXz1Ec2tUpAr4vR
hZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkqghkiG
9wOBAQBFADBVMQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8G
ATUEAXMoU2F tcGx1IEXBTVBTIFJTQSBDZXJ0BaWZpY2F0aWIuIEF1dGhvcmloeTAg
FwOXOTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVU
RFERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWNIIExvdmVsYWNIMIIB
IjANBgkghkiG9wOBAQEFAAOCAQB8AMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9PkrYoBjTk
fCv4TfA/pdO/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DI
Ls7GxVwXurhYdZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TC
NO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8gqnhxBW2RZAelLqzJOMayCQtws1q7
ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTM
SiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1laJBUIKk01zQ1Pq90nj1lsJLOWID
AQAB04GVMIGsMAWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATAB
MB4GATUdJEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYB
BQUHAwQwDgYDVROPAQH/BAQDAgbAMBOGATUdDgQWBBS79syyLROGEhyXrilqkBDT
IGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiG9weB
AQOFAAOCAQEAc4miNgf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3Bj
J0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWHg4eHT j
S027PmhKE10AJKKhDbdbECcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9
cy31wbgNsy9x0f jPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4P
GHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJtBiN+u€340CU7qve1YFfNOsD1lwxkha1X3AAg4QFcUrnLJRKYFWDH6XvxsHNiLznwsF /+B1
UNiPIi7rhKgG3oLYu4H8qGolM5H+gy17+h4t8hUHZVTxZ6QyTOBK+D2J08aazcor
PgJsa85BUfcx0JXsixcqtLzTAfsPOAQBL1CUHEied1gX6n1Mb2gCxP6psFEXPRGM
rxSLzwv5QtKJCaDfYw==

C.1.8.2. S/MIME Signed and Encrypted over a Complex Message, No Header Protection,
Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="508"

--508
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="864"

--804

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the

smime-signed-enc-complex
message.
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This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses no header protection.

Alice

alice@smime.example

--804

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png

attachment. It uses no header protection.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--804--

--508

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--508--

C.2. Signed-Only Messages

These messages are signed-only, using different schemes of header protection and different S/
MIME structures. They use no Header Confidentiality Policy because the HCP is only relevant
when a message is encrypted.

C.2.1. S/MIME Signed-Only signedData over a Simple Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 4189 bytes
4 (unwraps to)
L— text/plain 233 bytes
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Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-hp

Message-ID: <smime-one-part-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 20621 10:06:02 -0500

User-Agent: Sample MUA Version 1.0

MIIMEAYJKoZIhvcNAQcCoIIMATCCC/OCAQEXDTALBglghkgBZQMEAgEwWggISBgkq
hkiG9weBBwGgggIgBIICJk1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVRYYW5Zz
ZmVyLUVuY29kaW5n0iA3Ym1eODQpTdWJqZWNOOiBzbW1tZS1vbmUtcGFydC1ocABK
TWVzc2FnZS1JRDogPHNtaW11LWOuZS1wYXJOLWhwQGV4YW1wbGU+DQpGem9t0iBB
bG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4NC1RvOiBCb2IgPGJvYkBzbW1tZS51
eGFtcGx1PgOKRGFOZTogU2FBLCAYMCBGZWIgMjAyMSAXMDowN jowMiAtMDUWMABK
VXN1ci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEuMABKQ29udGVudC1UeXB1l
0iB0ZXhOL3BsYW1luOyBjaGFyc2VOPSJ1dGYt0CI7IGhwPSJjbGVhciINCgOKVGhp
cyBpcyBBaGUNCnNtaW11LWOuZS1wYXJOLWhwDQptZXNzYWd1LgoKDQpUaGlzIGlz
IGEgc21nbmVKLWOubHkgUy9NSUTFIGT11c3NhZ2UgdmlhIFBLQTMjNyBzaWduZWRE
YXRhLiAgVGh1DQpwYX1sb2FkIG1zIGEgdGV4dCO9wbGFpbiBtZXNzYWd1LiBJdCB1
¢c2VzIHROZSBIZWFkZXIgUHJvdGYjdGlvbgOKc2NoZW11IGZyb206gdGh1IGRYYWZ0O
LgOKDQotLSANCkFsaWN1DQphbGljZUBzbW1tZS51eGFtcGx1DQqgggemMIIDzzCC
AregAwIBAgITDY@O1vRE510r0Q1SHoe49NAaKtDANBgkghkiGOwOBAQOFADBVMQOw
CwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8GATUEAXMoU2FtcGx1
TEXBTVBTIFJTQSBDZXJOaWZpY2F@aWOuIEF1dGhvemlBeTAgFwOXOTEXMjAWNjUO
MThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVUR jERMA8GATUECXMI
TEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiG9weoB
AQEFAAOCAQB8AMIIBCgKCAQEAmpUp+0ovBouOP6AFQJ+RpwpODxxzY60Nn11J53pTeN
SiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+Ithj
LeI7Htg6rNeuXq50/TuTSxX5R1ITEXGt8p6hAQVeA50Z2afHg4b97enV8gozRA/N
kug4AkXmbk7THNc8vvjMUJanZ /VmS4TgDgXjWShplcI31lcvvBZMswt41/0HJvmSw
gpS60QcAx3Weag@yCNj1VOVIyu/3DjcYbwW21Jf5NbMHbM1LY4X5chWfNEbkN6hQ
ury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB0o4GVMIGSMAWG
ATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMB4GA1UdEQQXMBWB
E2FsaWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROP
AQH/BAQDAgUgMBOGA1UdDgQWBBSiUBHVRDYAKRV8ASPw546vzfN3DzATBgNVHSME
GDAWgBSRMI58BxcMp/EJKGU2GmccaHb@WTANBgkghkiGOwWOBAQOBFAAOCAQEAQU14 juwdRrjFBSXkk7pWpjXwsA3A5G
0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7Ph0ODBbZnf
itOLPgPEwWjTtdgeVvVQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjG
sgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqgmjV3d/2NKRu@BXnDe/
N+iDz3X0zE0j0OfqXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT6VdJ
45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCGATUdIAQQMA4wDAYKYIZI
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AWUDAgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQM
MAoGCCsGAQUFBWMEMA4GA1UdDwWEB /wQEAwWIGWDAdBgNVHQ4EFgQUuU/bMsi@dBhIc
164papAQOyBmZnMwHwWYDVRO jBBgwFoAUKTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJ
KoZIhvcNAQENBQADgGEBAHOJojanzgmgaSN3/gqSQ4chbbmdj /RAGBEPr+gXT+xii
dfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3el?2
1Vh40HhyIOgNuz50ShNaACSioQ23WxHGVy9vsdVfnbhsplrWgINQ2WbpCmK+20Mh
20Y10Z /wvXMt9cG6 jbMvcdH4zOIOvgomrYKKTM/RCGnumghxwYToj10yD5Gs4D21 rRaNKKEmUcA9vbJYBSOW1mR /04
FeLYNUVUVFXvV9YCb/BROpgp9Aw=

C.2.1.1. S/MIME Signed-Only signedData over a Simple Message, Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-one-part-hp

Message-ID: <smime-one-part-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:06:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: text/plain; charset="utf-8"; hp="clear"

This is the
smime-one-part-hp
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses the Header Protection
scheme from the draft.

Alice
alice@smime.example

C.2.2. S/MIME Signed-Only multipart/signed over a Simple Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a text/plain message. It uses the Header Protection scheme from the draft.

It has the following structure:
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L-multipart/signed 4435 bytes
text/plain 250 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="78f";
micalg="sha-256"

Subject: smime-multipart-hp

Message-ID: <smime-multipart-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -05600

User-Agent: Sample MUA Version 1.0

--78f

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-multipart-hp

Message-ID: <smime-multipart-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: text/plain; charset="utf-8"; hp="clear"

This is the
smime-multipart-hp
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a text/plain
message. It uses the Header Protection scheme from the draft.

Alice
alice@smime.example

--78f
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJKoZIhvcNAQcCoITJOTCCCcOCAQEXDTALBglghkgBZQMEAgGEWCWYJKoZI
hvcNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMASGATUEChMESUVURjERMABGATUECXMITEFNUFMgVOcx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHKwIBCNMTkXxMTIwMDY TNDE4AWhgPMjATMjASMjcwNjUBMThaMDsxDTALBgNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQDEW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr16udPB7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WwWTLMLeNT9Byb5ksKqUugEHAMd1nmoNMgjYOVTVfcrvowd3GG8FtpSX+TWz
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B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVvAwPxAf1iPsIVK
arUCAwWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUD
AgEwWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGATUdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wWQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVTAE j
80e0r83zdw8wHwWYDVRO jBBgwFoAUkTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZI 1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMBUG
ATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQCO9InoWDgWPk2af@+StijSNOR8K/hN8D+10780ullsk4ASvSwjsCNo7sHU /0F8/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30UxfyrZl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1Im6QpivtqDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPOQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVZzUAUBlr+JJtz
OKypyQ3eoZ6EPazXgMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSzZNnEm
MYICADCCAfwCAQEwbDBVMQOwCwYDVQQKEWRJRVRGMREwWDwYDVQQLEwWhMQU1QUyBX
RzExMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aW9uIEF1dGhv
cmlPeQITNOEFee11fOKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9wBBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNTA3MDJa
MC8GCSqGSIb3DQEJBDEiIBCAIw1Q7hUXhrDaz31XMFPOA3g3nv1hWh9ejlLg/g9kjk
vDANBgkghkiG9wOBAQEFAASCAQAC1OM6ZWFAZFvsP+/siWSNOEMBYWxuOzvCmSWC
0QwnAQ/dSwXcKMce jOWWMKTDTQSYBUjxFVEBchcK6FMH2gHDVb /PztWrSECmvh6F
utJ2SRxsOuGrFkee3hRokowuOu9pDXasLtWP2MnB5pSMWX5QMpya1UxYcbIoaUOx
Jeu5zjbYf/002tINVZHP+r+wxQzZ7qTaEzviQ+IVOKoJanfU3Qd/giS6MuySwozwP
r3E7YAy309dZT7zL6AR5CsC1I8co07X1PRNNBXXLMECR/v5cXniGV+GNf8xYaiGA
iT9IwijZabpsfTSFjzUWTIcOjGx3GcLZr+BIm+MEBCSRzDum

S_7Bfes

C.2.3. S/MIME Signed-Only signedData over a Complex Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the Header Protection scheme
from the draft.

It has the following structure:
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L— application/pkcs7-mime [smime.p7m] 5647 bytes
2 (unwraps to)
L-multipart/mixed 1570 bytes
multipart/alternative 934 bytes
text/plain 287 bytes
text/html 382 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-hp

Message-ID: <smime-one-part-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:06:02 -0500

User-Agent: Sample MUA Version 1.0
@aXZ1IG11c3NhZ2Ugd210
aCBhbiBpbmxpbmUNCm1tYWd1L3BuZyBhdHRhY2htZW50LiBJdCB1c2VzIHR0ZSBI
ZWFkZXIgUHJvdGVjdGlvbiBzY2h1bWUgZnJvbQOKdGh1IGRyYWZOLgOKDQotLSAN
CkFsaWN1DQphbG1ljZUBzbW1tZS51eGFtcGx1DQotLTIWMABKQ29udGVudC1UeXB1l
0iBBZXhBL2hObWw7IGNoYXJzZXQ9InVzLWFzY21pIgOKTUINRSTWZXJZzaW9uOiAx
LjANCkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IDdiaXQNCgOKPGhObWw+PGh1
YWQ+PHRpdGx1PjwvdG1lebGU+PC90ZWFkPjxib2R5PgOKPHA+VGhpcyBpcyBBaGUN
CjxiPnNtaW11LWOuZS1wYXJOLWNvbXBsZXgtaHA8L2I+DQptZXNzYWd1L jwvcD4N
CjxwP1lRoaXMgaXMgYSBzaWduZWQtb25seSBTLO1JTUUgbWVZzc2FnZSB2aWEQUEtD
UyM3IHNpZ251ZERhdGEUICBUaGUNCnBheWxvYWQgaXMgYSBtdWxBaXBhcnQvYWx@
ZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGluZzQeKaW1hZ2UvcG5nIGFOAGF j
aG11bnQuIE1OTIHVZzZXMgdGh1IEh1YWR1ciBQcm90ZWNOaWOuIHNjaGVtZSBmem9t
DQpBaGUgZHJhZNQuUPCO9WPgOKPHA+PHROPi0tIDXxici8+QWxpY2U8YnIvPmFsaWN1
QHNtaW11LmV4YW1wbGU8L3ROPjwvcD48L2JvZHk+PC90dG1sPgOKLSOYMDAtLQOK
DQotLWUyZQOKQ29udGVudC1UeXB10iBpbWFnZS9wbmcNCkNvbnR1bnQtVHJhbnNm
ZXItRW5jb2Rpbmc6IGJhc2U2NABKQ29udGVudCT1EaXNwb3NpdGlvbjogaW5saWs1
DQoNCm1WQk9SdzBLR2dvQUFBQUSTVWhFVWdBQUF CUUFBQUFVQBFZQUFBQB5pUJjBO
QUFBQWNFbEVRV1IOMNVWVE94YKENCk1BZ1M3Mz1uTzNUcFJ3MjBkcXBiZkFSUUVq
T313aXdZbkN@aBRLbmJjTGs2NnNxbFQrenQ5Y21kaBUrNkt3aT1oNCnNncnpmY3FW
TXBMMmpvMDQON2dZRHB1QXJrK@9uSkhrSWhBZ1RQUm1jaWhBZjVZSnJ3N3ZqdjBa
V1JXTS91bGKNCnZkUGY xUVoya®REOXhwcGQ4dOFBQUFCS1JVNUVya®pnZ2c9PQOK

Gillmor, et al. Standards Track Page 89



RFC 9788 Cryptographic MIME Header Protection May 2025

DQotLWUyZS0tDQqgggemMIIDzzCCAregAwIBAgITDY@1vRE510r0Q1SHoe49NAaK
tDANBgkghkiG9wOBAQOFADBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1Q
UyBXRzEXMC8GATUEAxMoU2F tcGx1IExBTVBTIFJTQSBDZXJOaWZpY2F@aWOuIEF1
dGhvcm1eeTAgFWOXOTEXMjAWNjUBMThaGA8yMDUyMDkyNzA2NTQXxOFowOzENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExv
dmVsYWNIMIIBIjANBgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAmMpUp+ovBouOP
6AFQJ+RpwpODxxzY60Nn11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp
Tc+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5RT1ITEXGt8p6h
AQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgX j
WShplcI31lcvvBZMswt41/0HJvmSwqpS60QcAx3Weag@yCNj1VoVOyu/3DjcYbwW2
1Jf5NbMHbM1LY4X5chWfNEbkN6hQuUry/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/
WI+whUpqtQIDAQAB0o4GvMIGsMAWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpg
hkgBZQMCATABMB4GATUdEQQXMBWBE2FsaWN1QHNtaW11lLmV4YW1wbGUWEwWYDVRO1
BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBOGATUdDgQWBBSiUBHVRDYA
KRV8ASPw546vzfN3DzAfBgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTAN 1NDE4WhgPMjA1
MjA5MjcwNjUBMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdH
MRcwFQYDVQQDEw5BbG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADgQEP
ADCCAQoCggEBALTOiehYOBY+TZp/T5K2KNIOSHWr+E3wP6XTvyi6WWyTgBKILCOw
I2juwdRrjFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD
73nQwXP968+A/3rBX7Ph00ODBbZnfitOLPgPEWjTtdgoVQQ6Wz+CRQ/YbHPKaw7aR
phZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65
x8Kf4hCxqqmjV3d/2NKRuBBXnDe /N+iDz3X0zEojOfqXgq4SWcCOnsG11lyyXt1TL
270I6ATKRGJWiQVCCpDtcONT6VvdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8SE
AjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAgEWATAeBgNVHREEFzAVgRNhbG1jZUBz
bW1tZS51eGFtcGx1MBMGAT1UdJQQMMA0oGCCsGAQUFBWMEMA4GATUdDWEB /WwQEAWIG
wDAdBgNVHQ4EFgQUu/bMsi@dBhIc1l64papAQOyBmZnMwHWYDVROjBBgwFoAUKTCO
fAcXDKfXxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJo janzgmgaSN3
/9qSQ4cbbmdj /R4GBEPr+gXT+xiidfZ2ilLNwYyTneuK6AChwKfnNvOFb81V1iffR
TF/KtmVEDMR/sYeqAH83KM5p3e121Vh40HhyIOqNuz50ShNaACSi0Q23WxHGVy9v
sdVfnbhsplriWg9NQ2WbpCmK+20Mh20Y10Z /wvXMt9¢cG6jbMvcdH4z0I0vg6mrYkK /+EuyWAzpOr /GCsSGXt2owaAkGPuzZf6kPcOmLhb/VFdeY16wy9J0=

C.2.3.1. S/MIME Signed-Only signedData over a Complex Message, Header Protection,
Unwrapped

The S/MIME signed-data layer unwraps to:
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MIME-Version: 1.0

Subject: smime-one-part-complex-hp

Message-ID: <smime-one-part-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 20621 12:06:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="e2e"; hp="clear"

--e2e
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="260"

--200

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-one-part-complex-hp
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline
image/png attachment. It uses the Header Protection scheme from
the draft.

Alice

alice@smime.example

--200

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-one-part-complex-hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline

image/png attachment. It uses the Header Protection scheme from

the draft.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--200--

--e2e

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--e2e--
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C.2.4. S/MIME Signed-Only multipart/signed over a Complex Message, Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a multipart/alternative message with an inline image/png attachment. It uses the
Header Protection scheme from the draft.

It has the following structure:

L-multipart/signed 5520 bytes
multipart/mixed 1628 bytes
multipart/alternative 990 bytes
text/plain 304 bytes
text/html 402 bytes
image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"”; boundary="ba4";
micalg="sha-256"

Subject: smime-multipart-complex-hp

Message-ID: <smime-multipart-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 20621 12:07:02 -0500

User-Agent: Sample MUA Version 1.0

--ba4

MIME-Version: 1.0

Subject: smime-multipart-complex-hp

Message-ID: <smime-multipart-complex-hp@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:07:02 -0500

User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="b14"; hp="clear"

--b14
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="f1a"

--fla

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-multipart-complex-hp
message.

This is a signed-only S/MIME message via PKCS#7 detached
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signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft.

Alice

alice@smime.example

--f1la

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-multipart-complex-hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png

attachment. It uses the Header Protection scheme from the draft.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--fla--

--b14

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjveZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

=-bl4--

--ba4
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hveNAQcBoITIHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwbDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BELFVEYXETAPBgNVBASTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXr1l6udP@7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WWTLMLeNf9Byb5ksKqUuqEHAMdT1nmoNMgjYIOVfVfcrvow43GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j
80e0r83zdw8wHwYDVROjBBgwFoAUKTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZI
hvcNAQENBQADggEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1IWN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2x9SG91PEMO46gfPnc9gMGHjMTg1qvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZR
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zWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGnNUZROSVSYkGiWDp1JhgXwfDz8
ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pgL190WZD6YrzSWHUz1FB0juyuO0fQs
gmé6hvrDTqNpHNZO15f0URza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhRM3QQV5
7XV/QgmiXDre+GrOomgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEY X
ETAPBgNVBASTCExXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUGTEFNUFMgUINBIEN1
cnRpZm1jYXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIWNTIWOTI3
MDY 1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMBUG
ATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGgEK
AoIBAQCO9INoWDgWPk2af0+StijSNOR8K/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VqY18LANWORjrc9BaX4MguzsbFXBebuFh1mVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DxMIO7XYNFUEOLs/gkUP2Gxzyms02kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKN5SwXVgkWFfiOucfCn+IQ
saqpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614KUE1nAtJ7BtZcs17dUy9u9COgE
ykRiVokFQgqQ7XNDU+r3SeOWwk s7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCmCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWxpY2VAc21pbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBsAwWHQYD
VROOBBYEFLv2zLItHQYSHJeuKWgQENMgZmZzMB8GATUdIwQYMBaAFJEwjnwHFwyn
8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6 /0F@/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1m6QpivtgDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBlr+JJtz
OKypyQ3eoZ6EPazXgMyHAVcsmBGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOwCwYDVQQKEWRJRVRGMREwWDWYDVQQLEwhMQU1QUYBX
RzExXMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aWIuIEF1dGhv
cm10eQITNOEFee11fOKpolw69Phqzpqp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXxNzA3MDJa
MC8GCSqGSIb3DQEJBDEiBCDKNV54rM1AYevevF+c3DI/JjX14STIx3nsp5B95mHT
gTANBgkqhkiG9wOBAQEFAASCAQBWQXNUY6IG27judXS4aApRfPoBUjk6ém7uUMIQF
/VCOEpXLVWRkn6B9k7L9MMrMJPRKRO30CzimaPjTKH3JKTxdjOgWtb2eELmIaRWY
n0TaAK/3/h2dgMbPXYXgmWRQPsgFs42m6zWF4CH3YpurTvQC5gBOPSEPFOBOHdcm
77bRs4AcPf1mfGThUG3YUNXuJ99BKb3Z72z31QiTohvhti9eHRYAMXL /XdP7TLiGVm
Ee7uoUREekXvLmj8C6B3z8fiTfiWlgqENU7J2BkrVFOKgW5X9ANwhekNROEX6X0O5R
NVcBYNKNXCxuKMbHCE47Ytt8AuV4ANoDWk2yumc8T6sMBWkue

--bad--

C.2.5. S/MIME Signed-Only signedData over a Complex Message, Legacy RFC 8551 Header
Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the legacy RFC 8551 header
protection (RFC8551HP) scheme.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 5696 bytes
4 (unwraps to)
L message/rfc822 1660 bytes
L-multipart/mixed 1612 bytes
multipart/alternative 974 bytes
text/plain 296 bytes
text/html 394 bytes
image/png inline 232 bytes
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Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-rfc8551hp

Message-ID: <smime-one-part-complex-rfc855Thp@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:26:02 -0500

User-Agent: Sample MUA Version 1.0

MIIQaQYJKoZIhvcNAQcCoIIQW]jCCEFYCAQEXDTALBglghkgBZQMEAgEwggaSBgkq
hkiG9we@BBwGgggaDBIIGfO1JTUUtVmVyc21vbjogMS4wDQpDb250ZW56LVR5cGU6
IG11c3NhZ2UvemZjODIyDQoNCk1JTUUtVmVyc21vbjogMS4wCkNvbnR1bnQtVHIw
ZTogbXVsdGlwYXJOL21peGVkOyBib3VuZGFyeTOiZTY4IgpTdWJqZWNOOiBzbW1lt
ZST1vbmUtcGFydC1jb21wbGV4LXJImYZzgTNTFocApNZXNzYWd1LUIEOiA8c21pbWUt
b251LXBhcnQtY29tcGx1leC1yZmMANTUxaHBAZXhhbXBsZT4KRnJvbTogQWxpY2Ug
PGFsaWN1QHNtaW11lLmV4YW1wbGU+C1Rv0iBCb2IgPGJvYkBzbW1tZS51eGFtcGx1
PgpEYXR10iBTYXQsIDIWIEZ1YiAyMDIXIDEy0jI20jAyICOWNTAwWC1VZzZXItQWd1
bnQ6IFNhbXBsZSBNVUEgVmVyc21vbiAxLjAKCi@tZTY4Ck1JTUUtVmMVyc21lvbjog
MS4wCkNvbnR1bnQtVH1wZTogbXVsdGlwYXJOL2F sdGVybmFB8aXZ10yBib3VuZGFy
eTeiYmJhIgoKLST1iYmEKQ29udGVudC1UeXB10iBOZXhOL3BsYW1luOyBjaGFyc2Ve
PSJ1cy1hc2NpaSIKTUINRSTWZXJzaW9uOiAxL jAKQ29udGVudC1UcmFuc2Z1ci1F
bmNvZGluZzogN2JpdAoKVGhpcyBpcyBBaGUKc21pbWUtb251LXBhecnQtY29tcGx1
eC1yZmMANTUxaHAKbWVzc2FnZS4KC1RoaXMgaXMgYSBzaWduZWQth25seSBTLO1J
TUUgbWVzc2FnZSB2aWEgQUEtDUyM3IHNpZ251ZERhdGEUICBUaGUKcGF5bG9hZCBp
cyBhIG11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51
CmltYWd1L3BuzZyBhdHRhY2htZW50LiBJdCB1c2VzIHR0ZSBsZWdhY3kgUkZDIDg1
NTEgaGVhZGVyCnByb3R1Y3Rpb24gKFJGQzgTNTFIUCkgc2NoZW11LgoKLS@BgCkFs
aWN1CmFsaWN1QHNtaW11LmV4YWTwbGUKLS1iYmEKQ29udGVudC1UeXB10iBOZXh@
L2hObWw7IGNoYXJzZXQ9InVzLWFzY21pIgpNSUTFLVZ1cnNpb246IDEUMApDb250
ZW50LVRYYW5zZmVyLUVuY29kaW5n0iA3Ym10Cgo8aHRtbD48aGVhZD48dG1ebGU+
PC90aXRsZT48L2h1YWQ+PGJvZHk+CjxwP1RoaXMgaXMgdGh1lCjxiPnNtaW11LW9u
ZSTwYXJOLWNvbXBsZXgtcmZjODUTMWhwPC9iPgptZXNzYWd1L jwvcD4KPHA+VGhp
cyBpcyBhIHNpZ251ZC1vbmx5IFMVTULINRSBtZXNzYWd1IHZpYSBQSONTIzcgc21n
bmVkRGFOYS4gIFRoZQpwYX1sb2FkIG1zIGEghXVsdGlwYXJOL2FsdGVybmFBaXZ1
IG11c3NhZ2Ugd210aCBhbiBpbmxpbmUKaW1hZ2UvcG5nIGFOAGFjaG11bnQuIELS
THVZzZXMgdGh1IGx1Z2F jeSBSRkMgODUTMSBoZWFkZXIKcHJvdGVjdGlvbiAoUkZD@REOXhwcGQ4dOFBQUFCS1JVNUVya®pnZ2c9PQoKLST1INjgtLQqg
ggemMIIDzzCCAregAwIBAgITDy@1vRE510r0Q1SHoe49NAaKtDANBgkghkiGOwOB
AQOFADBVMQOWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEWhMQU1QUYBXRzEXMC8GA1UE
AxMoU2FtcGx1IExBTVBTIFJTQSBDZXJOBaWZpY2FB@aWOuIEF1dGhvcmlBeTAgFwOx
OTExMjAwNjUBMThaGA8yMDUyMDKkyNzA2NTQxOFowOzENMASGATUEChMESUVURER
MABGATUECXMITEFNUFMgV@cxFzAVBgNVBAMTDkFsaWNITIExvdmVsYWNIMITIBI jAN
BgkqhkiG9woBAQEFAAOCAQ8AMIIBCgKCAQEAmpUp+ovBouOP6AFQJ+RpwpODXxxzY
60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6
kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5R1ITEXGt8p6hAQVeA50Z2afHg4b9
7enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgXjWShplcI31lcvvBZMs
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wt41/0HJvmSwgpS60QcAx3Weag@yCNj1VIV9yu/3DjcYbwW21Jf5NbMHbMTLY4X5
chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB
04GvMIGSMAWGATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMBA4G
ATUdEQQXMBWBE2FsaWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUH
AwQwDgYDVROPAQH/BAQDAgUgMBBGA1UdDgQWBBSiUBHVRDYAKRV8ASPW546vzfN3
DzAfBgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkghk iGOwOBAQOF 1NDE4WhgPMjATMjA5MjcwNjUBMTha
MDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBAsSTCEXBTVBTIFdHMRcwFQYDVQQDEwW5B
bG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBALT®O
iehYOBY+TZp/T5K2KNIO5HWr+E3wP6XTvyi6WWy TgBKOLCOWI2 juwdRrjFBSXkk7
pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A/3rB
X7Ph00DBbZnfitOLPgPEW]jTtdgoVQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQV
tkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqqmjVv3d/
2NKRu@BXnDe /N+1Dz3X0zEojOfqXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVC
CpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCcGATUdIAQQ
MA4wDAYKYIZIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1
MBMGA1UdJQQMMA0oGCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIGWDAdBgNVHQ4EFgQU
u/bMsi@dBhIcl64papAQByBmZnMwHWYDVROjBBgwFoAUkTCOfAcXDKfXxCSh1Nhpn
HGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJojanzgmgaSN3/gqSQ4cbbmdj/R40
BEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeq
AH83KM5p3e121Vh40HhyIOgNuz50ShNaACSi0Q23WxHGVy9vsdVfnbhsplriWgoNQ
2WbpCmK+20Mh20Y16Z /wvXMt9cG6 jbMvcdH4z0IOvg6mrYkKTM/RCGnumghxwYTo
j10yD5Gs4D2IJCw+fX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4rKnJDd6h
noQ9rNeozIcBVyybQYjfrgg4DRvwIKsk220H4ConlB8f7R7s1LM2cSYxggIAMIIB
/AIBATBsMFUXDTALBgNVBAOTBELFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYD
VQQDEYhTYW1wbGUgTEFNUFMgUINBIENlcnRpZmljYXRpb24gQXVBaG9yaXR5AhM3
QQV57XV/QgmiXDr@+GromgnXMAsGCWCGSAF1AwQCAaBpMBgGCSqGSIb3DQEJAZEL
BgkghkiG9weBBWEWHAY JKoZIhvcNAQkFMQ8XDTIXMDIyMDE3MjYwMlowLwYJKoZI
hvcNAQKEMSIEIPo6cfj2PNIuP7W8SRv7KpxepLUu9zPgallLeNOBNuSo/MABGCSqG
SIb3DQEBAQUABIIBAIBA12cJS021iAJg5nB/+gal+wZn3hOP1WW6N8YQ957q/TxIj
Iny59ctj4CokVaRb3uAm50r1TpK1h1x/hse1MsZgWQeew+omUQQkJg3RLZ9RBwsV
018SN5WMNdiNSRNC9a3MFtSVPEOCt90XdQdQ2kgeRkL /fthatcF8gI+p4+pOP2+U
dOfnKCjP9nPobyBcXkljv@BpRriu7sngqQi100I1aqd4VwocIm8YV651aB/9522f6e
/4Z2i300BLulz1+pT2z6frPzUJfd6UbGtSiAWRHYfIJHZ2PAYt94iMv7UBVMK3GmJ
TkzFm1if4dpFLofdkEtUX8Is+DPf+/ZB1MvrrQk=

C.2.5.1. S/MIME Signed-Only signedData over a Complex Message, Legacy RFC 8551 Header
Protection, Unwrapped

The S/MIME signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: message/rfc822

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="e68"

Subject: smime-one-part-complex-rfc8551hp

Message-ID: <smime-one-part-complex-rfc8551Thp@example>
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From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:26:02 -0500
User-Agent: Sample MUA Version 1.0

--e68
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="bba"

--bba

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-one-part-complex-rfc8551hp
message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline
image/png attachment. It uses the legacy RFC 8551 header
protection (RFC8551HP) scheme.

Alice

alice@smime.example

--bba

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-one-part-complex-rfc8551hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline

image/png attachment. It uses the legacy RFC 8551 header

protection (RFC8551HP) scheme.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--bba--

--e68

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

Slcpats
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C.2.6. S/MIME Signed-Only multipart/signed over a Complex Message, Legacy RFC 8551
Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature (multipart/signed). The
payload is a multipart/alternative message with an inline image/png attachment. It uses the
legacy RFC 8551 header protection (RFC8551HP) scheme.

It has the following structure:

L-multipart/signed 5624 bytes
message/rfc822 1718 bytes
multipart/mixed 1670 bytes
multipart/alternative 1030 bytes
text/plain 324 bytes
text/html 422 bytes
image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"”; boundary="a61";
micalg="sha-256"

Subject: smime-multipart-complex-rfc8551hp

Message-ID: <smime-multipart-complex-rfc855Thp@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:27:02 -05600

User-Agent: Sample MUA Version 1.0

--abT
MIME-Version: 1.0
Content-Type: message/rfc822

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="91c"

Subject: smime-multipart-complex-rfc8551hp

Message-ID: <smime-multipart-complex-rfc855Thp@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:27:02 -0500

User-Agent: Sample MUA Version 1.0

--91c
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="b87"

--b87

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit
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This is the
smime-multipart-complex-rfc8551hp
message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 header protection
(RFC8551HP) scheme.

Alice

alice@smime.example

--b87

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-multipart-complex-rfc8551hp</b>

message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 header protection
(RFC8551HP) scheme.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--b87--

=>=91©

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

e ica

--abT
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJKoZIhvcNAQcCoITJBTCCCcOCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hvcNAQcBoITHpjCCA88wggK30AMCAQICEW8tJbOROZdKzkJUh6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcx
MTAvBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdG1lvbiBBdXRob3Jp
dHKwIBCNMTkxMTIwMDY1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAoOT
BE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmATID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXrl16udPB7k@sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5M500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7WwWTLMLeNf9Byb5ksKqUugEHAMd1nmoNMgjYOVTVfcrvowd3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVK
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arUCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZTIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAE j x /0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZa1oPTUN1m6QpivtqDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7 rNmTOTzPCVzUAUBLr+JJtz
OKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSZNnEm
MYICADCCAfwCAQEwbDBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXxMoU2F tcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml10eQITNOEFee11fOKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXxNzI3MDJa
MC8GCSqGSIb3DQEJBDEiBCAYyptCVBhIbjLh1QOKunV/81vEiJSGLMos@8/AoumM
FzANBgkghkiG9wOBAQEFAASCAQCSBglwkJFZNTXSwtDj1dQxDo4n3twmJ19VyZS0
A10BEiVW2+9Tque6G+mTSePralLg4L2BvutQ1rKW9jVXJXJ8k1x3Y8aY6TGvJ5/RH
3GpwQPjfjauEVAplxnIelLdtUbwJJvaColBr6bPHUibtvXS14JqfHVEU7uTgHlxpv
KFZ/VEXf+Lx62gINfpie22d6UC3Nxif6EWPEDLMIjOYILjfMfOMcQ2KzAPr6t6x/
hrz6NDG3LeTelLegQ4+onLotaBFsaBQPat@nSFjcaH8j9hFb4RB4avMbT1/5nRR6/
B49Y028fRuAztMvesvs4M8kW6DAJjYj2fFAQT87CdWErzM7r

--a61--

C.3. Signed-and-Encrypted Messages

These messages are signed and encrypted. They use PKCS#7 signedData inside envelopedData,
with different header protection schemes and different Header Confidentiality Policies.

C.3.1. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from the
draft with the hcp_baseline Header Confidentiality Policy.
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It has the following structure:

L— application/pkcs7-mime [smime.p7m] 7825 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 4786 bytes
4 (unwraps to)
L— text/plain 329 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:09:02 -0500

User-Agent: Sample MUA Version 1.0

MIIWjAYJKoZIhvcNAQcDoIIWfTCCFnkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
Bog@MABGCSqGSIb3DQEBAQUABIIBAERRjmiJrN88aVGFS2yaskouoeCwZ++b+Xx4
pJQ1bIG5PzkUk iAQDWKhdwAJT+f74rJIneIhgYQkL1NWefgCuO7UBT+ciHEBDEhP
+3jciOFRP3Hnynxdiw6DpGaUfyyk9Wn0GjePADIipvHDkRIXWIuuHFCXpQPQthB+
mwYuv6G5WmIMXHSpAid/UXMKUAYK2zkVMSoDM4BfGOTpmIUqjBm+uo0d3ZjIIcAM
wzDMpEEZyZc3Z073jdC7DC1eQBmB9co/RnhwpI56kEp2rtQgmRiTwaXS3jgHf8EeC
u/X5xskoJ1lVakhdHteSMObqJ1vOcNnsSMYbHb3TLQRF+BhPIWt8wggGEAgEAMGwWwW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZzB8RBAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAURM6VJvmBdywBkwK73GhkCBT
DN26 j SUwPbZg9MYXICPROANV40oU9gFTFOE /CA4JzCPhPeIyqGA9KHWEPEr9dljFg¢c5rM2nh26JCEpoY2F jdrikIJOBK+NUdkyu/m1CmjCF03c7jQm6Q7JFdpGBgmjoQy
gZo8VL4g6gxqOmla0G+pYK/3QUBAampxnx8kJ9zQ2NdVBE jdRxk7JD5fqVWa5tZb
RVAIA6bm+mfZzAviibnXI55m6EQ7wOfHHmM/b+KKUmyB17WeKvNm3Z3iTkOtViqun
tZnXjyhVA9fGdwaNYs6njkQSuwQjGmjmLtokRedh6LMOXg8cgX6us34BHTPOYNe6
HUzXhLOwKLQmTuvbLBgqZRcNZxVgeSNRViL /n/08D1Ln3kXJpNL+1TWUJZQhBLXVIk
T7Fucb82kDhDXufsjRed/uMizdX61NHjRFObGARZp/SD6rn3X+WzJV2BwX8xpEph
iEr6I9hrVDytdoBFsGt/z9FVMB4kwp+n6UB2ipikVQdKPt1CpsBYkBzwfDaPFOmS
kbwuLZhZ1nj3tkAzv9sx5a/z71v92S7LVHDycnUcuvNK4AZB8wZvSXz /8WPxwk30
zmdeeSsn6dyZ5Q90203Z2q6/7k9YhkYD3LDS3XWRkpJMfNmjDLSWEr5ifxVrIq3KM
MAEOs1tqfBMWF4AeABKOOHa9NAhzLCMsxNEtXd718Ur2JKkUGxtmCKD/3ep5e5S
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smIS/Ty3aD47LQYDOk jWhvTnQF61vOVQHrEKLMf7rlrnAwL2 fEwfnMvNZTTiTN4I
nfL1m49CxxzffSv1OECT1Ks/RZq7JxcfvuW4gN3y jMKy1dwtRZm9pU5+ROp2HNIF
C4nZQ4Dre2cPdM1JmvimOnVEyc3703Mi7hF3Nuf7H2 jog4yTMu8Tuk+8J00KukQD
dNz95Bzj89cChb9FJyq5h4Sk+TeVqJzhONpLBQ6T7xrJedZVefqdRhMMtfFYgNAeZ
/G1f4xHGXFug9okJXFSZCcolLYv4qek50jJrbWM3GeY71j9C1xFbs@bqrtBXAImul
60G7uUEJdsFR2wBLYv6i91CwAVKeBSJUx6FdfzKzRqsHYUFsMVeNw3kYPbbsXyj3Mx
PLCrB81P71NHtIEHPkKFgTPVEaVWzXMvz6YAQg6mKxVjI8iVFSE6JBJHtaTX49kJ
W2XXS/eI4DD8y5exJVtT1Rb61/88eh9IiN6OUXbUXmtDm/cKnnMD3Nt4HOweIygvU
BHMVw3+p6Uoj/E31DEXSGIX1BTveRZVGz11A0az63UGz18KCzOhow+XJrLILJ1nH
8MLEF /BarmHe5+09XHF80tpO0YPmdhL8RNFfvtStTthxhp2smd5IIblm13hj1CuV7
KTnVbyBxKX9utmIRm1SyOdvAMR2+3jz1oNCUTzWYCu2/IcYw23gW44pFQdUosKmyf
0gyFSNQVQJ+CKADEID9sHWm7yBWkkNEk5jExDne0qyU6BOWrei4RYY /J6L rQGMWG
Y1iQtmyVOfhDjzUATEAGumxVBWbCycDA11DsEp@hSckgowk8aT1lXo6tWPeXv5iMq
bCfxUGLY8gmHEf7n+v2yLoCJmZSyTMTOBhOPjINNNYRWQNnsdR+CELSxgmbE651K2
abaYEX/jBZvCvgILPuAHF14WVVHj/BbfMZTfxTRSnjZIKhcP32Bk42WIuo+Hkhtk
sG6xsLi614VAqqtRvpDzMK+HsK8YmyCT53dOmb9JEokmuOV4GaMR1uaeBGxV88UK
t0tTQB1VZ+/kcSy7SBBuGtNz2kSapRDUjWgXnWDzMdQeMc5rI16WeCRgwVTiRBRb
EWrsrPtG5u/krSm/wwBdd3m9VDOm1T j+1UoH5+0XeReZjbBse7uQt2W/V/IWpGMy
EK/M/rThL498JjY3SNmlzYv9mtrUy+eoFgf+ef0iGSfCynfnK4A12K9LPFvaPnS3
qcTH4FVjufs4THAfCpSrEoaefUzEY12DBYdLVTNMfKr517bnCs4wp82XGvf4kHJS
y5tM/H456uv1wQRDNJQ321Fbi6xkCC/KujRMYsDsfLgoBVS1Ki+wVOIH5cvpem57
cKrgBwNyUYtk41/s6t1SWNyDQVFYqQCrhN5TEHU+JWCK7poGBdCLzUTtSHJeMOHOX
Jr9K+LiBnscmgDstq67x0rLwhe3r4PM80cgSuV+Kz91j23RtksSghpeWe9vxCnkx
NsZ/ZddX8ZdNk7uihJZJ/M9/DWEGx4Y12Mk5XI0Shb53Zm103KuL1kN7qj8mdOp1
3tfr/FB82zXo5HkOBC7U3Ne j9gmqr6S09kSxwqPaB4om342FJuYVZgsTw009gSM11
Z5bYKrQ2ml+/oRawRLuUB3fCM2tV+thgi8M9SIwl3FUZnGevyuGyudbktckRa4FF
WGKERAZzpAag836wt3zUWbP4WyZpYBub6soeARvaaeYHpxNW3G8nI53fhwK1HeKBac
geqC927zdkDZRL6gqDjqZjU+sQZDoFPIRh39zC33YkOVm/OCRgO2NSIYQ7C2tgxy
uE3U06V1L1wbXcBkEJQ653/JYqUKLAOZ3bKRp7FhgJBblLg+Qe1dvg5zFPoOBRDS
b7RNyc5ItAJnciqpH5048PvvUgNwY8fNuKojNeK/9a1GLiE9YBeorWVb+rzkenxi
0gfSeLdgszpxfYs7ag/y4LGCN7I0a3rZ2Kshkq@uD+TUbcdni@vWPVcoBQa9VPjC
UVlyypzJdT6cale8SLK75/ABiIo8SEuqgQLbz+diq+AEPY1T1DW/isd9hCGDexFq
ZrPY/rBXLqA431+EwqfCdNO1ZL0OaEvCJ3T71FwtOJoW+/nn5iG3qfj87mzGbMLK2
WEZxxJNFYWOwWSIW]L/Y1plPRnNZUm6zsGZDd5x10tW+CE+Fok1lgU8p/MceROOEwWO
BLXknBDjaq@EDLocgmqIUrSvtKOnDgxgDCCqy3+DNt87YwunGWUFhjiw/SwSH7Dc
ONvvTVsJbMVS8r7G80JXMGJ+0Kps1VhQBiZYILDHeX8hoUYyCyzQ/istgAVJ6Lvu
f2nhjwe4Dg41dYGBPVgpjwP07dYaaPmnOpR7qbl7ui+FxLwGKZi3BQkOh9AUY /n/
BkyvsSJgx4TEL4G8JVgEM8+Zz+yDmNu/wDrxQrdIhzd+ws8D9kENuceuM1xM543n
nMOv6d20FygJFaLEQVgVGz+H1sfdHHa79vzSP6kz93+1naS3j/0iNThy3e/rrAAq
ORslyqgepsr8XtZ1CynxKrmGOpDHWF12iKXJdrN6YYgfhBgNXPuhwlVgfhiPny39+
j1SB8vXpYP2EWOEi1iY9iwk /0sYxqsZz7RfvtYobZVBC2AuYFxeK/FfBsAMtFIY04
qz8/vrw7KviAAf /bAASBIAGTre9pwE3w8YF80dQVk/3mHDs3Z/9v4TO5CKRBO3cY
5fu+GpSBS9EZzuKvDmLOIYdq8SyGN/QBemK3D4omiik1ffzGH/Pj6pH50LCsCBhwD
PnathlA7jZ4+NURX/y487w4gATjTv1i/N1gwHxot01n5dC5X/ZrTWLcywS7GATko
2/y+8X5IE/0dWiv6tBkRTNIdBuhsuuKEe8H1rJIAoMfhy1xWIgGrfdWZNgeO8bJe
CZBfDI4NE002n0s9wPOWNHkkaTu7dRTKvxFiPqbwbBK702s0vGtnLb6TWqdVE4Bz
K5DmQXobB0gX+srs2ULKaE9VhK4agziDGBIy7jy56PmDTO7 1TWG5mGYZOLNnVjiAbR
dnvia5+QGCcmwNHNg5EaKWOqul2ekrbN76wcT+e5indntAK183nrw82SR/jJIHCD
B+bS9FMoP6aIhB4UWR3NQOYCbxQzAqRQmJK7aFeBK1k7J/kzX0kEaDcR1qdFv2fs
QyiFnYB4Dj+1sfGpdP3rTx9cfi6+bMOVY4aDonF1YZs46bLN2rdMKvG73fFZiCnq
R8yVA8gBre3x52tTvRqQxHAKH8CeBGBO5IZGYbA/d1uFpix1cBef8gpD2zFrfR1J
E0cd364G14p9vD+ItE+hHV+B504UmDeyN8r1ACUcPcYXwN9uWwgh1NASPPgA72x8
bVC2hNGHzANnBp7X7CDK5Jj141wxdRkOgntAeDZMaYdKzhS6MVRVVXn5e/0g2pX/z
V2rvaDPBWiKgLQJk640JeBGVXOnLAJUqyKd/JkFwuBON161yGOkZ /YBduLK3xguG
YisTXzkYZod+4sb0goix28Q1iYzMvtwqZ84qW5VcjM3nkdUaBUivyQXwyXXJ /Wy f
WWJkbLKfHZOtJP+Q8RNMY j90QpqN12ANd1+PBc86tPKi/u1V25EcDFgM3FFOcgr1
BKNNw3ROWCXJhP5ym1op3hQv/gI+45iyzsP1G9EtMcHhajM1hkagpKMW9naT1aFy
0i16h3jMatP+EQk01fDYQo5bAkfvVJ/qDiVjLkz7CDNQsBcgx/XhV71iJkUhQb44/
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KVGuAAuaYogwtIcM84doJvxEeuPTSObKUunYNHD8tAjrecmKwhhh7¢c7ihkGIn3poY
NDKbBsriByQhiswNEUo4/17ZkSoCYUx3xYyxJaUdkMJOvUD9IBATz5hIwDOWNTYQNT
T2YdoZ0+Q2WotvcFyeVgamczb8nsMX0p1QFmbOoeEOWovWWLAYAH2uIIEecKs2Lo
1JfP5S0K8BtMO8pdiPqycmf23sEkQVVI+EhPZNbmQUVrYZmYSHeaJPcrXjDK2gIE
9971Sp8Iw9bZuQHg6E4Zb3AgIwQlkAJIM7Li/VFnh31x5PivT90om1DDgQEU1QshZH
FudrMJ1J4Tn@i1lwhm33rC1LBE1Fh5e473ir7kFDhrQlzt0OgbOyRztTecyk8512PL
UuHX@SCmSCjzolL tpdyvwoVNjouKatxP7V71rofI2HLqAVCbOdtdGsFREn4cGhi@r
g/11rl+xac85KVf1k9SNOC84/WaSnylVU5/vNzD9ycargmIU3REODwWUBXBC8ECUg
P1e6bwdpuqpYK1bgt1l91G+2dsoFGBdq4b1gRry6reI8xMJwdcRIBWVKksRAMbSPBh
5gFhER4dG8cKi0ONGuULB8mM74UKgA6vsSz3rJJSNyXvTGt1vP3j/EuWNOUbOFz0Sv3
Tq794N3yEgLSaygOYEv0O8JY+0R2+1EQMTuU9I9sv8dCRw+ALR+JI6VJOgYTLM7A22
13v7b1F1DWouT+RGrokL//Pnt99uYolCKnRte+LsGZ1/zk87Wx3 jxdPHyrWXPzqt
VUru50+u2x+xDAsyKiEzMvq6SICG5MT95VNQFiMcM/1cSrSs15eahhigcdpuK+3s
gCkMyScHvy@iGrk+VAaarrdSwpMT5poPZbudr@K+K3MD7Y1Cp907ZBT1rjvKCNIW
vpwQdfVSZV+1Ji5sfyC2RLY7+2vwRU72yB3DJs9rFLkOXfjLHiv+BmVW6Ql4tovY
mn45thtn4zYQEtdANKkR8aufQgOA+BDQg3XAQicCb2hhyH6j5VFACh3MPDj1tjy+r
YNi5VcHj1cenXsk2EaYW2y+SkgcGg/ywmPZ50B/I8GLJWNeb7Ai5VBXCWfMeCIz0
NIPzxwdN+mceK4MfBFWM3GDiBhZM72hzMN4pFN/4GeLPEdZUNLOKNWT8hKE reX+W
PcLOfaalxbpEUTfWv6Vviq9VCVkc5q/wxdL1irkgLNRSHt8PyZUjCHIGsVntgPu+
UDswWKKNICxi@rUppHpONzr7HRHT1Y76htABrX+wyFVtA6ttwbm8nNqSVof7wbOpYa
cHYMfJDCVJVCLCLY/sePxzwGbH8bW/Va4ebVQfNBgS49ATHNbv2HT jROYqgWAINJ
18L.3IqyUROBveA+3+a@wEZ /kJnl1IJppNGqIhuS7SiKUBXN+1Hvx0oGAfeJFN8uQ2B
C5KuodUGgcTbVsxkVDweTfBdS8bGB60IAk1SXvgE6T14E146DNKK1gD3nc8xDCzbN
+YZ9VjShMxepn6pJO6x0KW54NVTa3zy /R+HZ+/WixdzkAcn8gog93ybxg/9PhAi4d
VauRPmbhrasLdiZwGyQ65shkUaJMwk jY+BpTK40M5KUV4yL roddkzbmKWo4Q50FY
NMc2AtCg1A8e9ziRU4Y2MD8abcs5S8r0Kk5/R705gJGNHj1Hpn9Xz+7fTpqtYqIf
UY+YJhE+LyJW2uu8Gu1tTeB5BSdy13E367FpALDBZTeQHQWKmAckvwjsQ29YcKFM
n5+AmwDhDdpWKXih4nxFgQ==

C.3.1.1. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIINkgYJKoZIhvcNAQcCoIINgzCCDX8CAQEXDTALBglghkgBZQMEAgEwggO7Bgkq
hkiG9w@BBwGgggOsBIIDGE1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW52Z
ZmVyLUVuY29kaW5n0iA3Ym1eDQpTdWJqZWNBOiBzbW1tZS1zaWduZWQtZW5jLWhw
LWJhc2VsaW51DQpNZXNzYWd1LUIEOiA8c21pbWUtc21nbmVkLWVuYyT1ocCT1iYXNL
bGluZUBleGFtcGx1PgOKRnJvbTogQWxpY2UgPGFsaWN1QHNtaW11LmV4YW1wbGU+
DQpUbzogQm9iIDxib2JAc21pbWUuzZXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmVi
IDIWMjEgMTA6MDk6MDIGLTATMDANC1VZZXItQWd1bnQ6IFNhbXBsZSBNVUEgGVmVy
c21vbiAxL jANCkhQLU91dGVyOiBTdWJqZWNBOiBbLi4uXQOKSFAtT3VOZXI6IET1Gillmor, et al. Standards Track Page 103
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] rSfWUnnel
N41KImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH41
2GMt4jse2Dqs165ernT905NLFf1HUjURca3yngEBBV4ADmhnZp8eDhv3t6dXyCjNH
T82S6DgCReZuTtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+
ZLCqlLghBwDHdZ5qDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3
gFC6vL/PGeWy6SCf58duq/AOEKSCAW1b+MD8QHIY j7CFSmq1AgMBAAGjga8wgaww
DAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AwIBMAEWHgYDVRORBBcw
FYETYWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNV
HQ8BAf8EBAMCBSAWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GA1Ud
IwQYMBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCB
SXignLEynBakDKU68roORsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9
Ti6zyBZVjdaox644DsilOQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTxDNOOoHZz5
3PYDBh4zE4Nar2inCOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/
eDOdu+F2MVt1lulLihne@Bp1GUTkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744g
qoeuD9YSHjKK49+qYC9faFmQ+mK801h1MIRANI7srjnOLKpuobb6wB6 jaRzWdNeXz
1Ec2tUpAr4vRhZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpgp
1zANBgkghkiG9wBBAQOFADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1Q
UyBXRzZEXMC8GATUEAXMoU2F tcGx1IExBTVBTIFJTQSBDZXJOaWZpY2FBaW9uIEF1
dGhvcm10eTAgFWOXOTEXMjAWNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExv
dmVsYWNIMIIBIjANBgkqhkiGO9wOBAQEFAAOCAQ8AMIIBCGKCAQEAtPSJ6Fg4Fj5SN
mn9PkrYoB@jTkfCv4TfA/pd0/KLpZbJOAEr@sI7Aja07B1GuMUFJeSTulamNfCwDc
DkY63PQW1+DILs7GxVwXurhYdZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFt
md+K04s+A8TCNO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8ggnhxBW2RZAelLqzJ
OMayCQtws1q7ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YBpG7QFec
N7836IPPdfTMSiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKkO1zQ1Pq
90n3j1sJLOWIDAQAB04GVMIGSMAWGATUdEWEB/wQCMAAwWFwWYDVROAgBBAwWD jAMBgpg
hkgBZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11LmV4YWT1wbGUWEwWYDVRO1
BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAghAMBOGATUdDgQWBBS79syyLROG
EhyXrilgkBDTIGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTAN
BgkghkiG9wBBAQOFAAOCAQEAc4miNgf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7
GKJ19naIs3BjJ0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd
6XaVWHg4eHI jSo027PmhKET1o0AJKKhDbdbEcZXL2+x1V+duGymWtaDB1DZZukKYr7a
gyHahiXRn/C9cy31wbgNsy9x0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazg
PYgkLD59fk4PGHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16jM
hwFXLJtBiN+uCDgNG/DBqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGwWw
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdG1lvbiBBdXRob3JpdHkCEzdBBXntdX9C
gadcOvT4asbaqdcwCwYJYIZIAWUDBAIBoGkwGAYJKoZIhveNAQkDMQsGCSqGSIb3
DQEHATAcBgkghkiG9w@BCQUXxDxcNMjEwWMjIwMTUWOTAYWjAvBgkghkiGO9wBBCQQx
IgQgX3dswDsmGjwXzejaB+kh8kzNOiNjkHpEtBXbJ8gjT5UwDQYJKoZIhvcNAQEB
BQAEggEASC6sf21003Y7yV0zy/6sbjR6suLfigryPkvaOvuh1aHCP/I071/3j3LYL
NER9aCGOEFXzxXzIT1aiTjwlQp+Fg6qNz8avFRbSvecUpAsbihlRbb0SirvNwW6F4
McP6cbA4UR6M52M4mE8buxvDtwf6caf8gwtx9XbZy9a/FSr1YgQoB9ebotZDadDy
sh®hjzMTjvHbq6DTPytem6Dy7rBP7F32Z1SHNC1Wc2MaW4NKe jRxubh4kKpopRvk
diHHADbm6WUwa3IsgU65HV7X/BkE4vQcYsWzY jqyA3WjpZZW1YusB23kqug5sHX5
G5uhNtW6SURCQjN+d6PNa1820qCW3w==
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C.3.1.2. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-baseline

Message-ID: <smime-signed-enc-hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:09:02 -05600

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-baseline@example>
HP-Outer: From: Alice <alice@smime.example>

HP-Outer: To: Bob <bob@smime.example>

HP-Outer: Date: Sat, 20 Feb 2021 10:09:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-baseline
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy.

Alice
alice@smime.example

C.3.2. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from the
draft with the hcp_baseline Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8085 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 4968 bytes
4 (unwraps to)
L— text/plain 414 bytes

Its contents are:
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Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline-legacy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:10:02 -0500

User-Agent: Sample MUA Version 1.0

MIIXTAYJKoZIhvcNAQcDoIIXPTCCFzkCAQAxggMQMIIBhAIBADBsSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWOETmXSs5CVIeh7j00
BoqBMABGCSqGSIb3DQEBAQUABIIBAFt/SL+2acYbbnElaXwsZy3nS97+v4F jebWx
L8Q/BXPJQQFAgPwXiBMf2vbpBoVz/mq700wPiCUbgG6IT2e432SJ72N+FsZhC1LH
WSRu50QqqkFTrSzomm@iCcPEeU6dOL2THADHB1Ltp5zRarFzEFzXmjEIqVfHXFQH
2hmO07af4Usxt8cJWsLaQ8px6hm4KqSpwKSLEeXK7kiDYKJDsL1VeSHDfqiJfkoCt
iajW1CeMfjBTvD6upSlusILp3/wjuBZR3AXjr9svkyGBgkwQxUtNUev2JXxio+9m
A3xYUsHLgDjVN1ImBN3q4yQfyTg7Byl5aS/WjdRZd4kB9Poj31AwggGEAgEAMGWwW
VTENMAsSGATUEChMESUVUR jERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhQ
bXBsZSBMQU1QUYBSUBEgQ2VydGlmaWNhdG1lvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEApi17wPDNLbVOE+snTdjrgHyQ
VADGBR/WTMW8Tzd7Zm6nh6h4jX7x3FX8NkyE380HkFgzZ5yitz+kB7WtcMr2Gij2
VBdJi9ey3pZyTZ1TCkwnF5q4ghqDevfoPmKXIoPOyQUP7Ak9+EXA91QPYaMcTRxM
jvibAzsbnwQmmvnuuvlLhGqqDjv4woTJ8F /yOxrWaidf8nfWmCEzMP6kY14sDxFT
xxm329jXEQB01qYHzyIgYhRK1LWOOh2TpC7T5Yov7/NTWZyQZABF4j4TW9gCfmefb
pwP5tcbzkxpclkk1BBlnbezpVEMbMsalCcY5c5RDRLPJPdhYKcUztCeZKbeiBjCC
FB4GCSqGSIb3DQEHATAABg1lghkgBZQMEAQIEEHMZzBB+KARgbNWCbbk fBkqqAghPw
J7tgZJiuXvnsalLWeqpJfTFdTNW11Y6uUmPGbbp6ukBFi4Ri+coXutASHHc8pgQMd
In4vIs48XWLT1RUuotY2JfBWrq67pCjsfv/s5TyRzEaBDC/1wYVOm7UdWiko59tY
+y0XqzBR5p/Rjj7U6RePNBv+QtQNOzXbECIXJT19IGEXL14ziddgXGe jQcMOJuxk9]j
ocXbrifW/y/uafC2Bs2rLEtfq7Tts0T96urEOBI95bEF530uYj9xLahALFmIHi8p
DgHNaOymQcXwkooCT9JG5h4c/pZcM6Vbde1vBadNu9eoXC/ZIT7z1oVV7e7aYVEz
QXaABEmmmHAYSmPpBC75SegSLUsHWRbpS/AGQb8LStZAX3mh3fsDfHqcWikKAkin/
QZ2TwDanvMca9DY1WFX3WeWte/fQk4uXEEQdPnLu6c6q3+1s3seauYpfg7pnr+bG
50msWCSg5HDBZqlswB7 /cp8VXSXY1IOx0iKZ6gWFtkqcDKkAEX44eYW90QoV34fzZ8
yec/JTUTVLVoVRRjQCsg89Hx4dejSma2bKIjIdrF6HJfTwhs+XbDMxG5h4t2++/S
KFFDsmPtYjgchQEas@ELKMdYTtTWy5jq2L2nVLScheryfIN1vq1y21UEpK33c4U8
vCpOaVaRvylCi6TaWKjh8J1fJ6e/Sx6/WGOYOWMNIpYeBbRsUmSkjtV6TofOodGT
9tP2VXt/23js02RbDCKp3cC/VNgttVU316H+R1Dvas0JIcVVeDVCQGiKnKLrAoUoQ
6Z0GLhfhTOxSufMPUyvZUgmgbvWn40cQSYMajot6TCwQ6YSoN8L1H3CX1vZR1tCG
STXKEQ9BIL6TwQQcyraRuBUnabv30S45HNIZo6uWxBDfS7jHYgdvtJVko6rKc+yB
nXoB9MufZfKORalSFG5n6hh6wh5DK1/5BLbWvym@Xwp55fhiel82juyG6s5m4LFN
VpeDA1Xyu7yLIHwfMrKaKuzo1YWNU4mTjy1Y+v8WmVF1g3jiDLJGBNIXKsLVItBp
chbN51co/RJh7A2Z5FUU71sLFwbBpmSdjK3/H9jtg61QwqozKwIAcPt+NCUdiZE/
DUz9LTul4gWd5FkoiuXVt7i6/FJUhtMWrP1xBtFXJDx1QQcYPgy9NRzJB7DpGWMK
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XYB2aVIf2gGHVoS103HGdqMJ/eciaRNUTB1le35MkIpLh3Myv3gv8xIG2ue+uiiJ9
tGOtmbpsG4R310t/KV/L59Aa0X6y8dtrCo0IyD8SI5QburVhoFcXUxphMxgKle9h
scVHp+KYSLp6cx1z1E40MUL3ipU+ZLpDKCM12VQS6gdv8xyr38c2IGg23QCk8Vfw
DBmKjJ32FaFJFgjMKcnEqpSJC2w3 /i60dPJDNCV5k0QuQ6RTUaJpMLYcUTI1Vtiq
5wGV1XFOPR6va7B2IE4zrjst2pQlelwtQDjR3bwIQgL7/scNeTzmgzcTwWP7 THKL
+xS0oCu5bCxALqG0zZplcl/v/290M8sN8vDB10R78YM+dbxej64BzaGaOGDinIJeH
09hjjifOUcwrKuVRifpTdct+rPpKXkXbI/IyFMEeVLx1JZTLi2i7BcChty+JSUUV
Lb8RHEYRZcx/0310+kVqfGUjaEw3S52A69A00/tvFDzE+Yxe/TM6RZrG7VanhtwC
WU3XzKhg2Skm8KNTcG/c7cRw7tzZVwHpXHh16at+9GoIsXA9tiT5keFKJVNWWAV1
U7EswrW557JnqSadVIWwhWastP3LaAGDsMuseIRDCg65CUMEVC239q6eXX6YBESO
Fn1xN+W1luVNp5Q2MAX3nTt0Z4B5R7E2qP5jBL1L6sqzChyIBM7BBi6Z9Enz91qzY
gLZTW7sBr2Gx9513voz5BbPyM8S9f+XzURHOLBbrhoIR9yk6QswNYS7RaGJREDL9
zv@IrdémvTzRC8G471b0Y2q6TzU+SNVU1RVUdW]j8X63SaU3p8F6HPqdItIfPc28C
NpJDpeMiAoMFt/Zd9ewDUbCV4aPMniYUNQBhVvfX+CFbtSY3Nn8MVD8XN4jCOUB3
+sECae1zD+hAG7j7vqvryKksejsX4tLrN8;jIL+PhpU4bsTdC5kg3TAVQinf4Umc/
RcUaaMZItTuy+FG48sewznCd1E/6eBQxXRKfoHCnsBSgimiwgX2wvd+qvpgEzr7v
UTJgy+OMeTcbmnRz+UYIzUQrYYGGtg/vFYiKBM15xTu@qlGGWqC++15V/Af111p6
4wYXNGSwNkUm1L6vqQJPgCfJs4L+onRRzLrzVkBKQfZVSs7jHUyiS9ivoYTP+I7+
zhiWeXYkQYf1dcIXwGmVYD78tdv7ip9S0sJTTQ]j+WdWfdWNP4BP7H3DGKqg3rUbts
y+ti5/9I5Z+k84CBpS06cd602ByrHeAnqQ7Ti8GgM2IYvjijO4YFDxKGT1EJAvVQVJ
MXKiOVIh54rT/7v75k4Dc+uysC3r/701BQESX0CI9H6J7dHG1rPOAJh36rhb59S1U
J5ea5IZrsBkqlLS+3xMy7h1VcVfhuKu84zwD70RftXUqoC4i7NCmmgGZE1rQ14s0f
BkiiIqTgHEAr3A8bYFp/QVdx4UVQAWPsTkNB+Gslhj6WJpr+LHME8tesFg2pY4tt
YVMRWe520VSHOBFKmhz6CR6DheUSiPbB9GZ7aYpodNZ1UgGB2iy1l6qlBHZVvHOscFQ
tupRY3EtfZGe26Rh2btS+xrSwph9n2/2apD3j1PCdJkj1yUA31iVybjDOKs5NCsTB
7h0+V5xbMChDb9PXHx819981YLInL jfkGgDA5VAHfwTeZNSMHYpKLQYaFRFyn@ud
ecgQCVHXnCBamgU+bQf reBpMB+PI8ouxR/W4jIrovx2iArGVhvelLd166Iv00/GF/
BwabnJ2VoAfmbH4DFOQ5U6K jJk1TCE60GpOKT40NKy 5Kw6nVAmvIcONSYHLDVAY9 /yOMy40M/KDT4pJt6ipol006ZXRDcLnXB
X5wuv/nV6tc/Qa8kW8LOdqcHyD94 /Hyt2dtkepQVS3YBOdimvz1htXt1bR8XMO7K
iY1F66cIm8dhfV93DhJcyInJhMRNCjSrTZ3saDQZGeJPz0a2kI556YAazj1NgAQ/
+/fL/mD1dK+p9euwIevg3xe0110jqdpTqe9DOPjtjjnVWEWIYy+0zv4tFESMh8g5t
g9W9RJ50N/C1VEFS69BFkSNP8gGiMngv3uxEXDmMDNJQUCfwoSt1ItxIxcV+DjoS7
EDI3qUBh4Cdf5302dfpc4+yjbvNSsassRr85dH5GmuMoYQa95y87YhiZFSOVRasS
bpcNbTtrqYgLtl2WyyvWnmKS4+IZPeIePdn0tu33nh80ouE@srONNDQM2I8BWE/Z
PFRXHPt1IDrPqciGG13snBoGfzCbGI2IYrBONgaETvB1Ba7AV/in8I20PC1WTmNr
LxzJzI716iRHKXxT9SmLNAZ2kUnolEGBO8+DWWyn6+bVmrBvi16XbaZzmo@JnTJbCSk
ITJGz+yG1XHaIPLdIN3/0ouOKdwDtBRWCGAE6DgCcHOTCGJOBA73vsXIym45HXxZ74n
MvimdrdyuIZr78JM5E01D1czqspcCM73XZnRgT1DAfJtDj1HT2z6]jsrlepJHAzxo
pBrJikk151IkD1Jp@IztwRa2a3Nscdr1KKd/FUKQEoj74ga3Lw8cSmOeYU903KQe
DzE@2rVFbdFvgamhqYmdRiyKrRXLUmIOIpOs+ftAXPWm2MDroYM1FTIHppaVT60B
ICc15ZDoUoDdLBBwWFztNm2H8UcnplrXLIZQEHOYNS55s72RPM1WcIdIVdZt/+0d1
BDgtMBimGJ7PmN4Qhs26ZxQkAaZBuvceWkil9Z2ziIDQGbzJ5cwGMaUGGzF9nhrBd
3bq0friQkI7KcDKwVnyh7sWBgWJfM3+tdRMPCaWDgJ68V8wpd+qvVSQFxozpV59W
SePv7MwQddmvAVot+XtldairyZ291QtcGPxIPQzyqoke/f78ROUKqG9ugI@cBOBy
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UR2TcAlpcxwOpEApQBbozilpragIqghd5NtEj2RVD8e1dt0Y4CD/jxiVQKqJTTrun
nWBBVWMZ0B6pMwoqDJAQj jRPOuaTHBMgI93vjl11KfYIDcx0jZn2D21ey8J/LQJjn
rHL/XxJubaidEyhkxTmrafs4VZ1Ztoc2py99Za1zX90fu1dBXTQ3NdC2qmZ73Syk
SiNy7kOF8aCBcVmSbfcHfCZeKusCGe/KUeGbEUHgHXx0g8x0OPJX0Zp9cMyc8W1lhikK
Ky6x8BMTh6/GKHoi4ygDM+wcTO60h5pg8U+gJeDBO+m/TVQkDm9jWcPFqiTméplb
48KuuU1jex09/WXIGjYP5r1rViBRIQ1kBCSs/ZGgT+xHyL/U/8YzNtZo48pLtfKx
eKN725KJUxEziRXGjKRjDUitJtcBKCYeXWWkgls2hQNkg3vFt+moLgVeUVnZwg+Tp
Kkk5A1XFBLDQUQHIZKBYI6mmzJntMMhtLtE7qROS31wOLQxgR/KvC1lwJ41MfgXxS
ShSjgu3ZmAun4TIc5Er8xHtL2fw4d6cy8NMAAKMZgGRASLcOjcbgMWdqz868Uoumn
CABiaM/cw/fLIc9/MVDFrBM+m7GrJJJe+8+GaY9tV+psx00SVGNI2kqoXVI@yrTJ
WhVik6d6oJaGviNjcZaw4C5kuZ5bKHUCiMLVB5uAtQ00yPiddgfZXymBoKCjndge
MNRB04MxXU9cYHzi@umhauiw9I3UG4HAKH75L+1DFf1wbbgu165dCSIo2wVTIgot
zr3Y03kTJJidclkYzP702d8BEMGTtQQ4uGyEtowWJbENBYWhss35Vs3Fyy10mwGM
pncS4Tc1dVGyddkDXyAZ1JvfFzsXnoX+38R51125aYHAbT1j582/hv48FU113X0B
WXR/gIKr/hQ2cFLwHsiJ1GRw6smfBGOzk /x4JhG7sCR2EBQMMICYzmyhZAKXORaX
Ur75d8x99mIJdEO4uudavHvaRouG6D9tPJWYIRioVDTPD1AU6qirN32h0upGwez7
t8q70Jbv/tDpcLmLNX5VxsQzUfjpsGGvuz/Eq77raPG/TByissRMT jUuFv4BxS0Ox
wh//p912sJA4FWCA+Sr5YLFub1QgqRF1C3VvBh2YEEZ+sFA44u4VMmcCrwGBoJob1
Awe46RXwzH3K7gRV/1tv2QB9pKA4G8KxSbHXNVSRWVJ6XXI6JRVIJru3/waAnRPnrA
1IRXXfx7sendDd2tXmXvYkA==

C.3.2.1. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIOFwYJKoZIhvcNAQcCoITIOCDCCDgQCAQEXDTALBglghkgBZQMEAgEwggRABgkq
hkiG9we@BBwGgggQxBITIELU1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW5zZ
ZmVyLUVuY29kaW5n01iA3Ym10DQpTdWJqZWNOOiBzbW1tZS1zaWduZWQtZW5jLWhw
LWJhc2VsaW51LWx1Z2F jeQOKTWVzc2FnZS1JRDogPHNtaW11LXNpZ251ZC11bmMt jeQOKDQpU
aG1zIG1zIHRoZQBKc21pbWUtc21nbmVkLWVuYy1ocCT1iYXN1bGluZS1sZWdhY3kN
Cm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYW5kLWVuY3J5¢cHR1ZCBTLO1J
TUUgbWVzc2FnZSB1¢c21uZyBQSONTIzcNCmVudmVsb3B1ZERhdGEgYXJvdW5kIHNp
Z251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhIHR1eHQvcGxhaW4ANCm11c3NhZ2Uu
TE10IHVzZXMgdGh1IEh1YWR1ciBQcm90ZWNOaW9uIHNjaGVtZSBmcm9tIHRoZSBk
cmFmdABKd210aCBBaGUgaGNwX2Jhc2VsaW51IEh1YWR1ciBDb25maWR1bnRpYWxp
dHkgUG9saWN5IHdpdGggYQOKIkx1Z2F jeSBEaXNwbGF5IiBwYXJOLgOKDQotLSAN
CkFsaWN1DQphbGljZUBzbW1tZS51eGFtcGx1DQqgggemMIIDzzCCAregAwIBAgIT
Dy@1vRE510r0Q1lSHoe49NAaKtDANBgkghkiG9weBAQOFADBVMQOWCWYDVQQKEWRJ
RVRGMREwDwYDVQQLEwhMQU1QUyBXRzEXMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJT
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QSBDZXJBaWZpY2FBaW9uIEF1dGhvcem10e TAgFWOXOTEXMjAwNjUBMThaGA8yMDUy
MDkyNzA2NTQxOFowOzENMAsSGATUEChMESUVURjERMA8BGATUECXMITEFNUFMgVOcx
FzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI jANBgkqhkiGOwOBAQEFAAOCAQ8A
MIIBCgKCAQEAmpUp+ovBouOP6AFQJ+RpwpODxxzY60Nn11J53pTeNSiJ1Wkwtw/cx
QqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeu
Xq50/TuTSxX5R1I1EXGt8p6hAQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7T
HNc8vvjMUJanZ/VmS4TgDgXjWShplcI31lcvvBZMswt41/0HJvmSwqpS60QcAx3We
ag@yCNj1VvIV9yu/3DjcYbwW21Jf5NbMHbMTLY4X5chWfNEbkN6hQuUry/zxnlsukg
n+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB0o4GVMIGSMAWGATUdEWEB/wQC
MAAwFwYDVROgBBAwD j AMBgpghkgBZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNt
aW11LmV4YWTwbGUwWEWYDVRO1BAwwCgYIKwYBBQUHAWQwDgYDVROPAQH/BAQDAgUg
MBOGA1UdDgQWBBSiUBHVRDYAKRV8ASPw546vzfN3DzAfBgNVHSMEGDAWgBSRMI5SS
BxcMp/EJKGU2GmccaHbOWTANBgkqhkiGOwWOBAQOFAAOCAQEAgU140JyxMpwipAy1
OVK6NEbM11gD5H14EC4Muxq1u@q2XgX0SBHI6GDTX/4LDsfx7fSIus8gWVY3WgMeu juwdRrjFBSXkk7pWpjXwsA3A5G0tzBFpfgyC70
xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7Ph0BDBbZnfitOLPgPEW]jTt
dgevQQeWz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZ
DQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqgqmjV3d/2NKRuBBXnDe /N+iDz3X0zEo0j
0fgXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEA
AaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAgEWATAe
BgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGF tcGx1MBMGA1UdJQQMMA0GCCsGAQUF
BWMEMA4GA1UdDwWEB/wQEAWIGWDAdBgNVHQ4EFgQUuU/bMsiB@dBhIcl64papAQOyBm
ZnMwHwWYDVROjBBgwFoAUKTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQEN
BQADggEBAHOJojanzgmgaSN3/gqSQ4cbbmdj /R40BEPr+gXT+xiidfZ2ilNwYyTn
eUK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3e121Vh40HhyIOgN
uz50ShNaACSi0Q23WxHGVy9vsdVfnbhsplriWgINQ2WbpCmK+20Mh20Y10Z /wvXMt
9¢G6jbMvcdH4z0I0vg6mrYKKTM/RCGnumghxwYToj10yD5Gs4D2IJCw+fX50Dxh5@cqn4VvV
2Y6t9DI4EmJJhay+P4EJwiggTjHIMJeeXIHyKpyELVSC5KCaIghQpTHV/pIH+fNs
WxxyPU2C+RwWECSI=

C.3.2.2. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Subject: smime-signed-enc-hp-baseline-legacy
Message-ID: <smime-signed-enc-hp-baseline-legacy@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 10:10:02 -05600
User-Agent: Sample MUA Version 1.0
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-hp-baseline-legacy@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 2021 10:10:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-baseline-legacy

This is the
smime-signed-enc-hp-baseline-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy with a
"Legacy Display" part.

Alice
alice@smime.example

C.3.3. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_shy

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from the
draft with the hcp_shy Header Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 7760 bytes
1 (decrypts to)

L— application/pkcs7-mime [smime.p7m] 4732 bytes
4 (unwraps to)

L— text/plain 319 bytes

Its contents are:
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Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy@example>

From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2621 15:12:02 +0000

User-Agent: Sample MUA Version 1.0
 jnonrKRvSfwsa
j6NZDC95Pd9GplsvgZD1GfNmPtymQaK1VhRy53D3+Ne1xHr97C77XYdJQefaZzH/h
qIB2PKhjo3hLpP4dCvBDLI2TwC2wIphQ5azqH3Lcv/imBYuVqZMSUTJ1pK58pTCC
Ey4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEF5gWn/RJwrmJiPW9ewiei2 AghMA
LYAJ/u8gGEAJbTFUXOTNNOz tW+UHE3NWkbWmNf2rYdRCTrt6/DnH43242t /LKkEbh
2fk2e0yffUFnrHglZsRWqfn4UT6dgMFfmNDzgCIx4Z1gMUbkBRvN66S2/L/Sr1iM
WGZBfEAKhF0801dzkl/aCaQUYVQfZkoI1clDg5ZxUGTVV55kirvTs@+PPir2ZVCT
aUhvZIZPsWefJAqGjDxq29ByDe2hSxYftpiqequ+PHQURLII7TEdAUNZs8rOprsWj
gn/BkPUiYKAuwIE/QCgd1gBW+TPZRY0O8TMeZHaFYx9FOMqDpOL jpgH5msF j973KK
cds@rJVZ2c3Ei/2VuxUvNBnEcRsd6NTk+1ny29hXuLCENLH5j+L1012n59H81F5B
z0+29a1wRTJNt71bVzrM/Bj9SDSPFzWrtaz98UjnAmhTx/4X409XS7gEZBdbveYy
+c6Zp/3cUcWFHp64gN9Fyug+cTV6UB4Y8X+DzxbFEe0jKfx5nzCyBm2cB45cchGx
54vtFwihMrS29C3SXfZTRFHBT /zTG4PXkqKgw+ZbQYG8917ej2UgNf5+EDdK17¢cY
r5HG1z709hDJ81MfDzfzWOPZ/60aE+0yvfZITLOZto3TUHM82+kZtB9p9Gd81fVu
04mrRTw5CAFbeqvO0pIKeHc4BugoCnOQyAIJOW2AEZhr13DUEHHBBBOhk1g+U01h
AfHCBOarooIC5q7wc8sBLJju35A09msXjebmYGNewzZkVZWLYYH1IwURtYbEkonJh
nct0®ZA37gL9Emwi/byUScChM1x6IhPrWdRCAuiTWaJfmYR+Enq67wGrGPkU2U3eH
5X0Lto815AtoouXP2C9nAvdGfwyHA8GvD28Ch8oDdof /xa4rZZGdLAsBxiUd70Js@NkmE9
uBJuE5gjjLCovq109rPR515YSZvORX6E2GuFkchjCER4Wc0ixb5CSDYQZSGZELGI
7smZ9WOWM1eadb8gCQIpBBzdo1A7s1nmGB2ffO3WAAXV1GYzg2c7UdgQdghul /el
Q/eZhGeFFwA2m2e2H2tCIzalEzmzd/xaeqChfjgxjanEUwBjtEuvi4B8hGGX4+0n
J8/7bKkNwibVQYHdEYy+7fB716NJHrGTI7dzevIyqOWsZLIPYuIhn1SP/02C+Y8bp
ChduQbWqUq/EOm+miVEI2z13i/wWR1vT1ripJP9U4tgENzcjyiZBhzAIL2Ionf25
M17k jHQhxS54DGZJIxiff5cxBWHGOVVUU4WIM+3ZzGPER4yWZML+5VrK5wNe jz1PPW
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5kt312QY5al5UjSL2NIKI81ZNJ9TIKNGT38Hb+jSobs3pvkPdnUbl++TjAXTRwYgH
Bgr1XpD+ek8xoImLNcymaJDgApW/Cs/9I1GvV1XIT6BQi3eABuy7LpaECi2gWMRJ
aOROINt31UGHRez6rv8G1VthzVLNOXY1RKD8p2 /NjN/GiaalyJPGAu+z87G04j /P
7982+8SWYM3A4crGKjk9bBA1m7Hk3qTVu1SeyBAOdcNyuVHILYInmzkvo+KGhDhl
rGuM3SVRQdVay286AgX27HUiyHZ39ebqJwMWY+qBVKSjwB0I6z19J0BrMuyB0OdzV
TH2ck9dLF6+fQzfLLspnBjbrdc7KwbjuIX2Nj1RODQLMC6JpnByGeo9ctrVeC3Z7
KE5MbppSG7gcXTMdqohjauu8Ru+PjxPggjtazUymKoEoMJFYBkaww5dqpYuPxtjE
YRgYyMfRFYO7qnAU7+mdW2XzvGJAyVO804RcHnaiXenlZs+TAfQOGovOAKyBwrtw
0b8B35Z/XPp3tr1RuGgWaD7TDYSP9Sz3SvPhIpPUbScCF1HwW+05GsF5e0DGE63+g
N/ibjajDNHp3Dk1mIfMXAmMErP8bqixSKXuP1ltf4U5L60pghIsmk6 rNdteKd1KBGi
/Xn3JXT4Qj2PicodzWDJDiaE jn9QK1FQyOXxSCAT8EmSkfptHcclRiNgsaIxOvpw
3RRsPNjG781iWQuglOXAK+HQUP2KxyGwWQXBoET7M5PLhPGhkya+hT14nuK3i0azy
ULFRCtnSFowW+q81gmJYUUfrcZeQJfOABVPbnVmLY9kOfGO36N2NsPT1Q8alEzVB
/CmoRmtnfJnKJUZubbgTvdqaQnH/mBTg8FiA8i4MZAeFBRJCSRLE+hfL54uA8GNT
6xr4D5eWIMXmv1WKiQdO0BDW5u/c31leWzVyQFgm/Cw58cXnmTFE6mhTriktkFlox
S00QB/fzfKTuJuxiBOdF rPHUAIR8smUiWZiyz7NzXC2C7UI60t9FhpfQI1HjAI+i
ktxm9EdGq5cix4RtG6081ts8kJ1/kBLTmUuIH95sfyNkbHQ2dYi4L jPR7PKBAZjJV
UyFI6FDvIOMUa6TJfKOkyb3y2eTp+iRzuys1APhEY2sAsklL2q02ZCzT1dHNJfwM3
gpKciyGeLTg542SfC2GIOSSHENS5jBVHY291iaw1R7ecMOSkjy8Z1MBiiHFn50QXm
5hJ+T2xI/214rUvESBrCpYKkMTT8uKnAs6 jRxoFvuK5QxcuOVIab1jA+tXsft9FWe
5kSEL3cxfBoXR1WfcLpTty3Um6AukDGMmleopM6iQMoBpeUqdWPmvi4SB8jMJoud
rL2mZcnai3w2tUe+eitwln6AIo5bOMv14NkWcFeArnLyguvjkZ0aOE2nFval/rc5
54QCW9/VRU+Ku/S77g1eCNSy0/FMOEIWFIWzcBOY4fnQxSGmp90Y1AmB5/eqPD5d
1f7wF40eNOUSKKCbX0A1VfmumJ+BzKdwZy jxsf50DzMMfaShmnhtKz81sfigHEic
1CFzufOwTjw3dnZrNmFIFhWBrcNtur3u8AMEqrmmWCGHNATXL7BUOTiFvtkq1SUa
/Vq0k7gbvcAk3UdSVV4Ixr3AN3wiWHaX/Fmta4NJYM4x1jrmWPLT1nXUHONirv7aV
x0xHgzOQE8ftgIzkLjNqvQyuRaz5rJZzmHV20sxyKuK/GipCc8vxT1kNrmUTjIjTS
0/9eyQw9I+efnBzydJRzDEoTwSh7Z/v7nJgMV9sxGy9IMIX67z9WpCqOL3TuG+r1d
baCymEjF1Wf/015nkNijswXyEglrgryCZkWOHHogwTAK+5efC+X7ZVOUiyt8+HRJ
+63ZB86gTuKi8gM83p/ujliSjekCmBexPUEdU9LzIcPf+kkEDUZIBoKh558h/2nv
BWK+CVqOGFW+ztgLoGbDfR/iM/@YIU071+gIR2GDZuVciMHm1wBrQK31BM/sfCcD
KCbCYf3a0JPOUu9E44tHjA13pHYy9dOURHHAVL rPXRMCgDkDSi+xNrGeX@dDXfhCgi
iMvg2dxn3CB9Pkz0OYXUQPvtUua/qbZNXZW22sg1u3iKaQ@z4rgNLed6i4jHU9KBS
GjHrNel4qKrr7C0sDOd13MSLOM3IR1BJeJBLWA3NW7+BX8EE58UWHB1vLemQIvVLS
AXsnXM5YHKBBwxLgxgXFsjIS041tTer2pl22zdo+Um6écBu4h3mS9AoD8gKhqoq80
MU61dCmyaZy+9E10HeNNyMt4GU917r+YuEq9CCb7AtpWtJokTCBvOVIr7tLt4Bov7
kinWnCF/JUuxx9QdjEOHzINkQiEq6XyxTkoUc jWM+FdRXF1KKc52JpaMYzeMV+Ln
VSJukwaVCmWMSEeKdOGUo2m/KQO6gX@DReoG7An9cDNTYP5LaNeP/KT1iiBkLyaS
jddvEeTizcqgKFHF jaanzeEYVavnFASxmd1D1jvB6EBQZeovH7NkZ5T3QheRkr68m
1nyBDs4R1xLSd+PRZhdFg5fL/mgdzYCmYNu6P+rwgsQpQZpSbcu2rAu24fEbHIDN
RIe2Woz2tMIx6jTsAOBDRsDtXMWn/bgZ/1lc5YaVuGsROVFf6eWK9jJH3VKkZCYKOE
ukwFrEZGSCWVPBd0OepY19tIOU702BnQeVBAOas1jnrogJWueoazZtgQHKtiXo582
nzLC/zS+72a/9JaoChc1M97ED534fqkND2SVHPkC1xr /wRk@zqShOOkA/gLzis+s
RGZGMOsv9aCIMMUowMB3XKSn6qEXJvNHeN2uH8p5aBEm1l6gm5jyYqJdlveqSallhC
6VTbPbFXCWxJS1daqiZWtdVp5RK7qoUJYBCG8etYQGUDKsvUqr2J59RXJKA4mBR7
8beQL7SvDvioaHL7sgoY8Nx9sgCtww8MEAKVRNOkfD6tfURjivu8qz1tGAF/INQ+
RvGuw51408giG+WU4Jcoz+QUMpL7SBSekiGnPE6iz5gHIXNtM3FUTgHTaCVa87al
Hh/idVK@/uV3Bj774fJhBrfLRxGfOPiaPwjdnE6W8p5colXpUw4MshD2zk27e2cH
W7hpS17FI427vSKu+9CYDmn71FNkb3JRP2Sy4uBWGBftObmJKVvuwENpiL8D2QNH
f/tvY1zTXJTLzwWiV9vk82p12BKR6BALY 1hyUDEft+MOulXR5hFmuPdbnEdDUX9G
pvvYvb9y9SdwjheYckd3F5R5TTEHTHDy f8+zYEbtCazNNmboKgpvd9z4Xy2RUJKO
4+BCmCC2n4VDN9Ztaf8zVnBCA6vxBf8kSCIoFyMXazCukX11pDN7ghvkQG+BomwJ
AKBUY20ghfKpBRCmiGkglpjaBeyDsX8Bd271urTRuVry6/YR1cw9zAhoOPPgE3bn
yFrSkQNaVCpAoqB1UitC8NWNsdCQ2h94w5A1347vQf6SOR7SpT4zd5RNWXWVOLFT
UkBkocfG9JIFKsOapOpXeRc7J3quZEyo87to4U+12UGt1977Q0aPT/n+StZJcNnu
MKQ13j6UB2yQjvOFWBtjwxay4Dn1CKbgLFBT5qntcPBJ3gRq/4Wa4MO1kbDRAWVx0
LoLCgJRWI3aTR9FvjAmMAIQjulvwCa8jNnwuX06HfBCgep2/uNeT6BBzn492brQUh
/cpZ1LByvSYOBgCDBGKfcmLXxbm6jVA835TQ456Qc3MX6EEVJVBVOZzogh3EqqGd2S
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+fKIGwolruj6Pu7eRDzI5rNmIPbg640JVDnHXKCHOjhVFBkWGeI7EheYW49b7GPL
w1P3sM1A/67GXPJ67q9k0@DZMPDxzTBw/iEnwT35vBaPpT1RgW/dXXzdr6hS7ktérd
Uxb5+ckIzCXX/BF1kh/yaXhQWAGNQy36g5uq77gWY5ypa97GXojuajqpjLrpPGom
POTW1r1aXH8WOzFazZXMa5xa3YoD9unQIzWRMW3ysobjOvIp+Fmj1gsIlgrfbNI10
RJaCOWXTX/3WuguukJzC8nAyTVM+Aj/bUZFoPgTCaZ37KXJy80RZ jhUmZ7wMZWho
1prC6iz0j7CUE+UyPUBDNT1nIqWRc1ShIyUIvkGkvsqCPRseMR/KOObLk7PgHuq7G
VfDTvOyeMGVjrJUPxsydbA9zF6GzTmT6PWNTfsL1r4wX38CQkKQzG/8IEGVYQ6XWT
kADeNyrFvVVEBdiZgyCcybjTAIT1LGj8n36DQBmfpYp1w6T/EyrznwS7PtRftaTmé
bI3eXQgnO+ITHCR6+1gqcS70LK+bX+CwBsNzLaUy66XVm7/CxYJrohRKNRxTGkHy
cqFFL/wBx1TK/jhARTxm4kWkW7Fsmo5t/ZRAv6 jMA1YMjHdBF2OHKMNDhZWtf /bC
mEV4/BERSTbHB60aM6ZXWUzB1f486ffAvxsQy59GjQ/yJIWAMN84qHZvqoA3NwIs
JThbTIFMOXtux76AITXAYIhtBO7ChxXrXC/owJ350Fve+sq1HQGhOTfQIGTgTtv60
tq82T7KLO6ervKT1UVL6oxHkt/xbr3cowudwd2Vh+Kk3xn3wp7ShpT6sopk4GCdBv
mxxbUu50F7e7t1lc/sxvCIUT10bwiF6WOJH+7RUJEGmMWpvt7eGFZSo/h8oL jnxxvmK
Qyus5nGIIWDZgKWYxxIGpQ==

C.3.3.1. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIINawYJKoZIhvcNAQcCoIINXDCCDVgCAQEXDTALBglghkgBZQMEAgEwggOUBgkq
hkiG9w@BBwGgggOFBIIDgU1JTUUtVmVyc21vbjogMS4wDQpDb250ZW56LVRYYW5zZ@ /PGeWy6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmgq1AgMB
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AAGjga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmMCGSAF1AWIBMAEwW
HgYDVRORBBcwWFYETYWxpY2VAc21pbWUuzZXhhbXBsZTATBgNVHSUEDDAKBggrBgEF
BQcDBDAOBgNVHQ8BAf8EBAMCBSAWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N
83cPMB8GATUdIwWQYMBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEB
DQUAA4IBAQCBSXignLEynBakDKU68ro@RsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjo
N9f/gsOx/Ht9I1i6zyBZVjdaox644DsilL0QEP4YMS7y4q94RFFdmdzEbDLYX9sfUh
vdTxDNOOoHz53PYDBh4zE4Nar2inCOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNU
RexTg+z3web/eDOdu+F2MVtluLihne®Bp1GUTkremJBolg6dSYal8Hw8/ANHpyEXx
156BJABb744gqoeuD9YSHjKK49+qYC9faFmQ+mK801hTMORANI7sr jnOLKpuobbw
06jaRzWdNeXz1Ec2tUpAr4vRhZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11f0OKp
0lw69Phqzpqp1zANBgkghk1G9wOBAQOFADBVMQOwCwYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMC8GATUEAxMoU2F tcGx1IEXBTVBTIFJTQSBDZXJBaWZp
Y2F@aW9uIEF1dGhvcml@eTAgFWOXOTEXMjAWNjUBMThaGA8yMDUyMDKyNzA2NTQx
OFowOzENMAsGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMT
DkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA
tPSJ6Fg4F jSNmn9PkrYo@jTkfCv4TTA/pdO/KLpZbJOAEr@sI7Aja07B1GuMUFJe
STulamNfCwDcDkY63PQW1+DILs7GxVwXurhYdZ1laV5hcUqVAckPvedDBc/3rz4D/
esFfs+E7QMFtmd+K04s+A8TCNO12DRVBDpbP4JFD9hsc8prDtpGmFk7 rdeq8ggnh
xBW2RZAelLqzJOMayCQtws1q7ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqgqgaNX
d3/YBpG7QFecN7836IPPdfTMSiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEYlaJ
BUIKk01zQ1Pq96njlsJLOWIDAQAB04GvMIGSMAWGATUdEWEB/wQCMAAWFwWYDVROg
BBAwD jAMBgpghkgBZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11LmV4YW1w
bGUWEwWYDVRO1BAwwCgYIKwYBBQUHAWQwDgYDVROPAQH/BAQDAgbAMBOGA1UdDgQW
BBS79syyLROGEhyXrilqgkBDTIGZmczATBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2
GmccaHbOWTANBgkghkiGOwBBAQOFAAOCAQEAc4AmiNgfOqaBpI3f+CpJDhxtuzZ2P9
HjQEQ+v6BdP7GKJ19nals3BjJ0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+x
h6oAfzcozmnd6XaVWHg4eHI jSo27PmhKE10AJKKhDbdbECZXL2+x1V+duGymWtaD
01DZZukKYr7agyHahiXRn/C9cy31wbgNsy9x0fjPQg6+DgatiQpMz9EIae6aCHHB
h0iPU7IPkazgPYgkLD59fk4PGHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN
39GehD2s16 jMhwFXLJtBiN+uCDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAw
ggH8AgEBMGWWVTENMAsGATUEChMESUVUR jERMABGATUECXMITEFNUFMgVOCcxMTAvV
BgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHKkC
EzdBBXntdX9CgaJcOvT4as6aqdcwCwYJYIZIAWUDBAIBoGkwGAYJKoZIhvcNAQkD
MQsGCSqGSIb3DQEHATAcBgkghkiG9wOBCQUXDXxcNMjEWMjIwMTUXMjAyWjAvBgkq
hkiG9weBCQQxIgQgL6N313auMszx5Byu+sPmUUoQvZ6glyBIghOk1qycdmUwDQYJ
KoZIhvcNAQEBBQAEggEAMHzQqLkVTK18TKMaeYFFuU9fLrHZbg3aZz5eP+Zt30kIN
ErSsCBXE2VOu7yCmxk /PdfkTz00oSI9PW/seA5dd /W6y rCVX7EhqWWQx1vA+s+jtx
0Z+Fh5a1G09W7XmcQBvpjJQLBhyt78UzZt+CLOK5E50ueKj9CxCBkuK1lgzzvwtpX
CAK6iYUzwGRWkxqdBaClu1xi20CEzu5mbpAUY8ra26hGGaExYIZRVbwNZ5uGjfCI
1srsd5wFdxQbcWOF /M5QI jbed1Gz862IZxa0A/fRY126jdeJyG2VKdD/3XglLNx4
+6kU9F3BYb7itpwgnkY3MiKxLuofNQVx/ZQTm9arww==

C.3.3.2. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_shy, Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy

Message-ID: <smime-signed-enc-hp-shy@example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:12:02 -0500

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-shy@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 2021 15:12:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-shy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy.

Alice
alice@smime.example

C.3.4. S/MIME Signed and Encrypted over a Simple Message, Header Protection with

hep_shy (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around

May 2025

signedData. The payload is a text/plain message. It uses the Header Protection scheme from the

draft with the hcp_shy Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8170 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 5046 bytes
4 (unwraps to)
L— text/plain 502 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy-legacy@example>
From: alice@smime.example
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To: bob@smime.example
Date: Sat, 20 Feb 2621 15:13:02 +0000
User-Agent: Sample MUA Version 1.0

MIIXjAYJKoZIhvcNAQcDoIIXfTCCF3kCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
Bogq@MABGCSqGSIb3DQEBAQUABIIBADmQPwawzwzPKIJbulLJ1LeeMRHX1I0G7j/r1
tvkHMo9bUUhT8jdex1Agl1L7CKdQmfbXbMq/1AMUe8727BECAU/ZRqw9ZA+a71Y9
NfDivBgRdu@W1gqlLOdcRiR3gU/Tbvx5g9kEbQxT4sAqrVVJFBxPxKHT1E3NPicFkM jWKooTwsSDriEL /CQ1ew2tjsXyznHDkfbFfpxQ
XtUciRQX+WHn6uZHDTGZ5/PArfp+hjsHmegmIttONOGgk50rh6Fw62+056k8W33jQ
Sgtlbqigw4/GnkEYBZ8iYF9dJuQpMV41S3tMcZzwM1FBTwLpW708gMeDtpjOJMDCC
FF4GCSqGSIb3DQEHATAdBg1ghkgBZQMEAQIEEG+d1PKP9BvV3wjYhP6kQiGSAghQw
PgNipAhO1AbBIDyP/wLOdgsWwC/KHSouWRESeutz2oMXMW6zDwFHWWVAHUX4uRmT
+ZZVEwiS+wzf3TAfdOXs2kYHfhaiFkrJUxYirdyaqzuT11sVzKLt2F1+uxqud9JU
vLwZo7INJiiUYpredI3plWznCZdONMhUHiWHv6qT2fBUTKPBEi0B0Z3NZt0/ZnAV
jdMO2PHAUwdnmgPLDNsLnsaNZ7i+b@rRFEgT1qeZ4xhRp0zSsjwvQn7d/WBCNDpC
9KKAP9P+Cr1216PTjQnFx4NrDNqupw2A6A+qv3NRq/ymn8zR8nm6zGL jje5RfftA
WVGQSajJNLTDir5TUAtb3107Cv1Zb8VQZhgxTJJrwiW3piWUTVIXjMiVL+h2sqdZ2
LhOnQBNJmFHPhukkdvkCPxbM+vy1lJUB4U+5ma+ZpDOBCgy5nWRgbQbFxcP5dpGkH
dZpcf164e23dKGNrYWK+gjVFOcp2VpEilgZCwJLJYgxnpH+tcoSIM7XfNe2IR1e0
L7pAhrzTrVWiBemph7271AXJM1tWhhgFL9GFWkbkQeJq2ndpGwz61K4Bk8Ri+9j7
fkXo8qt4XxGEcE7hjfHPIHcXr4FhjYRrk2h2bb4LPAeb7E56bE17XTTORWCAOAT1I
lcfY8gigsny9xDeb8Bww/i7dVCzpFZCSNKxymnuWybTqu8kmnh4FQttwJFvvDCoR
Xh23j6mMO7DpzGx5v8E741f4cXwYKd10er@OL7rBCT7worv50cH+HT86Hgg5NzvWTn
ZdCioihv4Nh2w5EmLfWLcwP9tnMC+62jNFCIh9k8EQOS6UETE jNOVYFYWMM7aCIQ
JgF8fkEmAs6900U77Na5V4RrGvvyhKZv2EPGUTdwik1s6YsYgEHReOQ3hBVqgrn/5
/Pm5m3LKe90D3ksmeasjTLBCT29RT+vYpHILPYN1JfImTTKZmA6F jMi3yj1ByJe1
TbrhXpmSx1oX6fHeOMng9JNgQEgrs2r17gyMULRxDRcVcSwpHYIkAjmjtyfR1Vb9
5XfK9/7bwNAHBqoXQ/ /tppHMFoyK59YyD/aOVVvHAFYyHVFXY/R63JkYd21X3AFevV
OHk+a86S8/r1cSW5NMKMEGIR6d3sbUkoTKhVt8U/PNMQgTVbROvV60QQf6WB+VM7b
etSPPJciKCabzF /m2FU/6HEU8s1DIO1ioMgo+Q1YJrgWnAGlJ528Sdc2GTPOLKub
+zMRCZsrYzPHk1wOPxuXa3hdyke/c6SZz890Nhhh9jWhlk+1eju7NmNYhz3t9MjB
SumAvmHOMoL0y91dBwhcCnp+f4Y /Fx5NdIkj7VJVngCQiPQH/pi2L1gyYfcmgR1ld
n4ZwC4JZgjvz1Ui6Pd4iL6TTeHeQD/0twxztqFqiQXZJyRNgbYYJyGZbBz3zFviq
aWahRK9rHYHVDqWKByY9Smy jiHmjVZ1uWXdK4zDkzWeqcwYHspKSYnymcBcrBnedZ
Hpy/bKK7RVNyUOE4V1duhaz6vUdkXG3KHIWCePPr3crlUHFB/H+CSQ3PXQAA7gNy
DvcD83jQ4TxDMhj3bWSaAKVL+SZiTBSVVXX5A+0kGHoe57TDI9zKqJSmyh1dré6V8P
LiFdSfmGKA5sWuTsta9SMs1WobVguXuvYTxE2V1S3zoHgBOp1efJOIaNHBi+gqJR
NquG2fjiQpMQVYypG6942C6RXNUUTaLg3kHTTELTOMNRCW6ENL7xYA+xwwWQw72Q
609xUyrX9AqEv8cH4IMelIpkBuelhhf15eFpvB5y+cUlnv60jCaINXGXECNP1rw7
OmvTezWJIXIyP1E+x438ZSFKN8EL5DqvbttkzH+0qcUCKwp2 /RADofAsRwDADUIOF
UQby60oDzqLTZHNWvrJiLkgquJ1iXWiKEWPAppglLc1pYzzBDFuOIKb//tjUznp@l5
1yCNpkazuj2FGeDddz9jvWES5u3 jATrG85wK4WTH2v jIh16Tk3210pwXeJP6M170
cG+NuQVPR2r6K1D1IZSGOf9/nsDVtnB5LePXyczIPtPoJYGx20Kt2IUyjJ/00mxt
iGk3/KZsVJdukr8S6U/h5V70E/i503GYgG57iLX5D0A6uUMT1xi5SEEV1qYMd/fw8
00PCZW8BNTkkkLxP4bKtMJJcAasns68CSu5kxC7bCynjEVR/Ea@YO07bAf6V+pDYYA
ABLNLdZBQuYJ5r4G5TSS6YQQ/uh1z00g5tcUS3JPb3VYVXSthtpxaR6Z0bMv5tKC
cadglelLxxv5qWetxcNTKRB54tCIREGX9qUX7HhIWV7cd3tiaN3N4RHU17nfy2mr5
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@3jIWThwP3omjfS6cvoSo
wARwjailisgm4g8hj+7bAWjsXYNXbGhqeqbz3pYWYH5BQEGTIGAdddXPjAFJs8hih
tn2b0XQqSuywiuX+RVXUBrPPoN8baZIqqlLkxeAigsNzgFLhQoiS92hmoCsxgwoXK
EBGZdUd4Tq4V4BjhRXqdFfO0E9jh5pY4xzs1nYkxSmemSGqEbYUyJQKQNntzx9SdC
gdwsNGOr57z00ySoHMWvChgw9RKZXdLF1MPp3BjIa0XwUhQPOaQPhXxSyogY28V+
j4cGogR4dSdRBYhVT7HeaqjCVHbpxC9BJD70XE19PEU6WBSINQVwddoYHgXJXEhS
0/GVU09kqqL3ygV75Mt fAOSFuO7RgkQY/geSQtdN6+DZ36LdP2xRdU43aICpyHku
fbUpAyIxpKYBndZAkf /zvDSX67SvhIWrMsuv3VMYZSArWOWWifvQQ3RsY16Z1hot
NbJyoRPeh@d+18Gj/Nyd2gR1TPzIsfz/jdQqfczTK9d8ewTCAQl1ddTaezlrmT+1
GIniD99EIhouDeH97v46rJRtSTqRV5EtTFkt1QHOoOHJWM/NRMVEFE62YqMr{T1c4 /9V+ANayy2sek4pdsTMyelCtYng/3el+3yS
8eYxeLFW4u/9xJs0g5zKwwKkxWUadRZr0YBBBjZJrwQj+/C/Yd1l/xCXdCrzgX5tM
e7NfqrslEd4yaAAGOKTRgOzmhinTnHIxwMk929d/zgcYtcpBhOLXnsbMCpcOsBlg
9YFQTAINMeIXRU5JXUsOxufbDR/XPbLy9bgyKBUUvSvypwEa8yvVaoJvO1FxmC4K
Ne+843WvBRR8MBQeTP3uDfqcw7Rc1if4QadfcZWpDGec5yqoil 8Rx6XpMUhxqZpm
KGw7waMxgP /wXouwXJNFvhUc12k1VGeeaffv1t5IxJFly6hckkGgsMaDrNduziPn
j@Ougta2EgVnAa7fDe9MRXF40PSWR2k62T+0dxrRtC8Fvw5w1Qi9etWGBVGuwxPN
kMTVWtOHRPaaySRXwOhw1j2PGUBBJAb/bFfHAFHHLeM3A2M32xWkkVo4y6bNGRq/
50XRISApwVZbpSUm94VD1++LYrRk/u@XUBEBVHUeP16ICKKWXk6WAsFfAqisuPTS
JzqrIaQcOEEcn8c//JyodHtmFmgDdVeax61kNeQekyJDoc9U87Gie9EBbJWZIF9p
jXo0d0zX7SQjS+FqXA3vPeSixDg2+4rJhUzsF8aPxm3/HjutoLly1XTi7V1W150h2
fpyHBPSp9E851ZL1f+cBO0X0A2HfixTjg7LVBwtf7jTZhUt9P95PIYQJNUBBhCe2w
TOMcwNVigbKwBZV63nSs5z0J7ZjMVr2eAONIYCx5trzS1bplUMdspJVkTUp4bycv
ggAXguOjMgxnS5ACUGIFiGRIyWMi6oVt/999wpSwJ71wV/rWzZTgaAvUTh71fqM/j
GXxTHnuqV1pYPupUpNaHE97xbNbJoFTI77EnurlLZssekD06j1zErtEkOVBZmj6KrF
StJMUCKEB3KZo6BmOagisDD6RF74fMxgQ2MyC3KeWp jbE+VoMEbBNEECQYW61kyUy
Qgt/TuYOWmMyrfyZJf6/xd90zN8tLRqev4FvOtPxfHE4qEGz1Rg3IMPKrdteL/SI
Bé6nFxLwhsKLCzfoGY12npk4IaQsU2v50bj7b1SgNLhGGD//JQkbwNYp3UgToTsZL
QlpkEnAmardCEj40lwiOqwDWAZOCcicf8PcvZYRuT18yZV1pndx5eGvmCdEyEayU
2L.Cf3Iiaoeb5gF9BWQt9cONFXb4iDjbcK4ijMbpw5IYRHAZze1/GMnbkJJwzItJM2
LXbJSyVC8DvUY jyJsBu7CGJpd531ks2MgO3GFGVo3sDp8R1AUAAX0gnvKj9je5Qe
pygvaBbAFn9NaHNQOHOYRta9DEphGqMzjTgCtdQWhDHAUZOP31fR2gcgBred6Cul
gwoiXJxTyhx4Vqeb7G+dqx9/TpFgNO/M12p10Bz5yXuDPAP/D3InjewCSgw4rOrB
6/W13FnQfpngWY3Q/HvVQRV1ArUbROy/qf7amnQ79CPzYKUIW8xn6rD47ssNT/915
anPtuUrXe2e8Wg5GeB3unBvqsR1iK3tbS5u4pBCEHWrvHQUDJF3VenPdAagBpM/a
SRMsrI8ScXsz5XeZwRCCkxIB/8GNwQuHsiVnKQ1tmBg9dn1DyxQfHyN25J405kShb
3hj/YtZk5pbOEtWvLOtMs+zBa83RaSWYaKn+sJESrx+pyU7YLXFKNmkbIVdB7m31
41 Xb9mOw5j+zXRPGvoY4hzVz1bTFghXCKORNCjJdm/2J1vNMjC/FioeAOd/oGwBx
/knz5VWDpbxc10zeituHT/Y9iZ@TUwWDNncB3uS/sWn1F5yEIFrgd4emtibETOSOXb
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aweHBTxxZOIuCYhtbyqFPv+P32bK9dAs07gVCCgrISATTmTI9OdRRJ7XE/P240BSZ
7212 /8xJsMjaxDvcS63hfWelbJRS3UTRRp9VZRbkggnutMrBu61NL/yLxPCS50R6q
HVW2Pr@MvkRvZx+RHQf90T8tc9owYhxwGhweF9260M1HwsYW28K/IKyFIaMWwlUH
cxYnc2yPckCN5ffTAdQXABUNFBIBnSmartVGG5zxc1PoJCVax3Xz7Tgj+vISBaeA
HQHjNSzIa8APRIXE5jVMvzOfyvc6KtPLLgbOmvLmgyDC9rUVAuceV090yLS1MsCV
g3j4RmMIswPdagpYELQcwuek5e5ffD5bidL2Xn5BOXkMK7N2S11X1mWn215NZG55
PoIAeXjgNDjdMmCXSt/frUvTsFOPtcCA2JAcI/e2dsyAF3iIRvPpDPRfUsVEZSQe
gB60EFYkDOqcG7Lk9Hx5d78ZpJst+XViQAID1gLHBpPuwkIvh900deP/XKLH/11J
y0Q9ImQCfuTx6rBtj221602L920KFI27F /Ns4Lcir5VXe/6hrNe4/BlkAnexKn0gs
Ok3hIuQnB6C9Z2vtWt1PB1lnsemX+AhIJPtgRs6aGhMUnIwtvb8aZwFsS8WvaA6PG
uLKBUfuv5V+mjt5vNNInkaaF9bMGQVkINmK6mgkgmjmoaXP+8MbKHJ7cf2Kt1Bpc
PJ8uPBQ362Qv3PjpFk/YYdi3tmmvaxbO1DkNCJ87xjN7T1gd5jmBZRCDzxDBmbOs
TUSXLB1yDN/k4soKAKL/Ze6rVusjC+GJO2TcWFQkS5eQjxoHNKIKkU4fMDggwlvzJ
m5kyP5p5DSTO+cko42AeByjnB5T75MdYPB/1/I8YBes=

C.3.4.1. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MITIOUAYJKoZIhvcNAQcCoIIOQTCCDjOCAQEXDTALBglghkgBZQMEAgEwWggR5Bgkq
hkiG9w@BBwGgggRBIIEZk1JTUUtVmVyc21vbjogMS4wDQpDb250ZW56LVRYYW5zZ
ZmVyLUVuY29kaW5n01iA3Ym10DQpTdWJqZWNOOiBzbW1tZS1zaWduZWQtZW5jLWhw
LXNoeS1sZWdhY3kNCk11c3NhZ2UtSUQ6IDxzbW1tZS1zaWduZWQtZW5;jLWhwLXNo
€S1sZWdhY31AZXhhbXBsZT4ANCkZyb206IEFsaWN1IDxhbG1ljZUBzbW1tZS51eGFt jeQBKRnJvbTogQWxpY2UgPGFsaWN1QHNtaW11LmV4YW1wbGU+DQpUbzog
Qm9iIDxib2JAc21pbWUuZXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmViIDIwWM]jEg
MTA6MTM6MDIgLTATMDANCgOKVGhpcyBpcyBBaGUNCNNtaW11LXNpZ2517C11bmMt
aHAtc2h5LWx1Z2F jeQOKbWVzc2FnZS4NCgOKVGhpcyBpcyBhIHNpZ251ZC1hbmQt
ZW5jcnlwdGVKIFMVTUINRSBtZXNzYWd1IHVZzaW5nIFBLQTMjNwOKZW52ZWxveGVk
RGFOYSBhcm91bmQgc21nbmVKRGFOYS4gIFRoZSBWYX1sb2FkIG1zIGEgdGV4dCow
bGFpbg@KbWVzc2FnZS4gSXQgdXN1lcyB0aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2No
ZW11IGZyb20gdGh1IGRYYWZODQp3aXRoIHR0ZSBoY3Bfc2h5IEh1YWR1ciBDb25m
aWR1bnRpYWxpdHkgUG9saWN5IHdpdGggYSAiTGVNYWNSDQpEaXNwbGF5IiBwYXJ0
LgOKDQotLSANCKkFsaWN1DQphbG1ljZUBzbW1tZS51eGFtcGx1DQqgggemMIIDzzCC
AregAwIBAgITDYy@1vRE510r0Q1lSHoe49NAaKtDANBgkghkiG9weBAQOFADBVMQOw
CwYDVQQKEWRJRVRGMREwDwYDVQQLEwhMQU1QUYBXRzEXMC8GATUEAXMoU2F tcGx1
TIEXBTVBTIFJTQSBDZXJBaWZpY2F@aWOuIEF1dGhvcm10eTAgFwOXOTEXMjAwWNjUO
MThaGA8yMDUyMDkyNzA2NTQxOF owOzENMAsGATUEChMESUVURjERMA8GATUECXMI
TEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiG9weB
AQEFAAOCAQ8AMIIBCgKCAQEAmpUp+ovBouOP6AFQJ+RpwpODxxzY60Nn11J53pTeN
SiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+Ithj
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LeI7Htg6rNeuXq50/TuTSxX5R1ITEXGt8p6hAQVeA50Z2afHg4b97enV8gozRA/N
kug4AkXmbk7THNc8vvjMUJanZ /VmS4TgDgXjWShplcI31lcvvBZMswt41/0HJvmSw
gpS60QcAx3Weag@yCNjT1VIVIyu/3DjcYbwW21Jf5NbMHbM1LY4X5chWfNEbkN6hQ
ury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB0o4GVMIGSMAWG
ATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMB4GA1UdEQQXMBWB
E2FsaWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROP
AQH/BAQDAgUgMBOGA1UdDgQWBBSiUBGHVRDYAKRV8BASPW546vzfN3DzATBgNVHSME
GDAWgBSRMI58BxcMp/EJKGU2GmccaHb@WTANBgkghkiGOwWOBAQOBFAAOCAQEAQU14 jZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBALTOiehYOBY+TZp/
T5K2KNIO5HWr+E3wP6XTvyi6WWyTgBKOLCOWI2 juwdRr jFBSXkk7pWpjXwsA3A5G
0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7Ph0ODBbZnf
itOLPgPEwjTtdgoVvVQQeWz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjG
sgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqgmjV3d/2NKRu@BXnDe/
N+iDz3X0zE0j0OfqXgq4SWcCOnsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT6VdJ
45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCcGATUdIAQQMA4wDAYKYIZI
AWUDAgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGF tcGx1MBMGA1UdJQQM
MAoGCCsGAQUFBWMEMA4GATUdDwWEB /wQEAwWIGWDAdBgNVHQ4EFgQUuU/bMsi@dBhIc
164papAQOyBmZnMwHwWYDVRO jBBgwFoAUkTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJ
KoZIhvcNAQENBQADggEBAHOJojanzgmgaSN3/gqSQ4cbbmdj/R40BEPr+gXT+xii
dfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3el?2
1Vh40HhyI0@gNuz50ShNaACSioQ23WxHGVy9vsdVfnbhsplrWgINQ2WbpCmK+20oMh
20Y10Z/wvXMt9cG6jbMvcdH4z0I0OvgbmrYkKTM/RCGnumghxwYToj10yD5Gs4D21
JCw+TX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4rKndDd6hnoQ9rNeozIcB
VyybQYjfrgg4dDRvw9Ksk220H4Con1B8f7R7s1LM2cSYxggIAMIIB/AIBATBSMFUX
DTALBgNVBAOTBELFVEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhTYW1w
bGUgTEFNUFMgUINBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5AhM3QQV57XV/Qqmi
XDr@+GrOmgnXMAsGCWCGSAF1AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkghkiG9weB
BWEWHAYJKoZIhvcNAQkFMQ8XDTIXMDIyMDETMTMwMlowLwYJKoZIhvcNAQKEMSIE
INdmPheiziYcbAwKeKaDpmuOQFmVMdAqPNn4+xeOF jp3NMABGCSqGSIb3DQEBAQUA
BIIBADOaQzYiNU8AycDkBbQVbuAjHzerZm027Q11Z47Cw9QfNcJ3w4B0RJAOhR487
TNpkFskR79WY6aHuilxC1WVeOJw/iuieAFfBZ8Z29t2h0t+F93M+9vi1eolLzrgA7YZG
itp6r5zToKCdwNOc2futk/+dutbrTqY1FI8nnjLNgegBiGMMzVfateMc2fVnIVN+
7/4fyA8ASzseEis/HQTN7sEjwOpUCvU4JvQy2k1VYsaTZ04bdKXW86DHEW]joiweF
1iiKSueA3WB1jeJRse2/g33dL+5++UUtQLY3kdknM78705W0aFgB3V57abGCp2r+
bgcHQNhfe@MXoJHKQY rnG++22tA=

C.3.4.2. S/MIME Signed and Encrypted over a Simple Message, Header Protection with
hcp_shy (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy-legacy

Message-ID: <smime-signed-enc-hp-shy-legacy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:13:02 -0500

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-shy-legacy@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 2021 15:13:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0

Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-shy-legacy
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 10:13:02 -0500

This is the
smime-signed-enc-hp-shy-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy with a "Legacy
Display" part.

Alice
alice@smime.example

C.3.5. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with
hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from the
draft with the hcp_baseline Header Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8300 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 5136 bytes
4 (unwraps to)
L— text/plain 335 bytes

Its contents are:
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Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:15:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-baseline@example>
References: <smime-signed-enc-hp-baseline@example>

MIIX7AYJKoZIhvcNAQcDoIIX3TCCFOkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAGpRgu/+AsR287dW3Ygyjh1atM+HOIMy1LVi
gOKr8xBysv4g5DUAWTNUSMC4BhTQC/VZzBNQEYq9XKLZojwJCSAz /doygseKYXqV1
T9Mwh3tWaoHHgLQxoP1zY+AI7 jWNIwSbTtnOW2YGtZCeZBoV/7QY18nes26aNDgc
aRdEhx2 jmLKxvhTCpFy7scICBSERea5SgN9uRAUihwsEvJRhX9vjngrlKwbGKMz7
ewpe@YcoY+gGRYqQUYLKIvu6jyd5A/dDX2Tc8z2Zvv2MxYmMdPOokeAiie7diTHg+
ae9CTZN6HP7vbKHaftgcKcP7JT9x2PfoRLBagy1xFG9syBDcgbowggGEAgEAMGwWwW
VTENMASGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZzB8RBAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEANB8bq23teHVWfECD/c01SAZq
0J8aphPZfkerdyfTge+uSLc/UUk5ipnFTHrUfmf78/BQmqSfaPRwHRhLREaZeFB6
aWgZN/DSe8BpkheW+2Y7LBT1NvmREQZLP69mwPg1WQ+phUc/NCUvz9XCMDbroiX5Z
XwauA4fjKKRhn25wdrb@EeVa5PRg2Cj jpcFrLWUUSTVDbEB1Qss0X467REyFgeQV
mSke9tdTh+M7IL2t20n4DI1xJy9A+dVtwMgz8qd/bw6a5qGC+Hk6CgpskEfexANP
ypqF9iFQW/11r1NhDOmM80QLgm4PG+/L5nX/xsI3QkgBbpC7N6p0oB6+WBES51gDCC
FL4GCSqGSIb3DQEHATAdBg1ghkgBZQMEAQIEEAYLQLNmMoDE+1L9M+p4US51SAghSQ
ukiRYivwnbEQfkBN80oIwjd6EBGHDTK53gjhPxRaaY43MwJqWoSjCQtJAzc9to2DA
gFyL/s+1MGXxapd8DHwWDXu9SotabwZ94gJYSeNMBJy+QTjwlrkgMrurVqTrlDs+v
55xulgMYcOw6WEAYdJwMZ9TPsaHb9af7k+KNghTBUpteD+HGozWGdOP /WN6I+zq6
HhwjXaEcideIxg32j8yTObDHp31z42eFz1FNCHd42bcHtEDFGKFUTZZV02B54hcv
DRDgLSIIwAs4TmW7ajD+qcfM3ug51Rj3NJERbZYB ] jxwXCDAa1P+3ERBc7KovgWC
ONOgBLcxQL97EABYcnYuB9qZaNC4/Z9tnPdocCCMXViWkqGhfaR1CHLSKbySVOQR
31qLSr8S31zQ5L9+GFw/om/Bto2VJp1AHWa7wdZk9CDdZKHk93eEGPHpMTbzcW/Y
L5kaD2Yw+VRFIM4ZYYgya+WkXh6SQYml+dAK1sXE1aGOnsTYk6odoanC6Jv9AzO1
9FeNSeiH54hSyDNaDjcUvG0Im8b64pZCiZ0c11qivKOme//n3AmUTOk3+xvu/Icm
N+Jv2b1lnYEF5jf73Hfv/xFm9ZuEfhLsxCtjtUcBmUyKh13vcoMw8iDU5gfUoTtD8
ceN5XkTFELM44cc9M5Kec28gWHYUMBOwpYGiq9/Z21Q8qS+RgRZV210Yikz886ATh
v4+mbkciaI95EF5X790zg1lL jODR8JY5gS0fbCGdb94XtPouGASa2J0TO03f9AAE7
rlytRgPHMJyY7G21NpSF81VhV1fY1RJZpPBbZ88tRVMENsYyWQb+6+mMW/PrNy83L
ZxQ1E8gzA20y018SIuRMgfYcSIGM831q/IiMTJIOCAB0X5iVD4KnBL0oZ1VCuQUwWM
OWK/iGjJIgXDTsMLHNrlgZeulkfol/ryWU1M+CwJSetqorE3WBy4HxvUau8v20CO
pABkDZ29evve2X46KVmDDXGICE90+q+fanmX4ZFzMsVmPS81s3JQhECigYJ62IPI
h15611XJzkC81lcp25TcpacjjnvB3VGTdgDgTjmALJD4gDDgeGSWZHKWXEdIrzeXr
7yIoKC4H28y0tCwZOUNQbeIVo6qcJjvTrSJ/ZD97L+jLQ5RMRwtGVoOh1S5tTRC4
13SmVX7qJbX3I/W1AKBGFCtvY2k /NgzMJ88tdORRmbVVNwWFC7iioWYUCmU/97a6x
1v73Kgpc73L7DTkofya+zAgtHqcR10vZZ3Api3Spa83fYQc8kUA5Sn/Pq7P1LCbbq
yrv+2Y27If+bWOCNFP+4J8/hFdrQECTBhDgf5PtnizLORXFxCvZbqVdwN7qjocqW
U/gi745fcEQJjIMeECdhpY4sMsAaspxFH21puSdUv/bx/i3Eaz4B2pgtL/t957pT
OATDNub1LFP8F/k+@M1+LFF1g7YsbQG618Ki61xHYNp6HNKIXjyluLUIgTMV7KrB
DZwqygl7UJd1IIgBZL6tS5mX0Cv/k3Pe9raQR8MmCPNIuQynBB9JjiI8DqcCE17L
siRFtbOSPRR1GNmIIm+30HOB1IaPqPE470J9AprPe+tg2umKnD1MST8q0UQ2c/1t
eSBzmJBHJKpOS2GHHIf00oDz6n6JvV1DUUtNi7LxJOm/cjrTxoviMR5b8hcOTvueh
NHtutZK2jrqGfMylRxPDB6tRQ9cRv/svM1lfXascllapce@qwDGVUUVVXI8yVvEwgL
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MML9qVt8GIC3xMyUBUXINhAC9iU3VHuUU11i/mzIdVQmxXyKz/Csnvwe3jY44iW50z
dRKmrbr5JKf5HFGvUcEsmz9Tiz8xziuoxURAensZT8NastY2rmnHqAITbJc1TALo
cHowBMWUUTyjRQgFoSVsQf5Lp0IvSxj2dZ0k941MDjmH2M1Zm1ik9MQtbDWx4z30
w6 rlyBnUq9geh7Qt45nK1dyuoUaaueOoVq1HXt2qZ2w8fODurR6XueEuakpl5ty1
NrxDi3oKNc68s6jBnHbcRj1mgB3g1C/iA/D8gLZRcVDbM8kn+KGDMBJOJ/DHZN51
enlAddnXgITsEoING1GWVFF1TCQuZpw2RohTcP1/+6yD3TS1Bak jweiXKLAhKNEN
t4yWxQiGurwT00dOVxUItted7s8idH4pxjayc652CK290v5Dz8ysKyqT+ulySPJB
yyWURsmpqYtoV80x1w11oWisBa/dpk6QhKSValXOU+RJrel1p59WL7Bozte212097
gOuQEezaR38rByfeG1sExG1QJGcSgyELVUYVOFcdM6r5cfH1sgNIN2XMVw1Zry /W
JgJKuHaw6LCC6+1gmselpXGkcpPLFO2ZLBgDbC2AKZRT8e3TOj+SES53FQIyyZPbr
CjzeljtsWru+eWAlaaktJnRfokBpNCJ5GEyyd5asZu+oJXGIFZQNVQYe1FqLbrBY
Z4Rfdcu+cMvz2Viw9fekgAo4nDEBHkoJzAM7+1hBa5mGfaQEuL+kcMIRPVEbJ9kp
cWMoSEBMITNLJ926fThtSItZQOEItf0+Xs5y6K0JTL1yB2KdaCskyyIqju2AYAOhJ
UVdyzulqvURUIWIMCjyUh1jrmpCE7NtUx3/gXcxvEto9Rjex1YHw++KCgoIZ5E4q
f/ZJjRMgBDu8CJpT7nHNVBpgRxp1Qg4x31A9ZDm6pdXF8U/ZNJrfSaSnaBOUrLDF
wbeN7vdJsW/7JssBuyVRIEjx2vIfZOUSy2yy/hbLjhh01jt2zkJZC2dxLBH64UFD
pGsL+1mQHSQpL3cfBOdNy rx5hOwDoz8/rC5w4/axD70KijIbKcssgSHUCd1oWBN/
c+11hdgXfT/obUCDhgFOM1brbC9juoSz3Bs1EnjWFt8unm+N8UaNuggThCeujYvd
Mgh5eazSocQ82xgpwmIxvez7ahN4i@bLI58ZE70SyFME1yFLO/fnD7B/Dy0@ooATT
WFWF+hBfeGaWdXdPIbn0jTXjEpYchaWgN9nUon9DG1KYay4UpUSntUcnqI/CJEVI
USFVWBaD5BY+nRymkTX9yxuB45z/AixvDMYBn69/LmcchIAYQeldMHwsy611it+T
cZUMtpemQoGqGdxP/uKkCOPf5TFeq7v+1W9Q5ybxxJh5nrHTAcupH5FJBsqnySg1
jOd3xI0/sQNTfCWBIjNOYuedORUkdieRYuJéygazkCBQCr1k7/r/sQiO+F5PD1LB
J26sPOLY+WXruQe@0yA9tTRYiRgwgx/sjcv1D186kKMmKBNCVLYUdFPsgjToIhsti
DASDRZXEW1XfAJSwT+dyaDz+HOOtwOH6IN8SNr6UPnSsoXofE2Kh4U7DNTot9k39
sTAQBG6FtYfFE2qZ+r70aHCWfk rkUUCgBUUJcKaGv7mZptf3BSOWEKSHBZboAxse
y0fszNnagBOqVPK6Yi9JL1eXEBNSa0CQuxulLDzEadDNL1tcEKt/CWWXYcg4Mkgej
FyGNnNGoFRJy/ExL+IbaMVg9wmAhYLXr7vmPFQOme59CYtbaNr5y8818GvuSEHba
g7ZEubaE4qFnGX+jQ5te7cgoJ4aRBAeq6fcVImWBK3Cs60ejpCv6OLY jDXrX5a/w
PMhFtY+KCVOyfgIG69vDh+MSSsRKe7VxIawTJyhDOmiF+iW/LA4zJKXgDdSXkowB
+hECKChBT1BqF2SHE+8s8001Kv3wbNp91cY4m4MV6+Rjo1x5eP28tGQOG/nx3Cs8
f/uvxTv0ijAc43i307H1THJTYOkeEZzEVemXh7eEhASYJXAELpLPXCVDmuohnIAIH
VUCx+3jiWES1lycm9QmCf7ItjnyyI+cQFjzS5hVQDpSVLM3NJVR3hcJey8B0I43FW
gTpB41MR9jVDN/eQ+za+TI9WNNT16yKNKr1WXcT4Z26j4fMzoUdAmSVITjGGqy2VvNX6
jZFVI21ne81gZifabkpxmmCig6pDkT1lhsHA9dBO1lywBqOo3KQ6E7t6TIiJ15ULr1
Rr1vxE9jwe9DtSIqJfK670/ERJtIVRWHCeyBgLz7vV/IWcYeYtVyIJhuMpWtPuolL
BUf /Dnmd22fJh/08fYrNG/OFwWX805gqsP9gwzN7TySxw51nmeE9ggr1M8R9+xqY
hv3NK2I5rcbgraRT83X9qugiFFQtIANBSZmP2Heo3YJIMQUrarmvkMOXytKhBI7a
+WAm3VxW44u1SoduDQltkKV1bEwgDzVp5RSMUNINORSNP+RLYmMQFpK8UD4cZb21w
UEmx7rvvQMLsmfmjhEnQfh610CXt0q/gtnvZN1cbAPkY4m2TOczYuA9cL2ywArZM
Ya84vxqvCvXwqlwIK18UxhOyGfYEUCUfPc2vrHPWt@iu/dTLdzYCo8gfA7aWK2MC
DUg66Skfqx127pFIUUz96RbXyROtGOF6mMOdWgyuqZUh5Mr4S0yDyI1r+1ynQVeb
exdCUobNN+CaRyI7qktV362GBebeOiEe06w]jrAAE1XqLCbEs1Xg5my10jVm+t+1K
2R+Jv8zcFsUCK9XFaK/029qE1ZZPc715bcXS+FukyfR9wKvaRKc6u6WRJEB2LzVZ
0ty5yfAOXFDKjxbYV/xfdUuVIKVA1Z7mMKkgk951zD4yUJYfgPANKW2IRXTIEi+0
DSRfmEPIjOFHN5Ae9asKmXp+jfnvAOv9sKezmrrsmMsWpFoFAGyuSy5ZyXgjIEnm
TnW1kJwgDYMiNgzTM/X+Grac70XYZq9Lw8vvDSPdn34Zuveul2Q6G1I98UFc500H
V/76smknnphD5Smk6VJEP7bvfvTfJvPQJO/xIoPPOLFFa5+iZ4x5XsnHkhNXTLb3
6sDsZ1VX/jPmZROOXpb04jNIV4e1CNHaBk7+UC50axW4KtMteG4F1mML /6yK+f41
601UDiEcxxPvJfUDpkhSPSfoWLE43eJgbrOArm4YKjdLyA2j+jADTagXNv81gh8f
7HIRVh+yiZ+bADj+Y2bYP98ppwMu9+zNEGUMBY7dG2r2WbzHrDBciTKQvy3ZsxFS
vXc04p7Y++Zirsxum+o1/sXi3Mz8uIigzE3fUVmbysVJ4ZYWBhS+/NwvOt3ufxvo
Y3Ns9BalJD/1jbZGSEvFhpgClyNWHzLy@FFpZRvpCzWvV8pKmkbs4dyPFRp+cgKF
dXmkWfqf1CNh1GDg+OmWO+V1NticcM2aTdWjWR4itvpBPZir41YeSIYCT7blzoCx
Nt1SnxNik@VaYAGNjYL53HS3kfGJuVpubvwxCWJ6PIhkvJMWO/nrfdrrBLkRj5RO
NANNLc81I0ciOEQE7GDP8c4HD2HXxrFYY9CqrGJJaMDFuhAB+CNv4c5nqYBmkYefu
1/WIN3klgyxJoYP1m@9J78zDhv8ZS9M360fAwya7Wv8JEGUHE/1E1qgxgbvycFEH
ztOgM6uk7do50yHE3YVuFmsulKXKdzdCEmGxtkFEC4pUN1Tn9sRe3d2CWAMFtriF
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8z1mH3M3uk6BEOkAUgbpF874AFAzGy / r SHWPv8QdSDVsZqEfgeZnh2cZGkXWXEU1]jK8bAEVWhmsZkg6EBXHWNUVH3KQThR/7/2MOI7 jJkaA42T
Ira7g7PiQ9Wzml0IfSBdQHblsaw6i199Tq92cCpvACUWM83cUK3K39TsXgaokNYj5
hxbW2ZMhHuxjF/rcZsjcRCA/zncX20EaL58jWhRBmzpze2C3CPJmAm1eUdzWLurp
J4ndgRoShI2QkR9rpyN1IMEB83P8f1//6vH4Jj/gKS90hMCTSnw6iv4QEAZ4CcJZEX
RLSAUEOcuEdgtgKATXH7beiNs9/661755G0X45DIiSkWSoNsofvNX5GMQi8KHfra
Lvkwj/tvInJ+yT1RdANTfd19m2yp5kJIwyqJdvZ4q9CnKvQn1gXHNYbcHeCFLknf1l+YzY
BAhaHwg47t/5F7ITm7Cpkd1XuI+ByZiYaCtAZbkYE1VYPpNLzvFmblwgA7UjPrL5
RzA9qsqEXuJBLgP13d@iciEa3AexWFU9om+1DNHc8bIoZfxk3wW4BITDoM7Cw09k
M3mPHTwIUBzwauzqgWkBS7XNWGuFdyphRf800s9n1DfZr5hnQsRDKwusMxQQMpyK
aamXq/Yhcr2flUZ9hffQwVffG1LT/4h4WhKrDcY104XwY85A0B+9MouvPIgUt5Pa
fyWG4tqcFy5DSKTiGpo04Y5N51tQqn00X6j8fd4Dul /WkMfib+840s+ZnfQ4BM+b
AnGWAqHZzU2mwg1vSR1nBoLNERKLNsTUM80XBgkhqo4hxCjdh+Dc7gqbCNVtUfBbe
fqdfr1EdJoe+GEdrT8J3NV11AYzS3t3zTQdQ5yNzrPOkVyOUIbiydSMpNBxLqulL$S
TwpOTnEcj+46IC6cXcIeVmTWtEmNnGvGcQHdw95waGVeBrpAyPjyEfZ48ubfY7i6x
eSC4YX5vzMODETkz8tXrEKABPHbOVUEJgJEBiX52fYc4vnMquiEY4GDIc7WRJ62H
j4nVpvjAa34DWgZ+RgQCXF95kSztyoSAL3Jnq1fQ0Z8=

C.3.5.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIOkgYJKoZIhvcNAQcCoITI0gzCCDn8CAQEXDTALBglghkgBZQMEAgEwggS7Bgkq
hkiG9w@BBwGgggSsBIIEQET1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW52Z
ZmVyLUVuY29kaW5n0iA3Ym1eDQpTdWJqZWNBOiBzbW1tZS1zaWduZWQtZW5jLWhw
LWJhc2VsaW51LXJ1cGx5DQpNZXNzYWd1LU1EOiA8c21pbWUtc21nbmVkLWVuYy1o
cC1iYXN1bGluZS1yZXBseUBleGFtcGx1PgOKRnJvbTogQWxpY2UgPGFsaWN1QHNt
aW11LmV4YWT1wbGU+DQpUbzogQm9iIDxib2JAc21pbWUuZXhhbXBsZT4NCkRhdGU6
IFNhdCwgMjAgRmViIDIwWMjEgMTA6MTU6MDIgLTATMDANC1VZZXItQWd1bnQ6IFNh
bXBsZSBNVUEgVmVyc21vbiAxL jANCKk1uLVJ1lcGx5LVRvOiA8c21pbWUtc21lnbmVk
LWVuYy1ocCTiYXN1bGluZUBleGFtcGx1PgOKUmVmZXJ1bmNlczogPHNtaW11LXNp
72517C11bmMtaHAtYmFzZWxpbmVAZXhhbXBsZT4NCkhQLU91dGVyOiBTdWJqZWN@
0iBbLi4uXQBKSFAtT3VOZXI6DQogTWVzc2FnZS1JRDogPHNtaW11LXNpZ251ZC11
bmMtaHAtYmFzZWxpbmUtcmVwbH1AZXhhbXBsZT4NCkhQLU91dGVy0iBGcm9t0iBB
bG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4NCkhQLU91dGVy0iBUbzogQm9iIDxi
b2JAc21pbWUuZXhhbXBsZT4NCkhQLU91dGVy0iBEYXR10iBTYXQsIDIWIEZ1YiAy
MDIXIDEwOJET0jAyICOWNTAwWDQpIUC1PdXR1lcjogVXN1lci1BZ2VudDogU2FtcGx1
TE1VQSBWZXJzaW9uIDEUMAGKSFAtT3VOZXI6IEI1uLVJ1cGx5LVRVOiA8c21pbWUt
c21nbmVKLWVuYy10ocCT1iYXN1bGluZUBleGFtcGx1PgOKSFAtT3VOZXI6IFJ1ZmVy
ZW53ZXM6IDxzbW1tZS1zaWduZWQtZW5;jLWhwLWJhc2VsaW51QGV4YWT1wbGU+DQpD
b250ZW56LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9INVOZi041jsgaHA9ImNp
cGh1lciINCgOKVGhpcyBpcyBOaGUNCNNtaW11LXNpZ251ZC11bmMtaHAtYmFzZWxp
bmUtcmVwbHKNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYWSKkLWVuY3J5
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cHR1ZCBTLO1JTUUgbWVZzc2FnZSB1c21uZyBQSONTIzcNCmVudmVsb3B1ZERhAGEg
YXJvdW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhIHR1eHQvcGxhaW4N
Cm11c3NhZ2UuIE10IHVZzZXMgdGh1IEh1YWR1ciBQcm98ZWNOaWOuIHNjaGVtZSBm
cm9tIHRoZSBkemFmdAOKd210aCBBaGUgaGNwX2Jhc2VsaW51IEh1YWR1ciBDb25m
aWR1bnRpYWxpdHkgUG9saWNSLgOKDQotLSANCKFsaWN1DQphbG1jZUBzbW1tZS51
eGFtcGx1DQqgggemMIIDzzCCAregAwIBAgITDYO1vRES510r0Q1SHoe49NAaKtDAN
BgkghkiG9weBAQBFADBVMQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzZEXMC8GATUEAXxMoU2F tcGx1IExBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cmlOeTAgFWOXOTEXMjAWNjUBMThaGA8yMDUyMDkyNzA2NTQx0OFowOzENMASGATUE
ChMESUVURJERMABGATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVs
YWNIMIIBI]jANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAmMpUp+ovBouOP6AFQ
J+RpwpODxxzY60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zpic+a
uzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5RTITEXGt8p6hAQVe
A50Z2afHg4b97enV8gozR0O/Nkug4AkXmbk7THNc8vvjMUJanZ /VmS4TgDgXjWShp
1cI31cvvBZMswt41/0HJvmSwqpS60QcAx3Weag@yCNj1VIOVIyu/3DjcYbwW21Jf5
NbMHbM1LY4X5chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+w
hUpqtQIDAQAB0o4GvMIGSMAWGATUdEWEB/wWQCMAAWFwYDVROgBBAWD jAMBgpghkgB
ZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAww
CgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBBGA1UdDgQWBBSiUBHVRDYAKRV8
ASPw546vzfN3DzAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbBWTANBgkq
hkiG9wOBAQBFAAOCAQEAgU140JyxMpwWpAy10vK6NEbM11gD5H14EC4Muxq1u@q2 jZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBALTOiehYOBY+TZp/T5K2KNIO5HWr+E3wP6XTvyi6WWyTgBKOLCOWI2 ju
wdRrjFBSXkk7pWp jXwsA3A5G0tz0OFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD73nQ
wXP968+A/3rBX7Ph00DBbZnfitOLPgPEwW]jTtdgeVQQ6Wz+CRQ/YbHPKaw7aRphz0
63dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBAWCRYV+I65x8K T
4hCxqqmjV3d/2NKRuBBXnDe /N+iDz3X0zEojOfgXgq4SWcCOnsG11lyyXt1TL2701
6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EA AA
MBcGATUdIAQQMA4wDAYKYIZIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1t
ZS51eGFtcGx1MBMGAT1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIGWDAd
BgNVHQ4EFgQUu/bMsi®dBhIcl64papAQ@yBmZnMwHwWYDVROjBBgwFoAUkKTCOfAcX
DKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJojanzgmgaSN3/gqS
Q4cbbmdj/R40BEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/K
tmVEDMR/sYeqAH83KM5p3e121Vh40HhyIOgNuz50ShNaACSioQ23WxHGVy9vsdVf
nbhsplrWg9NQ2WbpCmK+20Mh20Y10Z /wvXMt9cG6 jbMvcdH4zOIOvg6mrYKKTM/R
CGnumghxwYToj10yD5Gs4D2IJCw+fX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4k
m3M4rKnJDdéhnoQ9rNeozIcBVyybQYjfrgg4DRvwIKsk220H4Con1lB8f7R7s1LM2
cSYxggIAMIIB/AIBATBSMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBT
IFdHMTEwWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cnRpZml1jYXRpb24gQXVe
aG9yaXR5AhM3QQV57XV/QqmiXDr@+GrOmgnXMAsGCWCGSAF1AwQCAaBpMBgGCSqG
SIb3DQEJAZzELBgkghkiG9wOBBWEWHAYJK0oZIhvcNAQkFMQ8XDTIXMDIyMDE1MTUw
MlowLwYJKoZIhvcNAQKEMSIEIKHPvVLfnw9dsDhrKZlaFW3+cbW6ewBQ6mkp22q7y
BhI9MAOGCSqGSIb3DQEBAQUABIIBAH3cRN5L0a7ngW8Z /czFCRpkU6j2e8xqaw7/
eCh6GvC4emq/eAgKhgpbhw+QWEQYZCMmTe7GFb/eS182QjB+zYaR+pGgVhBH57Zp
I0tobnzbOEsgzmUKakI2iaAuQBtOXxMPgDRTRjMPLMhc6ddIRBgNeDpC3hm+sOXr j
r8rQAMDBJTck7psP72DTyDWDeVPw7BRMSnxz7FwSbW1CXFeiJ6mWhZBVa1YgDpJK
Ic2uW2Tq/0b8jTinPrviQhq0ZxK0OiWsHTMfzxRnH3xyYt/c/huuoDtcf9P3j9GWa
a23tU+PDSpfcpG5MJPe9DBZEXWII7Z500m8g6tZETDO+p0OjNTAg=
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C.3.5.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Subject: smime-signed-enc-hp-baseline-reply
Message-ID: <smime-signed-enc-hp-baseline-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 10:15:02 -05600
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-hp-baseline@example>
References: <smime-signed-enc-hp-baseline@example>
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-hp-baseline-reply@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 2021 10:15:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer: In-Reply-To: <smime-signed-enc-hp-baseline@example>
HP-Outer: References: <smime-signed-enc-hp-baseline@example>
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-baseline-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy.

Alice
alice@smime.example

C.3.6. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with
hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from the
draft with the hcp_baseline Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8625 bytes
1 (decrypts to)

L— application/pkcs7-mime [smime.p7m] 5368 bytes
4 (unwraps to)

L— text/plain 426 bytes
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Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-baseline-legacy-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 10:16:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-baseline-legacy@example>

References: <smime-signed-enc-hp-baseline-legacy@example>

MIIY3AYJKoZIhvcNAQcDoIIYzTCCGMkCAQAXxggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUGTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWOETmXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBACjYNrxVYj1Xb+ACrx0kFuDPNhEx1QKEjbJj
EZ3Az3gK6rWKIcIfSUIlwhqWJn4Vga80/fHSBWRkaYuLRR+WBBoXszR6 j+cEhHwa
MHYV0j14YCg9+AmGbU1s2GNSrxqPFRFbrLVHCHdAM26+7mp jWx6NhbVtPTsZ /+MfC
BPmMKulF7rImdumm8nkaqdenbvp+AjPA82P38Ah6FTMUeC5ItSqroWnvVMvcLONA7
8BX/W1XEYVmcIL9B/EfRmCOf4nDYudwfMytHELddT9Gv7MejEqOB8B2+b2K0+27F
DgxBUK3h5dXgIDoPadGkvungnTLFak1JJyIeXftPK1GCnglXI30wggGEAgEAMGwWwW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcXxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEABVIWk rAM7mE jQFyBhNeJwopi
KUcL2wEHZ JKkKZxQcx1nzWANXGhF+JCY5HOKmZw3 fbcH4VnGPBBo1qC1yarSiLuHO
dfazB@ioUwzLUKobv5u3gJ53vd7LwDvZnadXAWdwSXuxbp5XCRNK3UFEBB/djZ6k
K@37U5tydzJtCi484Yd5BfaQwF8UPW3 /JNXGF s9Kw+jmVGjWJIxDToZAh1KNzILmk
nj20eZcUyQoCtmzXmpTHDENz60IJZJ9KvbLhCpJ60owwM7818k0n/69ffTYR8dV39
Liy®KUISCODAVtTAsioyQQV/wBgwkmE5iTILa6WKPogsbxWmGTjItdQm5Ty3NDCC
Fa4GCSqGSIb3DQEHATAdBg1ghkgBZQMEAQIEEIZLVXkwIIvITRVYBsWvNdWAghWA
/OKrDfplfnq8JgXGW2x4c7ag9bUaeknkbgeNFeWbtYUXuUs/qEjYEnwuGoxs4KoP
T14FjMC150/IFDzURsGR644Evdx jKTgdzDIJO3SoUIz+RgdNgGCkGbGoBb13t2PQV
645X+7uSTfUqCppTced5zFyIZKoY1kdP+ngMSKQItXPydmaw@1ipeVizufHbB9Fqz jHLSNAHO951i1KTLy7iwhcuu4bHNyOE
rq63jKdaABkDoktAaMcb9EYkXBMx31W3/rGtKK3NnjIimsztxu44aTcGthbF30to
dcKyZrK2s/6/LDYfwyt2z1jaoQ1F+0zCpcx2LvBoR/Qq4M2DY9YekJ33aAD3QsdA
+JhTVNpWvXykQp/UzHzjfF5J2XNGZrJtz7KHzXTATkOb3imgxlct13J7kyuaKTem
HY1H51UegRyRefOVjAS9rft4fbelCUwzX8MclbLHObuDBOtIZafLHDjlhilLHaYsF
PmYFSDy7NsLPUjrHuxpyY355es2aKpvz3u+38N4ykveAY1Rhh4Z9HNMnSssSnyBe
TWn8LogACMHGp7QZuXghcHJMJZIHIQX3mxs4hrX1iXivQ6vpsNnZDEBapEpcfckR
riujD6mQVey3mE+wjTiLaC9ZakKosBIW6465ca8F+bmlKuaaHOrJOLf4I9mJw5fV
7IFN6UXMLEb532cUE5bixUrIqWPyeX7mHf r6EOV94bLcuAss9dTIny/TX1Y/FSm9
4DjbaaP7MtF5R00MyBS3p094dEF61SkcZykIWMtJsqa7qlynZ0OBPOK]jGgrwMkNee
11wFFD81SESUC/GSOVr6I3WgMp7Z2ydaZ7KR7p96Gx78j6ZL19HsbauToON6TI/uW
kTSKVzZW8spUz45pzGDVKBnvD7hE2d03p0oQJ16VS8YAPrPghAewmgSA6vYU9Tuly

Gillmor, et al. Standards Track Page 126



RFC 9788 Cryptographic MIME Header Protection May 2025

D81Gbxe+THB7U7eY08t /PHCsD5MbJNBcmxX2PBJgPUQWIjz4oush8aJ17z12jkTn
yXecwDQAkk4CH7QgqH1Ygtam4+mK/A9YydDPObCnPQK6KAVGL fNoJEkxe 5KUfBP4D
+uzUiTu/Ws1ArHTABROsrnidewhpeUwCZYv5g2gc/i3stk5Dj /M5hAd+TDohWY19
9kYPRMVE fSMVROOrwwST1wv7gBZnyy+0vby@skOPgoojnbrQyb8tS0TTeCfXyQ2T9
THIzR1cdC/58VaM80zQUuajYyMa7JshY1/xz01ynL1YY1uBuGpBIW3Wb+0TTtnbh
CHCo4/NvnSd2eDJPc8/n1Qzy04R7MLOWQATBArLtd2L2DgDJT1KwAZRrXX7gvwoY
B4VUjtAwCnoR20mzPeioI7dYSf/dIfg11IoDHCt++g26 TRPW6RVoaVkPMFEqoaFp
LOnor7UoQ50/paTRgE4b0QdJ2PRZ /EvaAams7LkHrb/3HWhBSZ0Z3k1N7M5FF jPV
Euez74xXPKhYnpLFNc72RJ3tqjkAUbhbgvp9Nx7CC3T0941iyy1R70ZhRnZhrcv+R
9PsovDR+HvrFvxIQnFBC5rrkBxKcPMIobP1DDoawun1LJEQ1D380u91BUupkMkvz
fdkRr4zGfW5xOFiIHMtouk riWPsxad7Gy@jb/thROWPdSvbtnEKpfvWtEIovnIo/H
BhelLoM/6dbkvdagKwg4RhI674DXH1P1YKgTYPKjcoGrn3aYLAkDKK50E16NQSNAF
47j/CkJE8BDHVye7Cx7ehNfgmBfgDXCi9pZpqeJq4UOCArNV3/zmMAKQMhFyXGzzpq
7JsZ2zOEOKhwP8HbLHsV9qpq5ZUjZ3wnvtuGqeBe/itv8DTI5ezuOpX3cemiy9INT
hbFpRvDeGHeq91wtgkcWNZIS1x7BtvYce8dsDZMI9tN/t2d6J1DtpIb7AjpWn7ke2
W1TN19C3MVMBXn83mwGyHF tW2wfZ0JXROWNTDssCGTfSBBRodMsm4LRgQnc8MNK+4
A/6g2pMxjOwik ABBMke /+YgwlAEt+VKGcIexo/LOAoQDpG+hI2dRGfZnrKz7Hc4r
R1v6gaCqqgErVonHFPNX8bGYUPrEwBxPwdzjj8bbAczwCBY4KsZqfABysXUzQOnOn
4JQ491uuydJSB;jgPOQr2ZuBpuRKf/m8NamX3LEZUfeixvSNzh1eNVL/98EhdoEas
NT1bfFNSbg5+UmaiQJs2z9tGJokUXtPplPYKLgr6DfoPqUe2yNTrBn@SxDLZwNOh
RU7CoxoKKHQY8QtYdwXQiOh5PGFGCzR1oeUaYq4KDYYr6dOD20k4YuBNxqxYrkp5
RyBXAI/p3wpBK1p61lnHmybbpb2gpSY5HGMKDdq54yLZjDHM/ /AATI6T35Nx47uWS1
Ix/5McCzZP1gFHXjndRU+7Mdj20kBsSpdVZe+0emrEtjJGUpXJoC5xHN/cxLQ87A
gJtbKeWuzZ7ShAFe/y946Zh7r5xFtDhNgFT13q80oHoiFPDW4qafryKcC9faClKiP8
TDBkQZ3qgngiTEvSrVkfASJEKFHTNS14dgVK41YKkUTMT9y04C0rvMBxHGhgxEVFC
eRuWXBV/RPa5y1RT7N1iaMDt10pBrW2Qq/BLw1jma42QybmDhsfGtgi902NBPdyG
SjgsMNQoRHNQ4dUh+kTsDxaz@9s9QDASGa/ePVbEPMsBVftbIphOWNkvwpC6+k10
0JZgx6dqxRoJPLXLF8qdaVq9sZJL9ISalLJqFZXf1x8541shyy0zPB3s8pzAGh9e+
u9oYt1+DwvBB+GoGqBK4zwGDReXB1Q5aJbq8QhzoHPnhlpfXsvssPXIZRX7Trqld
z7J31iMJav9bDaAbuGWvP5jbMJ5GVypnjgbaDG094Y xkScou2yW+t696iVJaMVadQ
bm+N2pgJDiC2yCCzbEiWGTeMoW1irHPLNBugPxQinB4KQ+n0g6v4K1VbgZkWuafe
LbQb9+bwhiZ@YNinzaQ2BfEf7qtEUvtJ1P3UkZzW/MD+eFRLHJON4BRDe10PaP2r
aMOwWA8Fsj2Fp0/8Y6t1GSEfZ4USeiivrd6vw2JWs8jKV+5E0SJwzeCmvib6uNQe8L
iJkkA684 /Exp90W/ASQk1nEy8MvDrypH4UdQQ2+Iyef9ukOLT1wID7u3BChaikbdw
211Ph9caHNGSMxr3CJU98mQo7NytCSHv9tD6BJe+I1t+s5NwxVg9JD++hEN/agKS
NsYFRAOAW6XPZSN55zA1ypsVHGGUWaSMSvLogx1VD1zBzpnTXsidHavUwHIB9fsn
LrD5FXDjjk31U80/ara4Vkg7y5UI8RS5SnU/N2MYVVvP17Mt83/ax0D+J+hXKRJ48
fk8TP859Ec9g2LMZPUCsKOK85adKh5/ETjNo8stdhWk0fdapisSg3vkdCT1Btr2f
kTrT7z8mX620VENI4EBPO3tX6V9waWeQXA7ogDZ+ar jh9eThdS+QZj3SpkAPPy3X
/FbPCaFm1IU07V8N5qCpM1b2iarjvGVbtNF1TosbBYQuJ/ztSpZcF81Q+ukTw90F
4PxZmGtU/bmDGg/nwmIIzUL1iAKBQ8MTViWe4nk6r4fdr7cpNph7TiRhG8fMIzwVY
QqJPOtvy454q73DghIbMZixjINeyq4C7HpFp85/m0@/cSgGdqfyDjVTV4koQb/RPG
XEEpOSx72k@OMVUORF1h083f/QiXZWdfIDTBbgjxZMtW408qG5xigFfAwpTzy25GX
1+EMbxgD+YSf7N1zdV7zWBy2UgV90dFkWYd5J30ThaDJ+j6DsDRawz132INUWAGO
WFBWH/jspgzIbCThPWt5E91f1hm11qrIakJi9ivVjPOZWGVm+L37CA8PxK5cWfg1
v+5a+HuU5k2I5w02C6qvgLhAhQ9jX2VtvuOej3eLNoFbOYrJ8M7ZbRemcitso64r
6rdbFn72FwTiGQdgKp7p+jkSIIdK+GWT61WVQ2ZPHYREZOMPGeZDtTW8Jzf jS6ca
DpxURVz1VUEWQYxd9uCtjjslmInatBKUmWyoRmMMuYWEzsr6RkjZo00qPBCzNSMz
PJGURCrU8uv06/xFu7wnk19500sqAS2n0He6Ek3Y24JerO0YwuaOsLeEymWt+KSZn
uG5LWvVpgot9yfyETHJ9bIvQl/7qxKbXkK117c1U+WzMpFQLIW10gIi25n00Mr+H
YcYr6KdXizAhuPAjRQ17UFKIhT7DBqxHh8e7+gEhX94XPX1B9PJsdSq21m3kvK2n
£8/MRKW1RphqZdXHkE7QtRanyZMxbCO+Mz85U31iCkkJqfzTnXYorvFNdTC5YBLQS
PFd1rhtUBgx82G1MC/OnDgF5RWIRBZs1+0Z46cgJxVjroA@pWmYVfQ2mUmV6gqQx
kOOWWRGs1cXNBKKTRITPbrIge/+68dwtROftuYMPZ5wmCCna2lLbvQYGcKZ8NRtQu
Q3/fDGSZMMQo3FC1XHVDV1BRg2gLapJe9VZMB8RVx2vBcB5IIVceNPwkZDPATtMd
1PBVNpwHNnb5JIM8xiDHomjhPL8PBAuUMMDcmUs j10JsgwyqJArI/J1hoFsMUh9NL
7jNcpyuk2YzizC5A0YUoa4X0pwLVmRShQ5reedn8v20Ich9KuIT6dewcELGQHAHR
QY7UCwWOsQYWXCIYu3NjkssO7+xrmqrffdgddq7sf8tXZpBgh0QBtmrqydbnx96JQ
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HRtZpwk+X2Lc1d2jd5]jfQmyk+m6MyB11rMS47CGs39gWyXs5rMrécFyHnQYfaXR4
08rLT1A1f+K70A6JrEM65Ka8YkeUzSiNKDgPq/0ThItAFe04GH3UpdBpoiT20ezy
rPL2ddLfMr0oiYIHJwWSXPD1HdIYvbfxveZUJoAZcEOUSPxneKVyb1ABG7rRj1ahw
bRdQ/voqOLQh+STRCZifHwWs6JbGfFikLHO6TB737Q04E4XxZegQFIbwgg7Irc/XU
FAfdtew5pMhEpGC8ImB2j6QCs2Ls9cJEZoBLAqy jYXTxWgUATvy9gIoG/99AuG80
wGngMQmY r X+swf8QAKOWLxXE4wSs1ZGyc8oWqyFImfwdLSx4cfalR94930CgI6hBS
MEFA1TBVDKVEr21D74f1S/8Ya+pUD8Gxxnp4MDWtHEs1s9w+0c4UDgq6S4gcMMAE
sTry3u/D/hFZgRX8M2y7W7Adj21FyvC8Mm30YCbX0GHF1bie4AQTwSiS+fjEVVVt
XSzRozuULU9HI jemb/oLmVzs3Bx/U5n0If5ucCbUxCOA+016 rHNMMmYQHwpu4rbu
+d7wMRrtVWLEShy5awYotVIXLI7chZUB+pXhOB1jGA9h4DChE9cwvHJGCEwWTOutm
63/6T8UNWI90IOLAPbbbABSR8Na9qzrpVOSTxuG2TQ9Qh7cCHRNIFE+QRJuUy6XfC
rVhLZB24G1CEPfOkys4RPfrcHFBfC/rAdiF /KIjD2vw3oXdccd2gdn@FrJ9fFPTM
ZMWKFZKSBOVUFUFAyg90jMS+JOMoG1Dnmk9ZtddhLjh/IiTInTdrWU+T02XG6V1b
/gqNEFkIw6vbaPwolLzowSeprVWptogqTnfCaQPPFUv70+14mNTL6wiOufinwhHtF5
fvuhUkekixn5M61+uE7czfflyZnxoXTzI8YhSdRNVCcrJ+9AV5dyx7Cr3ELipGLB
20KWNHZz8V/GddKLN2Wu+1sBCPiss/bCKW+UJb4wtxJz/fHp5gkH6qc3EqZ7i5¢crJ
0zY9In7Up6WSZgvgzwETOJCbcHsL2+wStkSaR1hTyczB52cNJTACi6uXEYyl9om8M
7BWg2FvDTeUJDawB+rBm+XzyL95ySrXhLhTNON71U+Jk1CDbf /zJXVbu+NDPhEpY
7hTg/P/u83DbXkUR8wBJaT1nSjA8ze+Fxt3fbtNPSzG/bC7Ut+rGkJsnzBBYpTUjt
dbDoEdjj@cj2z8B7LSLdEdtlueLKLtIdYFPDdca5CjoEzja+4I3mNU8FxF /CC7Ci
KIGaRgwy1JW9Lsi3Z0QM1jnugRBRgsLisIU4yX9pogO9EvIWmoBOwj7kuM40VGggg
y2/c8Y1JJi3JvyBayMj22CrUtBv59fPz+biFloYe1nHh6 jGJB+zxsobKpEZBUMGk
1Q8k6PKznMicROM8cummltrtNcwk13470zy0OVCisjIq4j7YLTSkUH2Wo+3WgHdpN
WUASTXpE2HR9AmMg17u0U7qBgBkCC4nbArddaw9d/Jv6IxfsGx5kyDK1X8Nkalqgvh
wT59c0w3GXz0eS3eIfvu5R090+d2mfRH+77sRkvPIXOkM/bDwZH3cPtT+YEveqOK
8RJTDQeLMgSX7101+VC+975x2Wsv1z1LBpWiw68tXL j4De9Pp805BXnfBS80OVJIFY
JMBtAg6MIVIQyblv+QxnYXB9CGCxjqjkalPehmYpafcP100UfU5tSqJb4kB7MyUj
NRn6yYcJXJBAt11IMRGILDKUTN/mswR5Bzy4NnzThZb62sUZ23xwKJVOoApexfBVK
rdRaeuUaDx1upyGfMEVUIImCT1aYIXBb3f/W2zK5219f2dbAFUBgoYTKJoohBzGL
tJ3/d05jLgje9HT1AgZS22UVUI+FQo8uG8ApPJgts3AW91fjohjzzYCp7T/zR7x4h
UERWGTMG2fHYje5/QuyobVCKt8QfG2DhvSIMDPBY7KHO7bXJdEmUwb /aSeggmDCp
LHK2foRU983nLGdDrp2q4TWCoMGVSmOwBasUjVHiUA8=

C.3.6.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hep_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIPOwYJKoZIhvcNAQcCoIIPLDCCDygCAQEXDTALBglghkgBZQMEAgEwggVkBgkq
hki1G9w@BBwGgggVVBIIFUU1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVRYYWSzZ
ZmVyLUVuY29kaW5n01iA3Ym1eDQpTdWJqZWNOOiBzbW1tZS1zaWduZWQtZW5jLWhw
LWJhc2VsaW51LWx1Z2F jeS1yZXBseQOKTWVzc2FnZS1JRDogPHNtaW11LXNpZ251
ZC11bmMtaHAtYmFzZWxpbmUtbGVnYWN5LXJ1cGx5QGV4YW1wbGU+DQpGem9t0iBB
bG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4NC1RvOiBCb2IgPGJvYkBzbW1tZS51
eGFtcGx1PgOKRGFOZTogU2FBLCAyMCBGZWIgMjAyMSAXMDoxNjowMiAtMDUWMAGK
VXN1ci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEuUMABKSW4tUmVwbHKtVG86
IDxzbW1tZS1zaWduzZWQtZW5jLWhwLWJhc2VsaW51LWx1Z2F jeUBleGFtcGx1PgoK
UmVmZXJ1bmNlczogPHNtaW11LXNpZ251ZC11bmMtaHAtYmFzZWxpbmUtbGVnYWN5
QGV4YW1wbGU+DQpIUC1PdXR1cjogU3ViamVjdDogWy4uL1ONCkhQLU91dGVyOgeK
TIE11c3NhZ2UtSUQ6IDXxzbW1tZS1zaWduZWQtZWS5jLWhwLWJhc2VsaWS1LWx1Z2F j
eS1yZXBseUBleGFtcGx1PgOKSFAtT3VOZXI6IEZyb206IEFsaWN1IDxhbG1jZUBz
bW1tZS51eGFtcGx1PgOKSFAtT3VOZXI6IFRVOiBCb2IgPGJvYkBzbW1tZS51eGFt
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cGx1PgBKSFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTAGMTY6MDIg
LTATMDANCkhQLU91dGVy0iBVc2VyLUFnZW500iBTYW1wbGUgTVVBIFZ1lcnNpb24g
MS4wDQpIUCTPdXR1cjoNCiBJbi1SZXBseS1UbzogPHNtaW11LXNpZ2517C11bmMt
aHAtYmFzZWxpbmUtbGVnYWN5QGV4YW1wbGU+DQpIUCTPdXR1cjoNCiBSZWZ1cmVu
Y2Vz0iA8c21pbWUtc21nbmVKLWVuYy1ocC1iYXN1bG1luZS1sZWdhY31AZXhhbXBs
ZTANCKkNvbnR1bnQtVH1wZTogdGV4dC9wbGFpbjsgY2hhcnN1dDBidXRmLTgiOweK
IGhwLWx1Z2F jeSTkaXNwbGF5PSIXIjsgaHA9ImNpcGhlciINCgOKU3ViamVjdDog
c21pbWUtc21nbmVkLWVuYy1ocC1iYXN1bGluZS1sZWdhY3ktcmVwbHKNCgOKVGhp
cyBpcyBOaGUNCnNtaW11LXNpZ251ZC11bmMtaHAtYmFzZWxpbmUtbGVnYWN5SLXJ1
cGx5DQptZXNzYWd1LgeKDQpUaGlzIGlzIGEgc21nbmVKkLWFuZC11bmNyeXBOZWQg
Uy9NSUTFIGT11c3NhZ2UgdXNpbmcgUEtDUyM3DQplbnZ1bGOwZWREYXRhIGFyb3Vu
ZCBzaWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMgYSBOZXhOL3BsYW1luDQptZXNz
YWd1LiBJdCB1¢2VzIHR0ZSBIZWFkZXIgUHJvdGYjdGlvbiBzY2h1lbWUgZnJvbhSB@G
aGUgZHJhZnQNCndpdGggdGh1lIGhjcF9iYXN1bGluZSBIZWFkZXIgQ29uZmlkZW50
aWFsaXR5IFBvbG1ljeSB3aXRoIGENCiJMZWdhY3kgRGlzcGxheSIgcGFydC4NCgoK
LSegDQpBbG1jZQBKYWxpY2VAc21pbWUuZXhhbXBsZQOKoIIHpjCCA88wggK30AMC
AQICEw8tJbOROZdKzkJUh6HUPTQGirQwDQYJKoZIhvcNAQENBQAWVTENMASGATUE
ChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1Q
UyBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgP
MjATMjASMjcwNjUBMThaMDsxDTALBgNVBAOTBELFVEYXETAPBgNVBASTCEXBTVBT
IFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF jZTCCASIwDQYJKoZIhvcNAQEBBQAD
ggEPADCCAQoCggEBAJqVKfqlLwal jj+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpM
LcP3MUKtLeLg9rTmAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilYYy3i0x7Y
0gzXrl6udPB7k0sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF
5m500xzXPL74zFCWp2f1ZkuE4A6141koaZXCN5SXL7wWTLMLeNf9Byb5ksKqUuqgEH
AMdTnmoNMgjYOVfVfcrvowd3GG8F tpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z
5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVKarUCAWEAAaOBrzCBrDAMBgNVHRMB
Af8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAgGEWATAeBgNVHREEFZAVgRNhbGI j
ZUBzbW1tZS51eGFtcGx1MBMGAT1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB/wWQE
AWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVfAEj80e0r83zdw8wHwYDVROjBBgwFoAU
kTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADgQEBAIFJeKCcsTKe
FgQMpTryujRGzJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8e30iLrPIF1WN
19jHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt jH2x9SG91PEMB46gfPncOgMGHIMT
g1qvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB5v94M5274XYx
W2W4uKGd7QGnUZROSVSYkGiWDp1JhgXwfDz8ABenITGXnoEkAFvvjiCqh64P1hIe
Morj36pgL190oWZD6YrzSWHUz1FB0juyu0fQsqméhvrDTgNpHNZO15f0URza1SkCyv
19GFmNUPoVgwggPPMIICt6ADAgECAhM3QQV57XV/QqmiXDro+GrOmgnXMABGCSqG
SIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYXETAPBgNVBASTCEXBTVBTIFdHMTEwW
LwYDVQQDEyhTYWT1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXVBaG9yaXR5
MCAXDTESMTEYMDA2NTQXxOFoYDzIWNTIwWOTI3MDY 1NDE4WjA7MQOwCwYDVQQKEWRJ rNmTOTzPCVZzUAUBlr+JJtz0KypyQ3eoZ6EPazXqMyHAVcsmOGI
364I0A0b8PSrJNtjh+AqJ5QfH+0e7NSzNnEmMYICADCCATfwCAQEWbDBVMQOWCWYD
VQQKEWRJRVRGMREwDwYDVQQLEwhMQU1QUYBXRzEXMC8GATUEAXMoU2FtcGx1IExB
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TVBTIFJTQSBDZXJ0BaWZpY2F@aWOuIEF1dGhvem1lBeQITNOEFee11fBKpolw69PhqC.3.6.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Subject: smime-signed-enc-hp-baseline-legacy-reply
Message-ID: <smime-signed-enc-hp-baseline-legacy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 10:16:02 -0500
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-hp-baseline-legacy@example>
References: <smime-signed-enc-hp-baseline-legacy@example>
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-hp-baseline-legacy-reply@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 20621 10:16:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer:
In-Reply-To: <smime-signed-enc-hp-baseline-legacy@example>
HP-Outer:
References: <smime-signed-enc-hp-baseline-legacy@example>
Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-baseline-legacy-reply

This is the
smime-signed-enc-hp-baseline-legacy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy with a
"Legacy Display" part.

Alice
alice@smime.example
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C.3.7. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with

hcp_shy
This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around

signedData. The payload is a text/plain message. It uses the Header Protection scheme from the

draft with the hcp_shy Header Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8190 bytes
1 (decrypts to)

L— application/pkcs7-mime [smime.p7m] 5054 bytes
4 (unwraps to)

L— text/plain 325 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy-reply@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2021 15:18:02 +0000

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy@example>
References: <smime-signed-enc-hp-shy@example>

MIIXnAYJKoZIhvcNAQcDoIIXjTCCF4kCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAFAk5Jw4mFC+UC84fvpvWVuVYa71lz/mqUPw1
jVB8JIsTrvGAEVoW5Jm9cei830g4JLMUOIXxMIWAUJEUbUApScNRBgWOVSyYy10qB8E
4AVANXWLABHsh2LYySirvOyxb@cGuvoWdgGxlqlUmgoHMcwcr300F9Y8HenqQkE /L
aplazZ7E1TW40GmDmuxxUHUHPER5QcS3UKFHmMOrQga7Ecnagzlw7SLiloFNwOFhMb
0gAbKADbMdgn27ThOoroxT3z02GDIHLaYa6uP9IVe/ysFPQTqjKZhd+6TETLh1/p
OSMix7NDaUnm9YizZYIzsqsQwKTCWYqgBhl7uZ@MrrooZNQNn1rQwggGEAgEAMGww
VTENMAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNA
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZzB8RBAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgGgEACPVIIC327M39MPcpBozCdnwC
eLgFcDb59GdezAghfnv5LE38ZBa8c14Hq010yIEBCQLlbpWONRbQ4qa62PEHsRaHC
hJ1Bhk0Ss5xw/CL08RRPsQz01t2j5hA1F9Khe8z+0C+TaLBFVjXm7v6SOnpOGHSi
Rcy2QPTCU2xj /4uBwGNQ5SMxMg9vORmNKs7I5fLHIDTgBQ2p+YLGp55LAIPQIA3Q
QD4Tj1lsZrCYCK1RK/qj2/0p+11f9X51VPUeOkttJ2qu+1PWJIXQ2+FYB/zh244v5K
fnD5DGok2NK96pr3HToJTRGTTRgA6WKF /6t1EGBBZHRqr1xhUL/d4ZMkfsjpdDCC
FGAGCSqGSIb3DQEHATAdABglghkgBZQMEAQIEEJua4/0oTK5pBnBOFVr+FDv2AghRA
NffO06MgeUXY600PjjAtWmKdtLrY3CCr/iioPo@4wnBngRfEHJQNkqJB1g0Scql+w
eFP5u+7znmTLC71b9Y7Wed8KpObxTISfyLmd/xByN1fIuDyd+mejL3c509LnclI/
KngBVGlxbQekkITS14iBrwgIvOSsNDBAKsVpyQDvq2gkOyR+e3fTAKFtDpEovs63
48iKvZu922TkdxTjyp/wQjtB91V1IWgPDnHr+boJ2TjGZomEIAwat3mA4+ESIbOkR
0gPjgLFqulimH/XA7dvW5y7PgN8WiUKf6dBnesRIjv9VhqBa30FqdzYdKy9KpnXU
zI1302GWC3xdGJ2WhXBL+J5hvW22k+CIgrBO2Y+1ddESmC4gsr4L.q0Sz71erlr7cR
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qSc7URAqQefd240iNaJfKv3pkTzUYXBnclIovijegtz+ypzbvOh4Ejr6CyETCqwV
+HNC9216ptAGhG4aobQ4cEgMx6AYgVWk21gXe8/ZsXm7xWmkdgAwCNNBUExdOQNw
cSFAVI+BIsyPSoUBTYA9CL50Qk0Djviy41lvswBqjJYuQEGQNNZffMuuNKESJpA30
kwBPtVhEba6fKOHpW2XStVzhpg0jr/J80HqfwdaTWFuHOcZbOgNQ424FSAZdNbsb
mUQWOCPvzdM4tGM27T2MbCOz /ux9PXRqola5/YcLkjmOjiShntITDmBTY2XgvEQC
yr8UoUFJ5XEWFGQMcyUKN/WNFOMdGRvMgKpyKimRqn+1Y3imYDOQ1GDbXsufJAE j
9tFbxG58inPfQ19m+0Q4KnMGH1 /wZisxJGzZT4mkB17155+wfATa2Vk35gnHZJ04
8CrdW4k3y0L3Av5uDk4XIoWBrRk5xMUF+ESceQ32NGd/PXaifDe8P5NnxBYw+5Sr
+3+Ws14v1CUZoDAEVCipgNKIT5MV8wrSADESBWCI1DYsTeRWx7dxeTdiI0QzKhaUL
8rjgmWF2+SMmBHL8eX31bROVzN14r6V3BKGJrbztHT9kKXRCPsOmpA5XLsObNCXP
vqcPKIk4XkzLvPgZ/znIa9bhnPKY3BgphyLDMVUS5p/1Wp4UIztLmiqEGZLkpHpCM
pa5zd3r/C7Lk8EqOGIA8TmwYBiuiWZX3+Zegs155QYs0BmSS2 /2XKyPGI9+QPond
SOeyEJaxUhtJtXt9mgae9doxL4jzLfc2IW8Sau+WmdVXmyZtxPxDp9fZc5pME/dD
UL9RE774krvPtGvpI45BIA1KVxPpalicEURT2U8QpDBcCAO3hm19nY8t5nPGV1nm
gkV6DViWJKkLPCS13a613faIQUWR/ERLkuBomu5zFToe1Xq8oxN/fQeVETMNasiTQ
n+ReCFvdcMbR3aDOyoC20bz5BImvIXwde7Tw7VWYRuuOgngluf6C1sv+uvURH]jOC
eu7asNze8hCdhvkeVpEB2ow+ou3nstMsbTo2xdjXPG1lIalFO/kbZjOAL1V/6E9GhG
6eSV36R177bj6pJW+XIkYMBUHUNNZoSrxwX6EuL /+POnVA72tyP6TOZubuJtSSk9
TeWI7Tt614PGdFjOUT22v8QXbfSFXSH3A+A6DUX0QN2Foe+pB5sLQBdrD3iJmBpv
j6hN2rZCd+N5WjRANUpToD9f82BE39fm8Cx/Dd1ZTSsBy7QA5a/Ho4Emu3mt00zA
gUPPgru48T+/qZs2TAZOi3Sv1Rv20rXrbUW9UWyv/T8bD5ICggHVRmisFbZyN1h/
ZBkZCA0BvVq7hbPOAyClb5/Fc8bHXk4iK1WCt1+4agzA/TjPZmN+6VADFdJBLf3L
EPVWW381ejEITeGx9wgMWiDxc7QZaIGIF7n9yKrtUeGgz8D2NF6P5cweiFJ1U5zz
VoqIlyxwEQyySPz1ItR16rkztn69yDBfzUZTaX4oWxLyVW7Lv+F5HN17HC4H/I8By
3aWPHbYUXuSXvXvXC+R287RjOyNiBefGQm+kKAON6386 fsw7MvJOtCGIzLWdhWMT
TZtKST0Q7753xxcQVx+4YDp6TaPx+qgT5MjS6baHVaUR7YX+oFQkY60bhh34fmzw
g5WABMQH+310MbhadPvC6CcDtdz37iHhaGbMf9fc20JY2VMMJIx /unT9KTtYh/avZ
0D/7sLgkVCkkLbtpHchfHpGvQJkTA9cx0/1EYXKTb5VLo+pC5+x9CdoGvul/hWve
igy5BF3wxfgNK61pusCXS6VRCJuG+ohtg1iQKSNRJABW2IX60A1KaiRJawBOIFQu
XUrril1leiCD4zJHNixDMkawoi7X5TtcvKjOfhiRGifRULN73UFLL6tA08Fy/hWGC
qYIFACU8RjrlvDPVjLiFPQCsDuPrxe5NSt7bI+C8LzeqIl73pYGaK4kSNtSMYKOE7
Ls1jxKcRVh602gA2sNoRRx1irScQsF2UWBBKWpKXIunzvL4SgzHo4yuSOU1H44M9OE
kbR86G/K1jXKBnVnW1H/0u90s5GgCbJn76TxVRzpeRWAKOX5AhU20QYCJbBMXxZ19
WRD7Ehsv68CzE8DwAVBI jMku4D2 jRov3fu2LGmreQG4MJEQjwUNX4xyHNTfr7BDp
5787q/rCa/GNZX8zDXi+FrEy/4JjM83j8VV7MC6cGMnbAd8fgQPVPQLtcHUQgGbuv
Db9gQF573Ss8ttWm6n55pb5eUU7wLgcHIYbXdLLQENtJ62HTxeKY /HD2B6bCEQTA
zgb3/MWyIE1vUiIci9hGZCowzcTm9+JCry3/JBr3hkZ8+0Svor/xTHRjRqt1YW3c
EvuyYXFJ7/dDéyHrqdwJG7AhJbzpq47Y4SUTWpDtpM+WHGaQF j1B7JVP2iYtxsDa
NTLg7Ym6GHtH5ZwizjkZ1DRO9WBWaOPgpknb3JMbI2pYLz8p/69fdOkMwud14iE9+
iThb9nf276iVhZzxpSei1EGh/5EMQHGLIfcrZwIu/vuk6GGIGYF/ktUAdHBdengs
PgRYPOtEaNQF40nG8RPLPi0PiUl1xvOKU14+7ChDBso5Y8fVDR1gK7GCJ81fi4LoU
DLGF3sto76A3RgpmCjSh7fSk7IYRiZm92KwTGssRhfPnABgskxw7 rXtDcAOg8uU5
sND5d41btT6GqAQHWiYrfAQN8cIZd2WBSiGZG1w7 /KPRxcoiatkGD1YJdO17ytbH
QI2C3m9v1GpykX3b4sYN3SkHU9GSkeAJHHa3bnX1zbsmudhAL4Q19YayagABbdA5S
VwzGFIZ/43ybp+MQYXx5nB19y7RwxDd2N/kZZXXaqq+9aBKLVhpOpngBbxrv0jiuH
e4SaMN9a0OxJ1oiYufu7+azgIcqiab6cDT1R8jgYXACPuvZkZQAwkmAvQlIvL jhv2X
01nogIyWfhNYxJgpxrWexbtg9TYHDnr9JxAdi@df rMIDx+r10MmFOSd+Cp/LFMxDGillmor, et al. Standards Track Page 132
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2XyrE182tQ58q0pRZy5jW8jcazhn84NuJGIwhmAoytcW5dqVnDvKMbQZbqiN/nhu
yj57eMnAfR4p13MtFbI6zAZLNsZ2Re@mBTgNk62F7QR+pg370MYNvp/P6Gong8zs
3+hDKpj8kfG1GgDfOPNzdnRGsnEcKDx5DpeaR7043PQAPjIVv8ESov7Xrbd+zilQ2
EThaaVh4NWrPT91FApiDLQY9KFSGHeb/Xu3s+p7xZWmqgML4jgDXzcKCKPTuKDL®
qg+CVAeFLOG95pGrdTo30iUV232EBDV+0zhOF67B5GbDu4M27cAaCJoZN39wlz57
C80bYjd3XAJfGiBRWRSriu+HugTDUHS470e3bJMSRd+qrQalOy9cCqwOEgvQm+9u
rm1uTM3aeDJzQ80ToV5tc720xvNRdvOd6sZPOStUDB7u6IXSN+S2eSxw+jB10jQ4
1SkXBKPpi2HW9Zvm/PuDdWA5cYR1gre+rxvztbg7KMzRheKJE9tz52FPybJftvyZ
1J3j+g6u8DCIOWLetCAB/HXw3aiGF+vuBeaJM48 jMNRxZGd3dRmwALHSRV53mFa5S
d4f8F4kTtXrqBa@Di9gPMKznp8Z+BbXtI602Lv3IdPEaboyFBVJyGMFxINDmuyIt
B3fWbEC8ZsZ6AxZNT1nemckf1MEkyhNC4pwZx73nQ/gN1eRVsbjXTX6qiGlrTaKec
PZ5dPJFJuNeoCTtowqnsK7eElb/gKWr9SbjUq/Kmnla3FWxo4+P1goFnaZmacfEH
mhs4vTDHsgKmBB6 rkIeUAXxxolb6TzLD1ZqUS/EWaJCABgGJSCtdh7W17CwtRuL67 ftMxoDB6zG9Ca52
ehAhFfsiEjUjZzcUx9ynvBXsEyV4rpRzCREUA6NSL7zrYWIGSVelLn8pDBkk3gigF
JVg2mN9P0OZYS1ZIctw90hOUXhCViHM5+dceyMcIEUmMYyFgN8yDe86sPSnXqJécYQ
xAB/TzIsoWddbLUNNzKT1WnRaarXx7tU/2iEH9iR3A192b4pZ1126JfURFWhECP/M
cY1Q31HSMB2009RRWYVv1psGckBTTECMwlYYIYXK50RtsmoL7PF10FKTmYnTvPTyb
NntoJ/mem/T3rnmxTEFP1THxs545BoUFj2fCY jWsxXA1JSht5gH7rQ7cFFmNu3Ryv
4dYWFORICb5+JpY7MoAhXk9k4PqgQwn84XUuqdIYPNU/PmB280bGb3e3zvihZvK5
nHjaAs/k6Z40gQZaAEBFDO8YKIMTYYHOF /I0/Aey+mJeT1n8SVvWTVGOXTFZHm459z2
kb902 JKImMBKTHOPHFOI /dDXfm4kbHvn6T1y70Vke30RySdHxXxTXo0EEchkJ65rTO1
gJ/cA7EJSIzJ4DpcUIlKk+HBVmMv1OHX63NSTBEEfWrsWdoEUAktVHMTTMfxnvrtoh
LPNNUdEXJae+OKE+EYyEWce9MbSP jsNFddHAdNpxthy@4hbvQx6/YrUrk@BHGtzDI
1TdeatVgx1Ib6XS3UzfS/DgHx6+FCGZ75ZYM5/IwlYXkNzXXibin6xqAL3UFAGob
kGeAoKE1bo4d4TJdoYafa+9KxUBDH8fQvMrfFBtS9327I4qWFv4fzPG810opU/+d9
kkKOvewfx99h4aMff1TOY1bs8/mLMABNZiiyPdE4ZDIwoicqGsQgO1u/dRD7pHWt
JOHV771iPBZMmURHGiRkKOhBXY1RGUFZm/6/Y/aX4vG/1K+A812ksWdLpgXRQpcuD
kgqIBlcn++x8pyWyY1STAOF9w1IFp5wBHH1fy@7yNBDj/xKMufz9j6hrYWQV8bjwv
TK3cb8Ar2Qr80TrUUCjyu+d+37kcsi2uMDkiRD/avJbLPwePFTuJZe7nZYdA1A2s
hxnJyBasTI4iM1xH11JYuMGHouu24u5BbCILf6541R+BIQ1d20gA41eHP1Z7x3H7

C.3.7.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hep_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIOVQYJKoZIhvcNAQcCoIIORjCCDkICAQEXDTALBglghkgBZQMEAgEwWggR+Bgkq
hkiG9weBBwGgggRvBIIEa®1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVRYYWSZz
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 jANCkhQLU91dGVy0iBJbi1SZXBseS1Ubzog
PHNtaW11LXNpZ251ZC11bmMtaHAtc2h5QGV4YW1wbGU+DQpIUCTPdXR1cjogUmVm
ZXJ1bmNlczogPHNtaW11LXNpZ251ZC11bmMtaHAtc2h5QGV4YW1wbGU+DQpDb256
ZW50LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9INVOZi041jsgaHA9ImNpcGhl
ciINCgOKVGhpcyBpcyBOaGUNCNNtaW11LXNpZ251ZC11lbmMtaHAtc2h5LXJ1cGx5
DQptZXNzYWd1LgeKDQpUaGlzIG1lzIGEgc21nbmVkLWFuZC11bmNyeXBBZWQgUy9N
SU1TFIG11c3NhZ2UgdXNpbmcgUEtDUyM3DQplbnZ1bGO9wZWREYXRhIGFyb3VuZCBz
aWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMgYSBOZXhOL3BsYW1luDQptZXNzYWd1
LiBJdCB1¢c2VzIHR0ZSBIZWFkZXIgUHJvdGVjdGlvbiBzY2h1bWUgZnJvbSBBaGUg
ZHJhZnQNCndpdGggdGh1lIGhjcF9zaHkgSGVhZGVYIENVbmZpZGVudGlhbG10eSBQ
b2xpY3kuDQoNCiBtIABKQWxpY2UNCmFsaWNIQHNtaW11LmV4YW1wbGUNCqCCB6Yw
ggPPMIICt6ADAGECAhMPLSWIETMXSs5CVIeh7j00BoqOMABGCSqGSIb3DQEBDQUA
MFUxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhT
YW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXRSMCAXDTESMTEyY
MDA2NTQXxOFoYDzIWNTIwOTI3MDYT1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqG
SIb3DQEBAQUAA4IBDWAWggEKAOIBAQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSTWU
nnelN41KImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6F
UH4i2GMt4jse2Dqs165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXy
CjNHT82S6DgCReZuTtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/
Qcm+ZLCqlLghBwDHdZ5gDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ86
RuQ3qFC6vL /PGeWy6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAG]jga8w
gawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmCGSAF1AwWIBMAEWHgYDVROR
BBcwFYETYWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAO
BgNVHQ8BAf8EBAMCBSAWHQYDVROOBBYEFKJTQAVEPIApFXwWBI/Dnjq/N83cPMB8G
A1UdIwQYMBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IB
AQCBSXignLEynBakDKU68ro@RsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gs0x
/Ht9Ii6zyBZVjdaox644Dsil0QEP4YMS7y4q94RFFdmdzEbDLYXx9sfUhvdTxDNOO
oHz53PYDBh4zE4Nar2inCOD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3
web/eD0du+F2MVtluLihne®Bp1GUTkremJBolg6dSYal8Hw8/ANHpyEx156BJABb
7449qoeuD9YSHjKK49+qYCOfaFmQ+mK881h1MIRANI7srjnBLKpuob6wB6 jaRzWd
NeXz1lEc2tUpAr4vRhZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phq
zpgp1zANBgkghkiG9wOBAQOFADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhM
QU1QUYBXRzEXMC8GATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aW9ou
IEF1dGhvcmleeTAgFWOXOTEXMjAWNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzEN
MAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1
TExvdmVsYWNIMIIBIjANBgkqhkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAtPSJ6Fg4
Fj5Nmn9PkrYo@jTkfCvATfA/pd0/KLpZbJOAEr@sI7Aja07B1GuMUFJeSTulamNf
CwDcDkY63PQW1+DILs7GxVwXurhYdZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7
QMFtmd+K04s+A8TCNO12DRVBDpbP4JFD9hsc8prDtpGmFk7 rd@q8ggnhxBW2RZAe
LgzJOMayCQtws1q7ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7
QFecN7836IPPdfTMSiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1laJBUIKkO1z
Q1Pq96nj1sJLOWIDAQAB04GVMIGsSMAWGATUdEWEB/wQCMAAWFwWYDVROgBBAWD j AM
BgpghkgBZQMCATABMB4GA1UdEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYD
VRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgbAMBOGAT1UdDgQWBBS79syy
LROGEhyXrilqkBDTIGZmczAfBgNVHSMEGDAWgBSRMIS58BxcMp/EJKGU2GmccaHbo
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WTANBgkghkiGO9wOBAQBFAAOCAQEAc4miNqfOqaBpI3f+CpJDhxtuZ2P9HjQEQ+Vv6
BdP7GKJ19naIs3BjJ0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh60Afzco
zmnd6XaVWHg4eHI jS027PmhKE10AJKKhDbdbEcZXL2+x1V+duGymWtaDB1DZZukK
Yr7agyHahiXRn/C9cy31wbgNsy9xefjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IP
kazgPYgkLD59fk4PGHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s
16jMhwFXLJtBiN+uCDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AQEB
MGwwVTENMASGATUEChMESUVUR jERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMT
KFNhbXBsZSBMQU1QUYBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXnt
dX9CqgaJcOvT4as6aqdcwCwYJYIZIAWUDBAIBoGkwGAYJKoZIhvcNAQkDMQsGCSqG
SIb3DQEHATAcBgkghkiG9wBBCQUXDxcNMjEWMjIwMTUxODAYWjAvBgkqghkiGOweOB
CQQxIgQgMahPfXeRTJKDWjCE/011ScBMuyD7DptAxoKsAmAzBdgwDQYJKoZIhvcN
AQEBBQAEggEASJuMfoErHP+bowktPN/yJI1tnT1ZUibkbJxhHPhR5EgNnn3JyMoW
10yP6nJyH3sBQ2 /CIBkmMSXmg+ABPFv3w40fUtX20KVzT5TKNNsIDtv2Z7J5JRI3
TbATMRmw8VItmPGFCJsDInXRc4cEgvrvojXSfvebWp5hCO+8WNadiiGZNdoZduil
rWNSw09nQSxuNkgNo+wwaXF9Rynh1ZcazsVopBB4s5XuJ/Zcbbsaci1w34ywNCHw
5xx9Cgj+6+yUsFp33P2YVgdfK4beyo0ZK27Rm9e7Mpi6QxUi+BCR/8DB9svZBwob
K71aKJzRBDx14Qt/m6VHxtvkTXjk00D+7g==

May 2025

C.3.7.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection

with hep_shy, Decrypted and Unwrapped
The inner signed-data layer unwraps to:

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy-reply

Message-ID: <smime-signed-enc-hp-shy-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:18:02 -05600

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy@example>
References: <smime-signed-enc-hp-shy@example>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-hp-shy-reply@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 20621 15:18:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0

HP-Outer: In-Reply-To: <smime-signed-enc-hp-shy@example>
HP-Outer: References: <smime-signed-enc-hp-shy@example>
Content-Type: text/plain; charset="utf-8"; hp="cipher"

This is the
smime-signed-enc-hp-shy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy.

Alice
alice@smime.example
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C.3.8. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection with
hcp_shy (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a text/plain message. It uses the Header Protection scheme from the
draft with the hcp_shy Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 8690 bytes
1 (decrypts to)

L— application/pkcs7-mime [smime.p7m] 5418 bytes
4 (unwraps to)

L— text/plain 514 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-hp-shy-legacy-reply@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2021 15:19:02 +0000

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy-legacy@example>
References: <smime-signed-enc-hp-shy-legacy@example>

MIIZDAYJKoZIhvcNAQcDoIIY/TCCGPkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
Bog®MABGCSqGSIb3DQEBAQUABIIBACAVOXrIiYwOqFiCZ4pb4VxZQfPk+g7Kb7bD
45v1z22kXF1lsbpOrdYsJCfyleCEN88RhU/gzDpyLHY4ESXAJ6fEVKWJIN/TkRZEXO
LFVzbE3f5F1NOx0cLKa7r7Au@ryY8P8fvBMBZ1sgZToOL135JiiKm3RD7IKXCLxg
onz7kgGCrkby51sdsGAQgJ6rvFJ1ImvPQLdMi9YO0YpKiIR6wfAUUu2mHOgBdEtsot
k7UfA1oQ+AZXA61VSejFBWEWWKMSKTNiAj6S9Nppn+b0zEI/1qQsVJcNNcdASKE®
BWRzQF s2f8HzaoitaelLQuI4UPjnasy86sX3k1l+xK9MCe9iSASZwwggGEAgEAMGwWwW
VTENMAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNA
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgGGEACFBY5UfVv+8iiNnM1Zr1MISJ
ygBuyl2da1yDyv3d5J9E131g6QoJP11mkSC81oxIYPQGAAZ10IEDBWV6bkgPGNZP
tLO7RKYKNTAUWLJ5Ug2tKADNTkKWOZ4bNa8SbxKDmgx5Ct1eG2 /u3X6xwoDEA5N6
m@s9vDa218FWKbe5wSKAASmToCzWxEOzLL1KHL /a/7p5njtYxneRj2iRPSAOFmMU6
uZ1c2UJDmd58b2J1rUxTxYf1+jJguejB/j2YannWROwW8LcF/jEXrMUn66Cux0LoZ
JAFTc5SmrHNnJrjuEBUBjweSW/R/IIF32XXEX7 /4VF1tbjzD8Xr /MeocH17hTdjCC
Fd4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEHTamtLrDCmloM6pbsnGLNuAghWw
x8bEDtMcmKRFaclsZQSooeU5PEKfwytxagFordfhGUM8tkgm+ZIGq7mujmTz9AmR
rwvoKTU7j43XdwbT4QPzFwNZml2ay7z3qQm13q1lRTwNNQgmnH/KWiku3iFYzvF9g
017I010kAfgcHO2XtPxPUhKxNJxrW2fSpELB401SyET1qpHQyrCf+4m4BK19M6sa
AwgBO+gj/hv2L5TNg21dqsAsTe7uNpMO++gJZgm8MQOdmTQrdOf1wxr3J6KRIB50
JAFYLHikD5fKyzLaWfLaUPp361rISZPOHodnHWYYQUuURZaZ30yABi/5KmPxu978A
ad7SAgBqg3ni8VrVKHPz7b8SngjPVWYOn1CjUC9jQ1XZ0z2mGeaP9ShiWe+0h4HC
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Czm9z6RJ+4B2pkkDtnPvxZnbB7VeMmuJYW88GTAka4dHxSdMU34PQioy+egjdcPml
OwIQO59A+mZBDhEYdaNxLjHvbL7SBrV+AsfuwmOUmGgTXVnzRbd3gRgRt8UIU10+
H/vMN1W/HKeWvjsg3RAjFCY5BO1CJO/+bpBI7JBQZN2p2KeThNTGThUCaVbhX+0A3
9ivwOwws48WoynTréeM2upt621lpFqI4FaXwv6e/M7UoprWrtppSMd1lpFv5Cun8RPb2
Z10GkcrHxEZJjbCA5uzPu8VrBAj9f@pM4pIcyXBtpboRBRWct1FH+7N6WFNOdojk
yuODty7pRnbpaZzyl16GjzByfOhUsyuWbPp7V7moqTYqIMfkrOWW18j9G/Ri5LNu/
gpuGBrEBhW3VDmyalaxW3MegAFu25WTxtJ81IeE+BIKidtEE3jhFpl46KsG9IPc5
6Ctb4kGm2sI+106EvkP4CvMo8/ZGWCSYLCsLwi60X1RA4LbAHgWCx /UsXNcYXRAS
OEmVh1IN9C4exEvVW380BI9KGIjX7ViCxjwaXpPhrnLNnxLWQLBApM58+4DgEa/j1N
rHL3c11S8/HFbJ+3RxA3jCE/CVFeOfoszrUNz/tSLgeolLxyeGixIEutTwIag+5RX
WuIa/vtBI9om6v2UqwgvijipClaFwBZBjZXRDxZj04wbDgzmXT9uGKSLwgrnOwRM
Y/kOSITHURKMYANRQTjOxTqdiUznIMLKCRT1rqejCLREGUuTowoJGgpYLmQ10dpR
Qx10qrtEG8pCMFmM/GS2kdMXvSn1INDYFKiJUkVoIDEZ jm43DhpIN5SKGQwcfChAGX2®nBSL128t
8xVCOXTNUVTGVKcW73AXZ8V70I7sVee/waRo7SdT4yzg01SEzvRepNecB10smdnM
Z7VPXoazVhQJN5QprodedrLOdRD5KwifgrulJsDNHxsM1+cLYym8rx7ajyhofOrk
OcH2PNRyu1409ts7jpPhghyqwGOP2A18RNHB7YcsPiy1MUftIRExzUZ2VCyYRK40
DTCk6zatynXBEbr9o1QdeQJHAYUF+D53RUJzDD/vTD1TpW35D6xY5s7PxajlLaybc
4AWMcZwJcLt2u+VznKgwlRCADESBE1XqScu7mfoB3jpc3pepdApHcNj4T+vBX/0wW
L5IcN7wcMRzdcfP1X1Hii+WriJk4GM8Xn8HY4iK15¢csC1F5TxbPIT6r4SVdRoCFX /MXSmRJTIEv2eonDZQXZ2/16KaxL6RUTNP
d+ZgU1ZJfdvesVgoZCZQ/F31sD1SROgDgufQsaxvbzBeVCTgSEOITTN+99AA6p7t
xmBblraAIfax15zGOVQAVEBhWZzgkJzdKRr57RUW/UVOqBKgYegKxBtTjdXHgRE4
pwr1kW1CDgF8GUjC4JX60c57tQ+Wf6GOdb51+jQoJ+XexKUCgyJFj942795Du47E
tzLS+GswkDOkD2JBz9fXj9iAgB6RVN6Cc1JhStTOFj7I1a/6DFL+GoV5d3TCN1Z4g
1Yv+hUmiW8RPpZMSGChWdTIrp160ftE7fpHR/MOCcNBO6zB42HtXWgJzGy r3TZ54L
FmfUEnk1bvExdmZN/0G7eI04Z1ZvQKZQY18pSMQ4kZ/8hEHT7BkeHznadb5FGpS6
+ZTKy/pT5/ulpeyMUDlu@e3p4axhwGGaUnEpNRAUOhFT4jiil/hZz01GN4GCBDsJ
0k258B09xVHOeyDneHVbn6FKWkgASGGBzbJJwCybiEJIM/ixWgd36jg7Ipb035F j
YPZYoMQjYGyyuq+PoNP1Cj6k6jU3wYIbRoNpXso6eacAq1z62121WDQBASSNReCq
gXeX/8S/qVXEGAR4Kju/MiROou9yx8TvWAmJ5RHaiOkDHdFvxRFbXjf4GrVMYpaz
gVLgFuvn3Imt78IYOuBrb53GazUYix9qEa6fdWAHK2RXrgJWOYKt1DRfZTYgjVOY
cdf5kQhYRSAktDOSB4LNcLCTY6KDhrkrMshWgCOYgikhoe44enEPXKhWM9y1BVTO
ZvCjiYR2uQ4ryIVnpinFhPhT8kZwqgdia2mfiJpXmDMC1DX+XV3TWTsMWrZ2c93miv
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OKfaMJDOiFWK+zh1lQrJ3aKpa1iR/+MOYkrxKxx1q0Gz4LWOrCn1b2hHjW64fqq/5
rdJRFcC1SQM/vYqtkoOU6yUeImlfIoRIIUH++f8vd/7Uv6AmO0sgKEYp+pkht12nPQ
MtZ1NHw7oNmnLi4TeJbtLRU2M/7mChrL9C6BVDP6CZXx7F310RNkxQ7wHapVSiU+A
LmL59uxWzXSyESQYojaV4hcM4pDjzP98X/N/gNwJPnY4K/LVacKBz8GZxi3KOEBa
nWxV10f8RRpviBOAQb/t48FVGAVzC2Rvfg3MMyvrmKMv8SXh/Vj2IsYuhDME9ns1P+
eJs9DCLp9YwJYpnstS6MRTIXCPWWAHT5PwQbqT1TFVAJgKL/UjxY1sjwPOFa/aCk
CN1SMVHVgQSSAbaR6CN89Yok@tnDJ5VSG4X8CKbVQved21D2UBXPSoCsnuvgw3/y
jc9n7EyD+JsgmIZpbvQmJcoqv01gxjmxPmFuM6Q4RO8VIY5FHOQZIArHo40brgZw
gpn4WjpGkyWBVunGsBX/WEhNoP1pvNDZHSmH2/j1cG5QWrVex0ZRsQ/J/cpi0Sje
Ez4ib/yQazZWdKYtGd9SBBvPm4Ss10alLméeSLy88bBDJCRA8j77RMgjZVYzEMkjCV
OA9GHBX1yPcY5X3bxS3+D8Qsy jUPNDDk1rwY4MNby6MsEsdwoZ+qFFWLXjz1LW1p
WHYCM+MH+vXwN1XxBQE35FCIoNrBgzsuGonDoiawtcZ17LBnHLU90+mZOwSE89uk j toE+XHHFGNwoWo@®mkiF /gViRv+rj2m23jtzs2RKckiDpHPryBD
6aktHPrs7ie+4e4Gj/8LEdp/cz0G1r+QdhMYANSN2T1s41QNu72i06B0BeVBszUal
A1bEyVW7e0XQy1dqTkhTkF4YgoWbxi041p1E1hjGs31kRuaSkbhW/JDJ+pWEmJwx
EX598fgRN/fnedEE1qn990b4iifPbRW14gk@n6Gb2R12yzx81UTAJesPAPzwDiPd
rfp/JM69QgRUEs@ady10Xi/L0Xehg6BBqcpVLPXtQykK1Vh2n2m1GOszjI2AHXW1
k5EDLIcoBwUdp6UqqZIt2WOtP10/KT6xvb70UBbHTDUt5gY rBOWNX+FSAW3IMEI /k
zA4z7Rg19cPTSG30m5dd7We jVxw7YLCd3HULWOCYb381d9//QmEPXxAZaEemEFs1K
WAEwKbqoiFi2fkTPjZ1V+4a3wor+ZpjR8itnknFgMkRGewk1mA4Q1hH8cWA4L+TJK
50ATHI8vTeigu3vogdnd8wlRr3hy@zNLr5b1QtpAfv+m3gaqn2DjHNXHU7aYsna/
+fZ5I2Kx4jadvyDcx+vIEO0iJVZOSabINF4hsAyyF18xdo90x/rapKhF4HZcTGi74
YHw30ig+ddtvtRrdpfuZKW8OrEVgmvhIc6Yj/oVe/1Tf1J5BEZA/pU45dH3NLWWo
gWgivg@5SncRgbgPVNJyjY6XBELWWonQesuBTTq4PGESxKGeSBE9h4S21tYNhm6Un
SDm33C36ARt01juvdELav8BT1wqJNCjNU/PCPUI23txYMQP41M6RkPWjNd9Z59Zpn
hgHXs4nF7ZWnNXEhnG8MN7D+kXG8U jBdQwyAGwkxU1OwPEbMcwk jO@bmBVmEVWUFg
5MoJjt952bgNTa4tNudUDzKg/eirLXMn1xgwE75ZHeMWY j70JmD127UDA2zy20/U
gU5j1ovrtdMgsLtd2g62ccKD1zDJCVn9gP6nN/KXhKBQRhLATgo6a11lmyd3GNA12
CGizsLjg+UImbJkFUWp4eEZr9E7RcdJ61C/Gs93K4aq/XbhJMdjfQXWLMB3ndF9/
r7Cp3Z7TW2emivxYYCk7airndOWeIdZrwxoACNTQ+6IeDOLSet6iMP2EiLRRgfOB
2eU6X7yMWvTwRYbByybrKpgsM2moy4IpMS+DgaThSVxVHf3RbFvIXPUmhRCFFkS4
Immm2czKN9wUaBLKcmeynBpRaunt9n@uFyWJgSbekqw3cet82vu9MOPSmM2h36UV
WgJDktehhr/gi230N4kavEwGngVIv1g+EmmOSuUmKacqdaOmATxUhL92IA93L9pm
RvT6xARWsy@DrG/r362C6PDwp1fsTOQjubLkhFAOAvgDPKk+HOI jgBtkynHUPGwyv
8EN9Gx2SWwDJahAjPoz2t9kByC7PdG9qyGAAAEU6G/wXjshmzgw3 jdw/PRmfSdNs
gbky /4GGewN106WC9c+6qN41dDff+m83ABgWonCuamerjlaIFFbfBJEGX/CBz7GQ
QpfxuAEbhi11UloM77poviWS5C18e0BGSD2t2mt7EQaLgMT+L2TZXQx81ZmN8sWQq7
cP6aK8FpkDhidLIc9fneWucvMH5BKXx8em3ug4B18MUABR4KO3ebuTLfDH+FGkDO
HNeqqUVBSzDveFdaylcw2HkJpm8D9BoC3YOn/WMW5VE=

C.3.8.1. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:
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Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIPXgYJKoZIhvcNAQcCoIIPTzCCDOsCAQEXDTALBglghkgBZQMEAgEwggWHBgkq
hkiG9we@BBwGgggV4BIIFAE1JTUUtVmMVyc21vbjogMS4wDQpDb250ZW56LVRYYW5zZ
ZmVyLUVuY29kaW5n0iA3Ym1oDQpTdWJqZWNBOiBzbW1tZS1zaWduZWQtZW5jLWhw
LXNoeS1sZWdhY3ktcmVwbHKNCk11c3NhZ2UtSUQ6IDXxzbW1tZS1zaWduZWQtZW5j
LWhwLXNoeS1sZWdhY3ktcmVwbH1AZXhhbXBsZT4NCkZyb206IEFsaWN1IDxhbG1j
ZUBzbW1tZS51eGFtcGx1PgOKVG86IEJVvYiA8YmIiQHNtaW11LmV4YWT1wbGU+DQpE
YXR10iBTYXQsIDIWIEZ1YiAyMDIXIDEwOjFES50jAyICOWNTAwWDQpVc2VyLUFnZW50
0iBTYWTwbGUgTVVBIFZ1cnNpb24gMS4wDQpJbi1SZXBseS1UbzogPHNtaW11LXNp
Z2517ZC11bmMtaHAtc2h5LWx1Z2F jeUBleGFtcGx1PgoKUmVmZXJ1bmNlczogPHNt
aW11LXNpz251ZC11bmMtaHAtc2h5LWx1Z2F jeUBleGFtcGx1PgOKSFATT3VOZXI6
IFN1YmplY3Q6IFsuLi5dDQpIUCTPdXR1cjoNCiBNZXNzYWd1LU1EOiA8c21pbWUt
c21nbmVKLWVuYy1ocC1zaHktbGVnYWN5LXJ1cGx5QGV4YW1wbGU+DQpIUCTPdXR1
cjogRnJvbTogYWxpY2VAc21pbWUuZXhhbXBsZQOKSFAtT3VOZXI6IFRvOiBib2JA
¢21pbWUuZXhhbXBsZQOKSFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEg
MTU6MTk6MDIgKzAwMDANCkhQLU91dGVy0iBVc2VyLUFnZW500iBTYW1wbGUQTVVB
IFZ1cnNpb24gMS4wDQpIUC1PdXR1cjogSWAtUmVwbHktVG86IDxzbW1tZS1zaWdu
ZWQtZW5jLWhwLXNoeS1sZWdhY31AZXhhbXBsZT4NCkhQLU91dGVy0iBSZWZ1cmVu
Y2Vz0iA8c21pbWUtc21nbmVkLWVuYylocC1zaHktbGVnYWN5QGV4YW1wbGU+DQpD
b250ZW50LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9INVOZi04IjsNCiBocC1s
ZWdhY3ktZGlzcGxheTOiMSI7IGhwPSJjaXBoZXIiDQoNCINTYmplY3Q6IHNtaW1l
LXNpZ251ZC11bmMtaHAtc2h5LWx1Z2F jeS1yZXBseQOKRnJvbTogQWxpY2UgPGFs
aWN1QHNtaW11lLmV4YW1wbGU+DQpUbzogQm9iIDxib2JAc21pbWUuZXhhbXBsZT4N
CkRhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTA6MTKk6MDIgLTATMDANCgOKVGhpcyBp
cyBBaGUNCNNtaW11LXNpZ251ZC11lbmMtaHAtc2h5LWx1Z2F jeS1yZXBseQOKbWVz
Cc2FnZS4NCgBKVGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVKIFMvVTULINRSBt
ZXNzYWd1IHVzaW5nIFBLQTMjNwOKZW52ZWxvcGVKkRGFOYSBhcm91bmQge2 1InbmVk
RGFOYS4gIFR0oZSBwYX1sb2FkIG1zIGEgdGV4dCO9wbGFpbgBKbWVzc2FnZS4gSXQg
dXN1lcyBBaGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb20gdGh1IGRYYWZO
DQp3aXRoIHR0ZSBoY3Bfc2h5IEh1YWR1ciBDb25maWR1bnRpYWxpdHkgUG9saWN5
THdpdGggYSAiTGVNYWNS5DQpEaXNwbGF5IiBwYXJOLgOKDQotLSANCkFsaWN1DQph
bG1jZUBzbW1tZS51eGFtcGx1DQqgggemMIIDzzCCAregAwIBAgQITDY@1vRES10r0
Q1SHoe49NAaKtDANBgkghk iG9wOBAQOBFADBVMQOWCWYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMC8GATUEAxMoU2F tcGx1IEXBTVBTIFJTQSBDZXJBaWZp
Y2F@aW9uIEF1dGhvcmlBeTAgGFWOXOTEXMjAWNjUBMThaGA8yMDUyMDKyNzA2NTQx
OFowOzENMAsGATUEChMESUVURJERMA8GATUECXMITEFNUFMgV@cxFzAVBgNVBAMT
DkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA
mpUp+ovBouOP6AFQJ+RpwpODxxzY60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB
8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5
R1ITEXGt8p6hAQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJan
Z/VmS4TgDgXjWShplcI31lcvvBZMswt41/0HJvmSwqpS60QcAx3WeagdyCNj1VIV9
yu/3DjcYbwW21Jf5NbMHbM1LY4X5chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJL
AgFpW/jA/EB/WI+whUpqtQIDAQAB04GVMIGSMAWGATUdEWEB/wQCMAAwWFwWYDVROg
BBAwD jAMBgpghkgBZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11lLmV4YW1w
bGUWEwWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBOGA1UdDgQW
BBSiUBHVRDYyAKRV8ASPw546vzfN3DzAfBgNVHSMEGDAWGBSRMIS58BxcMp /EJKGU2
GmccaHbOWTANBgkghkiGO9wOBAQOFAAOCAQEAgUl40JyxMpwWpAy10vK6NEDM11gD
5H14EC4Muxq1u@q2XgX0SBHI6DfX/4LDsfx7fSIus8gWVY3WgMeuOA7IizkBD+GD
Eu8uKveERRXZncxGwy2MfbH1Ib3U8QzTjgB8+dz2AwYeMxODWg9opwtA/1TOkRg8
uuivZfg/m5fFo/QshlHNaaTDVEXsU4Ps98Hm/3gznbvhdjFbZbi4oZ3tAadR1ESK
9J1QaJYOnUmGpfB8PPwWDR6chMZeegSQAW++0IKqHrg/WEh4yiuPfgmAvX2hZkPpi
VNJYdTPUXTS07K459CyqbqG+sN0o2kcTnTX185RHNrVKQK+LOYWY1Q+hWDCCA88w
ggK30AMCAQICEzdBBXntdX9CqaJdcOvT4as6aqdcwDQYJKoZIhveNAQENBQAWVTEN
MAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNhbXBs
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ZSBMQU1QUYBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwIBCNMTkxMTIwMDY 1
NDE4WhgPMjA1TMjA5MjcwNjUBMThaMDsxDTALBgNVBAOTBEIFVEYXETAPBgNVBAST
CExBTVBTIFdHMRcwFQYDVQQDEw5BbG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcN
AQEBBQADggEPADCCAQoCggEBALTOiehYOBY+TZp/T5K2KNIO5SHWr+E3wP6XTvyi6
WWyTgBKILCOwWI2 juwdRrjFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZ
W1leYXFK1QHJD73nQwXP968+A/3rBX7Ph00DBbZnfitOLPgPEWjTtdglVvVQQ6Wz+CR
Q/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNauSLZDQUdsGV+SAo3
NBAWCRYV+I65x8Kf4hCxqqmjV3d/2NKRuBBXnDe/N+iDz3X0zEojBfqXgq4SWcCo
nsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAM
BgNVHRMBAf8EAjAAMBcGATUdTIAQQMA4wDAYKYIZTIAWUDAgEWATAeBgNVHREEFZAV
gRNhbG1jZUBzbW1tZS51eGF tcGx1MBMGA1UdJQQMMAOGCCsGAQUFBWMEMA4GA1Ud
DwEB/wQEAwIGWDAdBgNVHQ4EFgQUu/bMsi@dBhIcl64papAQOyBmZnMwHwWYDVRO j
BBgwFoAUKTCOfAcXDKTxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJ
ojanzgmgaSN3/gqSQ4cbbmdj /R40OBEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnN
VOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3e121Vh40HhyIOgNuz50ShNaACSi
0Q23WxHGVy9vsdVfnbhsplrWgONQ2WbhpCmK+20Mh20Y10Z /wvXMt9cG6 jbMvcdH4
z0IOvgbmrYKKTM/RCGnumghxwYToj10yD5Gs4D2IJCw+fX50Dxh52MbNRYXTus2Z
PRPM8JXNQC4GWv4km3M4rKndDdéhnoQ9rNeozIcBVyybQYjfrgg4DRvw9Ksk220H
4Conl1B8f7R7s1LM2cSYXxggIAMIIB/AIBATBSMFUXDTALBgNVBAOTBELFVEYXETAP
BgNVBASTCExBTVBTIFAHMTEWLwWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENIcnRp
Zm1jYXRpb24gQXVOaG9yaXR5AhM3QQV57XV/QqmiXDro+GrOomgnXMAsGCWCGSAF1
AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkghkiGO9wOBBWEWHAY JKoZIhvcNAQKkFMQ8X
DTIXMDIyMDETMTkwMlowLwYJKoZIhvcNAQKEMSIEIDUC1bNjOmKYodH3vCGfNVpZ
jSSWg3QZ6u/dLxbyfbvEMABGCSqGSIb3DQEBAQUABIIBAHQRG2dp61WFSKrkBcj7
sVy7Sms11IQUO13E023T5h4PcL8PjggAJi/GHWaEsGviQEdSOQAbLjEnzd2wjgne
QDtLBAfpQtQRBbyQGTzpg7y9Lt5WnuxQaZxsBPVENqeYSFesUVIW1JrJGXcqlLH7U
cul+bdDLEe@p2ITtazvmgJ5NvoHkucBk1v8fwW6uliGJCZCOGTIWJIDP1qay2Jexy
/TUzmr2Egnxq71W1AVql2kfUOfZkgALFRzhaHtonrST83I1sLK9ZxB8ZX8vJX56v
5hHRzhuQQyAVg0eVz7skKIb50DfBHqJ1vEZzvCjf72BgQLYGEZR6hmPXWIM14vXtV
1Tw=

C.3.8.2. S/MIME Signed-and-Encrypted Reply over a Simple Message, Header Protection
with hcp_shy (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:
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MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

Subject: smime-signed-enc-hp-shy-legacy-reply

Message-ID: <smime-signed-enc-hp-shy-legacy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:19:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-hp-shy-legacy@example>
References: <smime-signed-enc-hp-shy-legacy@example>
HP-Outer: Subject: [...]

HP-Outer:

Message-ID: <smime-signed-enc-hp-shy-legacy-reply@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 2021 15:19:02 +0000

HP-Outer: User-Agent: Sample MUA Version 1.0

HP-Outer: In-Reply-To: <smime-signed-enc-hp-shy-legacy@example>
HP-Outer: References: <smime-signed-enc-hp-shy-legacy@example>
Content-Type: text/plain; charset="utf-8";
hp-legacy-display="1"; hp="cipher"

Subject: smime-signed-enc-hp-shy-legacy-reply
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:19:02 -0500

This is the
smime-signed-enc-hp-shy-legacy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy with a "Legacy
Display" part.

Alice
alice@smime.example

C.3.9. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_baseline Header
Confidentiality Policy.

It has the following structure:
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L— application/pkcs7-mime [smime.p7m] 10035 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6412 bytes
4 (unwraps to)
L-multipart/mixed 2054 bytes
multipart/alternative 1124 bytes
text/plain 383 bytes
text/html 478 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:09:02 -0500

User-Agent: Sample MUA Version 1.0

MIIc7AYJKoZIhvcNAQcDoIIc3TCCHNkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBADDPZm+dVU61KX+1mXLEUKI+W/hu1UwBQmHg
Vi5HfMOuo9AMrXV17PG2YzA75ItxhcJMjf8TwnK1ABYbrwGnhJAodi9MHCR+nqdY
A413rxKHUThcJLn8oWck8ypYwzs3NBDJi7F+8aBmfE01G8xn4205B1F1KCnKM1Ng
NBTQpqruLd+n6iin@vGFPTJV7PBDdcEOVVeqiIloDAsZaTp25PYQEKSsnCO10zRF5
8Vv2BEAX6h8EpjqESPX65JKus2NAjnJioN9eUjCQ6émn1XPBwAUYJEUQc834+17HcG /U+fXHmVKsyzm5cRU/CB3rwUDnLen@zCC r fNmE7KmBHXWTs9U7ZW5yYJvBVGIVZDGk+7vt/KxNgh
JEXdQ1W/g8XmuYDqtnx9VL+vAZqHVKkBqvSZqsTrEhOIJ69e4wTu+2/f5Kv5DY 1w
pas+TKxRN2VZgGalLx10Jp10TkyY846t4iud8pVR1v3MxuMSzS3JF6R+YnkT1uTmtD
xD27uKFT5LwS5+jvL0y/a6zk104pr5SvA/EnGJrVnODO+Rszw2JWxRdiE2Cejk1X
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 /4nwSGv+px7Zw59U+D7w3bxncqaJHUPe
jUxBIJadRSUKKOUgIMkshAQsCB6GyTcvddolFZF+keE+cyvniwKa/pUPBYh1Hwmy
LZ5Niko2jqyuuufTAgB+u686Z27c36E3N+1xGUS6BQIoTKULEXmuvCdwC1xjmCIH1
uHKb8tvlFaHfsp/I1lo2v8GgIL+pkJsZeHww6cM80qtuJKMMGZz35SMdrMbInYK+4U
0dijBsBB2tCk7m5aRn6HVff14RBZDsgN+5xtuPYaE5Wmie /NMTO1Khvuc9Yp+X11
rvIe@2kKZ5F jPYW5BQJuj39J13G6Z27Z29qrEpgqK6XtkMvE jxUbzd5PuhFDk1Pd9q
PbXD48D8L03q1rLScuHgrRTaSXy9XfYRvBaNuGrGfDB7ucMILqS3Ugub6MPyV4wPs
2bvQkybHmuav5M+szPnyUVnYvS9LmP1Cg3IX5YshrCyVYz2w6zZRF4J+hI3zIkla
huJgUoGumLSlea7qTwr1GS2MuaUfe5PZMn16q0agXTMk68yEM4ugI9a6033MJKT0
OTkWQVXFRQpb36NWAVHXx5rG1k5+LGOidxGFjyI/AUcpoe14h98QtYROjas6UOIDm
/CVjFKsrzCsyWPjlxL1mLoe+0J8ErFYS5SX0ZHGYIP2AvgpTMZGReC9X5FZKeAs TNy
WjiiqUjjsxW7f15ynVpdHH2Z7M5rZgTdC1C+sxn6qPq2ua0AGeMY5hQR8MTPX+aWk
4162uThf141DECunGX22nIcsgpRfulW6ylmGlkpNZDNGT /ngrEKQEj4uK7CBx75Z9
jNubd1+HYWUQEEF2I+Gp665beYQuF4tpmI2Bh5TTFyF5+0Uj/DeEB30160pPG291
b4+cuKXFbF4F2ShtKqy00833vVeWKmDyB1TfcmWJx6Z/feQKrVRKJIsSOIp9KrsNVYo
K+xBtHHNNPuJiQM6HUsSA7ttPpTCjQkMWz12trAvGOEcKaXAATfQ/upTBuk3NoiAo
q60bS80irMm1/W63hgPILubiX1MFOH1pQ/1k6FoxJfT8j1lcXM8xyNxufuxe0/uz4
aTStfUW85RzFBa98hoVGJrg/bKXH1Ffc84Z2cc7VMqsAZZcyKjzGIBso®MFTMN2E
JsTYBHtF3hzUcV/KrEU+4m3mSSauUpudyR4yLeFmPN5Fc414MYhh+vU+S/k4AQwWE
QChtthYZmWecmhTu3Nmb8IINWLpUT8m6upYy9/Y1VApQP4b4HosKdFb9ZTW8FXhhB
ASzt5f4G/cJhw+V2TahvFNyWGMskArEOsrv7Sg9GNRv7IBSGCB7g+c5A3cWBWGt6
xIy+H1Hz2wxaIlip+A7Rf1lwOplZjaxRqOhCtMEXM7pq4FK6MUZzs+zVR7ZjFD7Xp15
SB1Lkr9Shfo915mGbAvjTO/zNj87yPu/6IiZ3BXTFAmXJFh8LjRST3WaFLmDGeZt
iXé6yBU7wsLbkGLHOHvWMDCm7an8fUyCTzpOC6RwiV6gT3Q0Fhxj250yTzwIUuETXW jFpCAgsCAAt8CTa+5ImnlDt
VNfZwvhhnfICwV2BRQDZ100f1QwJT1SijK3cR0B0cgoglL28a4ydWqVDO7Zmp/0Bbs
CRUckUdhmLd/vg4ctF+nsRObmtYQ8+By+QoH2NmWkiIyKatniZLBNnoWmQV4rgkz
X4MJIxJ1QkHznpxxYVJINvvBmjokw90FeSkwfoAEWUzIi3WgY2TKAMITkKj®XCsPSh
eFcnh7+HFHGACMBcpJp07nWQzbIZNQzXFAAmI/jLTJ15SfDiJi/xfKLb8i6Vrfaq
6tk+90HRy44Mni6wCvg8fVJ+fY/UHGpwdWc33r5W/11LJbo2QugsGkNBOBm18Mz6
TerbrP659NsqYgfXf1GzXQ5ySkkHL/YBOtaljpMiF+MYTLbGu/D1xMG65nGyNADD
wbTOYB@s6PeeKKvc69LzjugH1A9hgFhdGraNgeLI jX90POOkWbwFSmijELEgbbspv
UI70y+0z8iptfSNI9PO5V5b1SYEXOKK7C96tKXcJgCmZ1TnuOHJueoaUW18s31BPk
WFX8400RfcxNHxVn62SQZJLPOfmOAHW5w44ZND5n32U/U7ggNxPZw9bbhsIWufjc
UsHZQns2Zoy9z+2D1f6zXRouU4DxkhJtLZDubYqyFO/yuYeG7P/1nmIzcmQXUX6J
G1BSZGcoFAuurvfJOOCKi6E9OpmXPFxd010kMMXWFdnDiAa1ND4HpWKCo9SevZ sx
0dx16xFbBNm+ryjTmOpqzpHPo9EOWUdkol1OLuYL/pLFE9t2L1Gu20ILRp/gZsNOm
GNpTZkP3aNz8y9tg/I04DbwbdqYJFYEKMZUjxxdxyBNj4TW4Ih/HisVfsByRJnde
yMGexDmMrxXTetCfMAISTPGkOOhPFZRBLUXNBkOgefX1n25xk2XqpgHFqKF8zSHk
9Ke2joNowVQjqvxJ+BVYgXBa+JjNS/x8p6g32HH6a]jzHXxQDzVIVFqHqdiYFB+ZkI
6ZTSLZesn0jxDmWYH2DQXJLWO5FBeiolLJniUq3BzbVcilEZg9erp9KCuM8dZ6mkQ
01ZXmAyKG5VSr5Fw3NFTCtFZ29gFAbkmAXHannZsGogAoAOTVegTgR8m9+jNNE1b
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SBKUXEny1EUtL1H4KaxDZqzHQtwjL1dg+b7XZ5Qs0G5aoq7UhbpkQboJZesYtqEv
+Xaqccw8InSNzUhXcgo20m16C70ux1BhF46kxcccmWjOG2sKAL8t4tp825bvJMmy
fE3b+DH120zVQ6ATX4ZRpjDkBXxc/5h3SX2Cmbk05kedoJ rh+USO2uVYMT /TAaww
BlbYwr3ROikSF7dZK@7vnDsvXV1MDZ+61QHNLkXRmQxMYvcMoyp5uKdSca3hb8c7
lrePfaI8PG5+RQ47JbYjjg91cRzA8GC/170KUBnaxalgvf9FSs18PLCjmCNuoS57
FB4+JC2u37iGmsDu94eU0Dwwz rBxzM3I6HZDA1hqTrABLztww9E/+qc43F /L+mgv
ndic5HuFseCHRilbLq/SrQdzWH/t7FYuke9mwqJ5fMozW/TGIGJy6kYcMWx4NGes
Sgq4H9waeqVdpUCYi2rnBobfxwPp+iFzJLFcYyLYjKB41PAZdn49PI0B02cXXMKA
1+B5gMwIumPe5txT10ETUes8wW6Ma2BuuRpjX9YK/mwICAyOCmrUQ9P3hCaKdvkuZ
oWeh9bdZutmK9/eByk8ecjclaYLuFcAzuLc2UHNhvNpgDntEhcxFOLhgO6FBQVry
N73j7NSc3tTR/PoyMmDXHIubDi8ACm126ju5ioyVxep7/DUzfXAAXY+XI1VkT1M+D
XWG+0ZQK1h1600FqypmjEhcALxUcD3 jxJcmnABOOYNV+j+CQj2xi+To+fY1gMTT8
6BCg6dT2VwAJoYVa0zBFnFvQ2190vR2EFWnJuLBg28XExos4/4MS9Z6t9thWcuoJ
uVoDVjkGdeQcyuG3Ey1YwSnKxapj+ZtQn7m7rR2YTGndDqVLypXZn@SQyrcamlgD XL
ZPGH+galIYFnp9s0X9iguS+r37pBoPWfUfXIrzZpoYOKL2npgjf9/qdWTF1MzMDZ
PbavWCdWOk4ZUksf8QlkXEoa8Rao87yUhxvyofcKNoX7UE2PBanu@BnvsGJZQq/y
6u9nNm+aB8gSzGaC/FQ5mRXvUU+3SmLW9oWrOD38HEQe7wtVUchez+NQukZfDf8G
UuOuE6VBtXtHixn3vZa21Yp+rWpR7i2B0sKGMeUzKLsg9UvZkvfwnP4+zuZvffR58
82nMbLStjTBOZngNDkLhIZueXGJgGXx095kkqowlWv8QYyp5XQy2HaGjaULGBOYt
VyCF+7RErgXvNDycnIc3aumJ7yJ5wygor3/z+SgEqVOE4iEk jaSvsRKard6vVdCK
KQG3LL6TKwgGDTdP+08KKXLyhZMsi8TtGLjye722CQ5wl17dfQex1L/vnHN5avW8B
Qdg+TEQowytWJC5qTe2EtwmRiCcBc1PNebQFM3cT2rX45¢16iiFz3zM2EYVTQBYf
LKkLudvH/4vd8oFWS80oKY6mzPtZKWZ4XgM9gxCsN59HZ /+CsrNFoEx1kTPVRpfDO
rgr/stfNpVKSS7E4hagMUbE1SU9G1lcyxX6DYoqy@sx23Erc0i+/D19MLNANYy9+x0+
IplyP9dVbeUCSLBbzQIH57FN64h3iHXx6Q/JNnkmLNKWMXNIi+ekE6e/ikZLSBhg
cMrTtZ0+G6P/7bQKOKYxIkdaoFRL6gkqKqzTbhHXMIFOX1xcjBP4EhTSzS4zTk2PP
0Qs9iebTozmbk2x6xjkW8/D27 fmWFbWdjCLjCN2Z4xWkmkkXonwrdes jw40RGxwk
AsST1VHW5akXeXr@xHx6wjS9y6sGftYWI5fghlJTxvvaSjBY+13BvLZboKLAwWG /0]
5JiyQAB/t22zUaHvi/YEwL1aHtpgY/PUEatbHmMUB9kt7PY+3jiURxPHjae4CelqL
D3dFJ/I6DGPuLhLgxCUKkTDXGDbReugmNA9rMez/aS/yQuwRh+0iNLsJd+iifaX5p
V1DyRq6gOkRej31j08fPKEHNDLgTToHbDzDhUTBKGc jePhMHB/ /JrOkH31izTpSWR
6IEfM6Jo8HvcZGPqOORa5HSOBPcQ/ rEr5GiEtbEUgkJ3PonMEYelK2buI5Lw5sUt
W8 /wt9YLuXap20L4jnVAJrfLf5n3fOPM4F9mCPCzBCNzBv2U+cuASVhOHA4E8+dG
KqR4FEqqv7Mo5DONHdfYk8Sdw5IYx+XGahqgk/qvrqR+QXPBb060eXLmbI17TZKus
NgAg6PoENNxf86R3jPwrZ0c11jasz0L6zQ6yVQTx1x/Jj3CbzhkYEHh6SUSEPkWu
H2B81Fifdxkn8CIs+cdWcSyVxJ1YRU8qwqdUudsXbCTfN6bW41/V43yrz4BozVuB8
N3vOTqoDZeLRRAebCaFGRmUGWWB3 /Wv0qqdzMc3UFxBiMDol10Gy r /3tKff2kf/dY
KaHssQYIIC2hh+f51+Ekp3XjaX6GFtAjM/scJ1COftupzk9tJG3scEUTbK8MwWUXT
pJ59+cj3CtdJHxMVIc904P1PqsocHzK5CpqQD5Clvqj1jFc+eZ9BICZ+s8801e9B
bFpW1S8AN9UyH16nCb11D0azUIhdRh5goDv1FRv47Wtr+zZCseGzIJ70CAE38KDZ
u6QdAe2a16qibKGeOKaZEVm1DDIae6YCIUUJZw/PDmO5Bf8NkRSz2atY8UzyxSxi
K9HYKPD1y@ILMF+aQzqvy36IttNYQ22ngN1XVCmYFOHFPNS6RFyDXU+Wa9RATL1p
u/kW8TwMOBveXstkJUm8TBhX5TDEFtg+Y+tyDNb4ndxwpuishlLd/pMck6LNK3f03
cO0aqQssUWkpjJSzSeedcA40o0nng833DXP6SPF1ksX1ArsDVWB4atlFRgbaUKKrpv
Hinhb+MUjANUW+TcAEznbTyHFVEUNCIX7WU7S10glcrEjJzGnJZC24+10KzxF3ed
7PndgDs1LmJc4ExXhALrKGFw57Muvy1UNd4f6W7AEraj/54FIoZzDRH+R/owcjuikK
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Pza8vs8W8792ds1ewGcLs+B1g+179Ib00+zR4eiol1f+6kSsRf+EucrH4RF+1U+ba
w56nBq1EMoBJFuzPrLdAOD9VRVwi8cmKYYf/VgriDvZxqsDsdjC81fUEesG8/1iVS
axpAOFhCp8oUQZVg8yRsR7x/mOEjFWZPu9JZwAge76HhwpSu+yg55m5ndeXEy55p
ss6t9jHWUFU7F8q75xTTVE+jBZomyxfYQVOgFvvelF86Hrc+FTobS2AzPRzhwij+p
Wfh80RVoQaHb /BUAREB/xXCLhzDsirqoUKDcVATLNBUvZIawptgC10jIaAX3Xgno
VQXDSeABdtUDVBgI670gFw==

C.3.9.1. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIISMQYJKoZIhvcNAQcCoIISIjCCEh4CAQEXDTALBglghkgBZQMEAgEwgghaBgkq
hkiG9w@BBwGggghLBITIIRO1JTUUtVmMVyc21lvbjogMS4wDQpTdWJqZWNBOiBzbW1t tcGx1IE1VQSBWZXJzaW9uIDEUMABKQ29udGVudC1UeXB10iBtdWx0
aXBhcnQvbW14ZWQ7IGJvdW5kYXJ5PSJ1IMDMiOyBocDBiY21waGVyIgOKDQotLWUw
MwOKTUINRSTWZXJzaW9uOiAxL jANCkNvbnR1bnQtVH1IwZTogbXVsdG1lwYXJOL2Fs
dGVybmFBaXZ10yBib3VuzZGFyeTOiNzk5IgOKDQotLTc50Q0KQ29udGVudC1UeXB1l
0iBBZXhOL3BsYW1luOyBjaGFyc2VOPSJ1cy1hc2NpaSINCk1JTUUtVmVyc21vbjog
MS4wDQpDb250ZW50LVRYyYW5zZmVyLUVuY29kaW5n0iA3Ym10DQoNC1RoaXMgaXMg
dGh1DQpzbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUNCm11c3Nh
Z2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYW5kLWVuY3J5cHR1ZCBTLO1JTUUgbWVzZz
Cc2FnZSB1c21uZyBQSONTIzcNCmVudmVsb3B1ZERhdGEgQYXJvdW5kIHNpZ251ZERh
dGEuICBUaGUgcGF5bG9hZCBpcyBhDQptdWxBaXBhcnQvYWxBZXJuYXRpdmUgbWVz
Cc2FnZSB3aXRoIGFUIGlubGluZSBpbWFnZS9wbmcNCmFOdGF jaG11bnQUIE1QIHVZ tLQBKDQotLWUWMWBKQ29udGVudC1UeXB10iBpbWFnZS9wbmcNCkNv
bnR1bnQtVHJhbNNmZXItRW5jb2Rpbmc6IGJhc2U2NABKQ29udGVudC1EaXNwb3Np
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dGlvbjogaW5saW51DQoNCm1WQk9SdzBLR2dvQUFBQU5TVWhFVWdBQUF CUUFBQUFV
QOFZQUFBQB5pUjBOQUFBQWNFbEVRV1IOMNVWVE94YKENCk1BZ1M3Mz1uTzNUCFJ3
MjBkcXBiZkFSUUVQT313aXdZbkN@aBRLbmJjTGs2NnNNxbFQrenQ5Y21ka@UrNkt3
aTloNCnNncnpmY3FWTXBMMmpvMDQON2dZRHB1QXJrK@9uSkhrSWhBZ1RQUm1 jaWhB
ZjVZSnJ3N3ZqdjBaV1JXTS91bGkNCnZkUGYxUVoya®REOXhwcGQ4dOFBQUFCS1JV
NUVya@pnZ2c9PQBKDQotLWUwMyBtDQqgggemMIIDzzCCAregAwIBAgITDYB1VRES
10r0Q1SHoe49NAaKtDANBgkghkiGO9wBBAQOFADBVYMQOWCWYDVQQKEWRJRVRGMREW
DwYDVQQLEwhMQU1QUYBXRzEXMC8GATUEAXxMoU2F tcGx1IExBTVBTIFJTQSBDZXJ@
aWZpY2FBaW9uIEF1dGhvemlBeTAgFwOXOTEXMjAWNjUBMThaGA8yMDUyMDkyNzA2
NTQxOFowOzENMAsGATUEChMESUVURJERMABGATUECXMITEFNUFMgVOcxFzAVBgNV
BAMTDkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiGO9w@BAQEFAAOCAQ8AMIIBCgKC
AQEAmpUp+0ovBouOP6AFQJ+RpwpODxxzY60Nn11J53pTeNSiJ1Wkwtw/cxQqOt4uD2
vWYB8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuT
SxX5RT1ITEXGt8p6hAQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjM
UJdanZ/VmS4TgDgXjWShplcI3lcvvBZMswt41/BHJvmSwgpS60QcAx3WeagByCNij1
VOVOyu/3DjcYbwW21Jf5NbMHbM1LY4X5chWfNEbkN6hQury /zxnlsukgn+fHbqvw
DhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB0o4GVMIGSMAWGATUdEWEB/wQCMAAWFwWYD
VROgBBAwWD jAMBgpghkgBZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11LmV4
YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwWDgYDVROPAQH/BAQDAgUgMBOGA1Ud
DgQWBBSiUBHVRDYAKRV8ASPw546vzfN3DzAfBgNVHSMEGDAWGBSRMIS58BXxcMp/EJ
KGU2GmccaHbBWTANBgkghkiGO9weBAQOFAAOCAQEAgUl40JyxMpwWpAy10vK6NEDM
11gDSH14EC4Muxq1u@q2XgX0SBHI6DTX/4LDsfx7fSIus8gWVY3WgMeuOA7IizkB juwdRrjFBSXkk7pWpjXwsA3A5G0tz0OFpfgyC70xsVcF7q4
WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7Ph08DBbZnfitOLPgPEwW]jTtdgoVvQQ6eW
z+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdsGV+
SA03nBdWCRYV+I65x8Kf4hCxqqmjV3d/2NKRuBBXnDe /N+iDz3X0zEoj0fqXgq4S
WcCOnsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCB
rDAMBgNVHRMBAT8EAjAAMBcGATUdTIAQQMA4wDAYKYIZIAWUDAgGEWATAeBgNVHREE
FzAVgRNhbG13jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMA0GCCsGAQUFBWMEMA4G
ATUdDWEB/wWQEAWIGWDAdBgNVHQ4EFgQUuU/bMsi@dBhIcl64papAQ@yBmZnMwHwWYD
VRO3jBBgwFoAUKTCOfAcXDKTxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEB
AHOJojanzqgmgaSN3/gqSQ4cbbmdj /R40BEPr+gXT+xiidfZ2ilLNwYyTneuK6AChw
KfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3el121Vh40HhyIBqNuz50ShNa
ACS10Q23WxHGVy9vsdVfnbhsplrWg9INQ2WbpCmK+20Mh20Y10Z /wvXMt9cG6 jbMv
cdH4z0I0vgbmrYkKTM/RCGnumghxwYToj10yD5Gs4D2IJCw+TX50Dxh52MbNRYXT
us2ZPRPM8JXNQC4GWv4km3M4rKndDd6hnoQ9rNeozIcBVyybQYjfrgg4DRvw9Ksk
220H4Con1B8f7R7s1LM2cSYxggIAMIIB/AIBATBsSMFUXDTALBgNVBAOTBELFVEYx
ETAPBgNVBASTCExXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUGTEFNUFMgUINBIEN1
cnRpZmljYXRpb24gQXVBaG9yaXR5AhM3QQV57XV/QgmiXDrB+GrOmgnXMAsGCWCG
SAF1AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkqghkiGO9wOBBWEWHAYJKoZIhveNAQkF
MQ8XDTIXMDIyMDE3MDkwMlowlLwYJKoZIhvcNAQKEMSIEIFPOMRBiI1gpSbRbrERT
xW8uQ+V/G/cm0OB6495mnsKVeMABGCSqGSIb3DQEBAQUABIIBADgh7UBY rX+esUzQ
TI9zNgk4LnbgdQoUdeJtdY2Jvy1l6d1V8cfIFNgng8IluuuJI48a5yJwYG3060AkVF
JC/hq7sSBCLzNVb9UioTixGi+4nGB2iRb7TKsfamuyh5Zdjg40rN8N1H4 rwUQ1K4
Sis2TCi5/TSc+UYG7rH+YyIRSeVXNCII3rEA8E+dDRg6R5bqOTHXINQbBVG9q19e
pelntJeSxvRSOSYwcoNGXenZ6S7eqfB311n65dA0gURSV7hPSfZwh1QSZa47egE7V
9Dgce5pbZYQgeB27mLBCpsgRgYKbQ/+NBPBexT6Kxixd4sND++AZ6kUie+AvUpXo
+kGun/Q=
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C.3.9.2. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-baseline
Message-ID: <smime-signed-enc-complex-hp-baseline@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:09:02 -0500
User-Agent: Sample MUA Version 1.0
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-complex-hp-baseline@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 2021 12:09:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: multipart/mixed; boundary="e03"; hp="cipher"

--e03
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="799"

--799

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc-complex-hp-baseline
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy.

Alice

alice@smime.example

--799

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex-hp-baseline</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy.</p>
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<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--799--

--e03

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

S_e@3-=

C.3.10. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_baseline Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 10640 bytes
1 (decrypts to)
L— application/pkcs7-mime [smime.p7m] 6856 bytes
4 (unwraps to)
L-multipart/mixed 2367 bytes
multipart/alternative 1415 bytes
text/plain 476 bytes
text/html 636 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID:
<smime-signed-enc-complex-hp-baseline-legacy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:10:02 -0500

User-Agent: Sample MUA Version 1.0

MIIerAYJKoZIhvcNAQcDoITIenTCCHpkCAQAXxggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUGTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXRSAhMPLSWOETmXSs5CVIeh7j00
Bogq®MABGCSqGSIb3DQEBAQUABIIBACLgXf1Y746FTqdLnYLWQE /uY53acAbSNoGw
0Y86dFVtfd4kmtKoF6bgqyRom13sRj228BwPm4P/SiMKTt40967XTuuuYFzWYOI15
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QV1W+59RRrZnNMD71rG6Cy/t2jcn551GjpFhVUgD9LMD4Yg02L JfvOoQLFDDvIOw 8cRPxGHx1hsV1KVCOTGka
sGmM3koZZrSX4QOMFYQs16HHAF1nCN6agVFema6sbqC220NtjsTd79EeBS6VyMvh5
043jJJgbdrCNmh7LPThPY7sesrJwMy9VgWh3qHM8q04JLdQ0ssxss2WI4QFahFO7L
6LdudyKChpXME6dvuybeAjmKdiCBUt79BXhE4frn3LKm8UWQXUVBnUrGRdoFszf@
5+1+SEre/40LtBv/IIKF9+rwZzScLvhZNhazq/6rK2s1C/UL1APBKP9eP1L3TAp3m
na9wJ7kmaTwo9xKF1YP9yUv4sMe8pdMIZqGGh221ijtwBz8gKhi9AaoqXH41y6wmA
r9eZ /HIhXtTBfCpRxHqU47wgd4CnB2kk8is43xIBQjC1AfNpWEGaGvpZjyy3v4jE
REQOxJiuTnmUkyUorx/9N1uYo1XeErF50ZX2J00OWR/YUQZhjvLK1uH8iEdXp59Q/
BLo7yKDkt/TwY/3IdjDsx20SgVLekKr0cQCOiAchMBZg37DGIQHZRknff2aAGhjK
oWXX1fb4M2ym+0BsBkgJHrH63Fk7kxgN9VwUyY5HXxyWCQDKauMwUKw93I2tNm301i
7PfnkD1S6QmB3cw4XvQGgQWfmBEp8P9q04QVzeiZvOy4IoFgh@jiOLlkaup+WuOh
zk521U/im2A9Mz1W87UNNsFpTz3pP4k0ZA11kVSH/HGhCIVHqp4xwIiIECyt6U56
S72X4sUedoBFrZgZYEFki8XJgaFQHjF1VSTgbBifQbWELa816cJrGy7W+Fb1d20I
6hLQQP5r//j0cPfsTayrvV8o7Qx1cbW2bQsPkCttjB9tMIMDwWR1ID4iywG80eF /D
F1HO+6pmvcegREAmSYJr4QgnqY6thnyBBiFVdSGMUP+3Q8jZqHx1JUjYY2BYnNL1
kjIe+BM4Eey/U4/kUxr1NjzxvXd+7KWaVjJaLwPpVgbfBq8cBx83Q1yZPGRx2xVN
4Z8EbSA0ToPsdJSrjfgM6oYwz5k /92795rNB8nXAQTqcEGBKbajJbqEb2IjLXCzR
bvZBuwESmwuzqqiCpf7WYyJVOEfQXEdPzXtBe3TAy34JORLaXKfCdKZ50F4coh61
WF1m1QqJfrsAuwb4L5Qe0HOXQLCGNORRGtfL88TFLxd8quUnxHggd1lk07UuT8VAS
6nN3N882CFN22C9BNkR5+3bdpdQZ0AxuJY /5jYPVSTX9p2y6gmJ+KLuUX1vYyB6CjQ
sA+bQRgWeqHwW5kN+gTXTOUHMOAdqw8D8MPHhU77MwRzaFb6DK4YBLPBZoVUgXxgo
8Mv52yq5cra82c89712+fHaY430nEGJq2VmKnLkiCbQEXxVc4c6h+6AnQleZQBskg
5Q8vzFONHIiHeGbuABNnCHmMMABs8RYyWm1Tx1r7MUJcm7gR850sZ0e1KqRKW1GEM4n
5DH2JW16cYWOQQpnwTWT18y7hq2rzcLQEpzfthHQ9EZzu3GDBieiDdmcKDxtq2F riW
Uo4F+VbgnJLdD/h+QoZGNcCqWeZBeSm4qRKFhBZCTXE7pE6DOaJuwlShov+Lej85
xc+FMb81gonG7¢c3NQajMCOCy jewQULR/gMUURazbQkQv+GDjkzAdRjZK1cc+JUaS
m6cj1xsZIwyxELtXNBfvtqPkjrjvzNQoatQhAA305TS9Q1QAKJI1+LenQb+otDmGP
hQUaw5Db /w61heBxghW/rQC1Wk1YHcT17vQr4kUKO6TjRQIRIV6ds2V5WDrhEFbn
0/KGHN7k+WNanxMmhyN3Vpnlz6J90EaFTm548E1QUnEHeQ2z9pJc9TGAAZrSakn/
WgWgonMKkXuQVm8jb/CkpYWrXSH6Tvof jMn2wL6SeB5ax6cmW/0318aGJ9otfcXe
OkyNGKbiiT+razZlt7Nno7B9JHLJa5estp3dxb3v1J11IN7diERT++8Gqo11cm15uV
cgdBmPBh1hFRSi1r4Z+1DHJ3GRjHoDS5yMI57NpmKCO4AsM40RXOMSQdm+RzrUfA
8j9LW3/5MsLOReNN10Iz3/Z2z25xpEwLs8V1CP4g8WKncrKlujFc2BECaA8KTCDail
elIDjix6aC9k2t7gwJKaWDmlUjGecrJINnxs462v4INJak8746dSi8rWYpnFYpcl/c
WPEHXmdVDIME6Sdomiju@tKhP+QrGmORQURCHfyws8cLLDAyyJxmdQxi4Zbka+de
uBlJkntYvg8mFm5fKyZ2iUAPzFpGNVxA/eDYKPE4opLKdOrNtHakF2fhyq6m2LAJ
pGd4PJ6U5ShuBF1gazcSMDsOcP4vF6mBgUEBIDTUkFCisSgLHmDouZ2CLdsXcJ9ZU
WbjJbX1/ZTX9VWcd83AJW3HQDOVFHKNVL8GejHQLALC311n5D1I73CDTI9AYINPtH
BsChRv2AuBeYpwuyEo1BHX5QzFEUVh4wG5qDgzBBzx28s12CGKvFsaAxWan/NdAu
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g3mcMBeBtinMPxP2ifgaaxsRoRVjjCbhT70uZMsPtgJ20FJ9XGVBJ+c113bxDnmu
mEbiKmlz2g+TfjsqL7GIpctQKz6Nu9hr5sY1/Zvz4VrQxUOdp/WL+M4vGJRHCstX
n+kLYSnepevLEPP0Oj7sU9Mokt5jVNx1iEwJ3U4P9g+LIB0oKrUSZczoZ+V/+MOvi3
oBS18iTfFR7840zWLD5DWK11qIrnEzLSVV/pZ6ZmVxFK3zaN/AM4Y82IvzM8vcil
/eNI1Tndd1JAZU5zLak@9u5eacl18GYkk8400qxHOX6wsMh1qftgg@BABoU27¢cJ3D
7xuXm7EWcUXrQMVpNGO/eG9VJ/it8NUrp1k8QPOKPTQs43jJAOHREYb6deyEwgTt
3L+ygE3xoUBBSQCsczkcXGg7ACv/sbBclhUon4PngjT8e+gc6SM1YckQTS5KN7dTe
W14S1ku9qpSMVJII5+XyvtK40X2LLuKjuCQDz2tThVu+AhdfgUqyMiSJr1/fCDDy/
w31QQioXXXuedwJhgzmHG+01604uOHXxN4iYijfkQW+Zil4AGMF6xXNYbw8iKhmo8r
ksvdveg2gCSwiISXH7bfynWXD1QrDSbr4DPWeOU7 /EfvH/wGX52wh7EprDPTMa9Xh
aekbxK3QiE2R/LPrcm7U41i+FmEw/d6cSK9Ge2HYuf j6z1PpKX1tyLD+Ucosj+yD
dufxtdKIoXA3iYISLc95pWcAu9V+V041Rv+0BH3VvY4KsLLi35aF7F8xaj2HjFYi0
Q6Uj TSXxWSOmEFmMRQM1KF j9brBWFeZUx+C/kFDdtRg9ZPhUKx jSQTgMuJoZyFq6B+
vIrmQTo07RTaQgZZDD6bY2cmuQAflEJ/40szywS+yeiyl12KvNUVUQTZ60fCZcTZh
710k jkH8hgMIxYFVHU/08ymXKc1JDDgDHfgN46NNNhOFeq56 /ippilL1IzCr5wtG
Yc48CAWhECXWIrx4TVktUHGgKJGLQYI2qii2kuvgKCavkf2z7NJW8781xZLzgOvD
6+19HOVhVreHwFpjg3axrJ0iA4D12Jq7RgdBqTiB+rTgxTTSsvM1dOad18IgFUyP
dk9kPP5heCtT/kNogqeMvTCYtv6SGgoT70X76gU0zHv1bWg5nm8p7mI1+CumgeBoH
xhFUaLIpGVendGWAfgmnxDIHjZ46HvzLg2ANVxTfNnxvHXVNHWOyOh7GgknmAWob3
GrFF9Td9/UoFD3+Y1r4FRUpHXUOgqaJqb6tIY25TttzYWevJozJF/GK/77XVIqQ/1t
gLajNfWSKNOWv+114VkS/ioylcXGKMtPWYsEhyCdqtSnqf6cvcoEIyyjB1LJCIOS
0g1FOM9Kul4HiAtXwPhSLEoipfPIVITOTcOpDpOZtDK3FamrlIphyBe8tvalS0hH
9MOL tdwoRVbMUvVSGy2g0gWVvpegVHtGNJOnmdSpvMEEkt jWUawtVQnkBWCvEaJaQ
bx6bH2 fWfOvHvt@alLDk+51evRDovLAQof6s54hvdW8wT2RS4B9J8VFmMMM2dvK+ku
t/6AhCpr7GCd+9LodG31XETykfwKjc3s+pKQ/eQt1lC4XT1ownt9IS7t9R1670pR/J
7qe8Yus3cgXS16PmMWJRWMr6+qtNKOTWNRKVrg9CgWFSAytcTw10mDrRLITDvQz+9
JTgvTaQfA60+QqVyygi/JvU7reNiFJZ4GSfw/fvpfWS2bQuH7HWms04dG74n6ZBF
13407k8HsNd6PGHDQeiZmK1lwnmr79b9pmZ fw072QBmF1zxZ21+K2ts9S4Zjdmp61
VEtvWFrmjWz/Z3h/yxQkqol+VZ3U6LbLh6MJ3QdVgTXCqBjicb2hs83an949J9SS
cFfibs77cXmRpGGi6QLhRySWTCNtrbFXgvmJXe3am6t1PAvuw+3hg7JzqDi3zanx
ymQ81qgp7I2/xHY17faGyKvOnBvwUTcJ10YsbnCyLb3zhLPgW3WeWz/7MI6/VOaX
3L6acMB4yyMiB1GyQdCxyccMrgxjw51q1kMMbJNISDTKkCIqU+ROQVtz4f5TZk4Af
U+ATVySGZ23DAWsI718vX43wRtMnBQ5zSkDK/ulTGfh89rSbk+4bq9mbCzWNL jG6
fPXTRxOcW8pPrC9JGKDxjssTdAYK25GX5129g63g+gWRcEzUEPTjpY48YjEcfonus
TIWEvgrdorecsRmwyBOVPYKEy52JnKjbppPTM2Weow3e46VVsrmgcB9EV2TWbXH7
RqK4EtgDpDKNJtmpw/14wl+Tyr2ITuOHXWOmfWkSz4JLZD6T0JS/v6DqYU8spfRwV
gN11lgvvcmwt6BfxKoym1JMMBkb15iFxSkFSZLegDYRZmBkp1JRFpWMBqti/ROngM
f/QfhOps5JLnzigPWk5XdIRE2N/53uDJ5FhGsUy7FnZYgmJiSXcOasNngmdQ90Zo
FQ/uijNReo/o0zFh1gEIBU8404qaUDYdyDAqq349npZt5XxbHpcHY4FwZhiQBmOA+
7rInBdHfrFiR1ZKkEZtnGr1GV2KXZk8aPQsbQMzYELU841jSpumlw/N1TdgbzuGus
T8QH8kRbZLwItMQfofo5+VPJoPvldu8m7ezixf7H53fhPiNOjAnk IMAM+mCPGBNk
W1G7GVAZA8eIqRoPVdVh6GCBauMrrLLOvVjGX/wF+Wb1tR5CobfWFPQy58k31f9S8
AnyXUbuxEqHz1UZV/gS84sEONxrB7bGj5+pFb0As74G2qprKVuiCQ/0ANa7r4I11
r+NehvRu1f4piCbk5gutF12kig4pEpvzdfQSI3Zn8Y/nMj7nuzQjkkoohtwdiw1X
8DjTccNQbEuNUaBc4zFogJHIQve8GuXAZvhS1da9YWZtL6JfBw+sjU6816/UbcOg
gslspiJ3+EDxXV8UyT8+Nuw/000mGidIwenHENuUtknl25rgLiTSvdBASsP+Qo+8x
rczJgeqah8MM/IL4AWRNISGMDYGFZDWbVBxur6JuVS/zqYT4Fwk5B5aelCuelzoW?2
7FL+9IKLVds9QPGGXxz4MoOb1M6uknK11CtUMx4vI1V0O8JOF /vtizCu8LgMm9YI8n
++0XIePV/isP/faYsFalLAc+SvBaBniCWKxkI06X8S6MpcVswKzFTpvQ7Neuinbi j
e0STpnciebKkKAw5SnBtbOs6gPuvJgOABVDO8rYei8Rxp84WvUU+P3nzIv5StGDdi
M3SJ+vSVTZXY3CQGEC760i6YFsQFTD80ONz1vdbhgeF9kBQZUAcPJhfhfdkJhnjni
GWRW9Toy07Iufd2Rqe8qZpl/5e8YeCjraE+8FYgRAMNCIPn19dvBTOkRS1d1aV29
iZQWcvt5jCULyeCoQ+Qiu772Z21gToKMS6dP8RzuUBCKKLORNQzsbTctEL+8wIM+Ym
u5y/nDH7Igvf1INUPuU84CghaRaocFfmTF7iPFb0sq2WBq5hvtGXRgh+k9vpq7yj
wIzbo3LbPalddV21gFhpd7ASg8u8bAgEkarf+C9cejIDtk+/WzilYuX/yzv88aiX
KwdXrwk@GLBHaRsNWPipOUxhleyfAO0gzSSm57vGB48qsR11p/ZeWNSLabF9cLKJI
eTi7BEg4LjmLYKuULNsTj5ahbjrerLWiMgX+fUkss3mb/tYc5/FS+GL3t5gpt/z+v
AwauFCK5hr1mKqtzFRrOPNycXRhnBz8JKNJRCnhH/7pze46Zax3CpnllK/TmSPjE
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$3X4vRFc2jn3KDbwd6éme3AAKHikYmnL1E7I4WHyc14KtIvw6ZUcHVYNzLOruJudw
Gn9/wclMLJibB2ZIm9JYgXIVYelLTd2zqEdTU8BkABZSUAfib9yFSPzsTqfK1FWQgb
KxGT1EkKMeS00ZXQieebr+V5FxISLAC31iShBCxouD1SVKYETC70/Cmq44LDDtDC/w
ymdXt/kRTv/Bj4ymTCKzMpKZCKhtWCaEuQucNcVeVO1vj+iHxfZuIXxJE/Xc4+V0
g0/0naEc+BN73/fNkV/QFron0C/u1jeRPSWUWKEK35UYCIx1/wuJXnXDDZMVYy40
GJOIKgOCjOjATNR2m8ParmrywvF+IEQvVINz2G5VAyDeolRgalL5azDA7vuS1050eu
EBObZ6Ug9KUgmMR12ZEu+280E j rFLBNDPBs2BQQJx0ATkRYi5badrcqOoUWDnbXVW2
MywIzRNt5RgTxQEXh7PaauYMCOqSoxb/91Hzp63tnowQ6wSt1+9s6tkmqOcqHuwC
p6Sv+faNqT6VaS38LeQK61hgt9nB0O0r20zcc2qYoc5QxJHO/dzpPNRutqaf7Lm30
GLVJiAjn16D5+Wm1M/gqTCmG8FRuf+KaOpVFeoXMNhFVjNPtJP68x15WD0iemszC
gNTjE+Xy/Z0OkeHNdPuhPA2BcGOlcnaowchEPibXFBHP1Wxqo75f4bLZuG7mDkvdP
63Z3NO8XTMgWiWyuc6EpwIh1XZY8KH7zJApluCdovDjF3CmuwNFPO5vGdu2zkx2Z
VM0e34JUy8/Y1VfXm4L4gKJbjjByWuHOxCavNOHRknSPZRhrgNWZQ423TYIHjRxU
b5Bzg/bEXZntfWJs/jémCTHrUepBABs675njsNfdoiJW7Swa9Rm/XtZnKetNSBju
QcDglGgXmLhe4ELubwLs7n2gIgHALOXeHmObBbCGD1ah3SnTpYNkkKKRcbg3D7uW
c50RsFuSEXiLza2xwlEOXh109Br4YW2aoM7W58Lb1AQOUDXx3wMISdWCcSuUQ75T j
8XFAHLH4iITwsWvMcNP6+ExA20tAcFhuMCsMHLUM4m8wTh70gdrkZhxFrd9M9/Qu
MbIbqS36eFtjZshXBU6iydu®jCWHz4r2aX168XwunN6HSHhEmsU6+WKHbEKNKE9L
NWJsP1jtDuM94Axjrf5MLugZge9Y7COkLvmVUn9pBY19CXEAGpGFHbSPYQCSkXfO
YZxU45ZwSKIP8P8QaomSD3y2xVFqUph@xm/CLPDwkSZm6W13ZYMKNuhROKxeP4tc
DUNFkRkyvZx00MOatctx@McFN9JrnebOMh+20NEY1lefiHI671RUPOVguMOK/XIT4
weO+LLifJB9bFLDXd6aib3JY3jVf/1nzGKu7+Qr6XnL+Rh1qsBtt1aBWhPjwf960
1b+PbEB1ZN+J8EErhbaNJBQFigS9fBE/zk /I90/fUqQxhX1AofJwH+jXHAXATWTr
04a6dVJThg5yN8kWrdUP5TDYBdUT8gvML2s9BtVMRARqUPBQGJLZ fhh+6xJXdi5¢]jp9Pm8KyuhEHXIbAXoVETrer2mlptaJGZF7wUJAQEL
uJiKSztN5S5sFe+a87BsI1DWkCLZRuDbB4a0+ndSd343yK9CMfYKbknZXtC/cAvVd
2cwFAg+qix+351gdmGd5L8tQC9V4F03uyB8JQUI8geTwgOnE4A5fvLjOJ4rnivuQkD
NMypJdswmGcd8TWFdb8kQMtZPNWuupbV5w11F3ibGEhGqt0+4/gulua3jg+cHI30
oKBzUuvYGLXrbrYnPET1b3HQXvXxDVd8m/+KLDNiwyQ7UT6761Jn7ARCYZCwP/D3g6
zMc3NXJkUZ8KFOHgqokaaJ3jleLoMi6JB23bhiv/RRJuYk+TCwX7uBKF8fnt+E8602
YOhbKcnThdDUreGM2QrsjZeHZQ6qgIkLUedro8EsPI8=

C.3.10.1. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIITdQYJKoZIhvcNAQcCoIITZjCCE2ICAQEXDTALBglghkgBZQMEAgEwggmeBgkq

hkiG9w@BBwGgggmPBIIJi01JTUUtVmMVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUtbGVnYWNSDQpNZXNzYWd1
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LULEOgOKIDxzbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUtbGVn
YWNS5QGV4YWTwbGU+DQpGecm9t0iBBbG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4N
C1Rv0iBCb2IgPGJvYkBzbW1tZS51eGFtcGx1PgOKRGFOZTogU2FBLCAYMCBGZWIg
MjAyMSAXMjoxMDowMiAtMDUWMABKVXN1ci1BZ2VudDogU2FtcGx1IET1VQSBWZXJz
aW9uIDEuUMAOGKSFAtT3VOZXI6IFN1YmplY3Q6IFsuLi5dDQpIUCTPdXR1cjogTWVz
Cc2FnZS1JRDONCiA8c21pbWUtc21nbmVkLWVuYy1jb21wbGVALWhwLWJhc2VsaW51
LWx1Z2F jeUBleGFtcGx1PgOKSFAtT3VOZXI6IEZyb206IEFsaWN1IDxhbG1ljZUBz
bW1tZS51eGFtcGx1PgOKSFAtT3VOZXI6IFRVOiBCb2IgPGJvYkBzbW1tZS51eGFt
cGx1PgOBKSFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTI6MTA6MDIg
LTATMDANCkhQLU91dGVy0iBVc2VyLUFnZW500iBTYW1wbGUgTVVBIFZ1cnNpb24g
MS4wDQpDb250ZW50LVR5cGU6IGTT1bHRpcGFydC9taXhlZDsgYm91bmRhcnk9I jMw
OCI7IGhwPSJjaXBoZXIiDQoNCi0tMzA4DQpNSUTFLVZ1cnNpb246IDEUMABKQ29u
dGVudC1UeXB10iBtdWx0aXBhcnQvYWx0ZXJuYXRpdmU7IGJvdW5kYXJSPSImZmY i
DQoNCi@tZmZmDQpNSU1TFLVZ1cnNpb246IDEUMABKQ29udGVudC1UcmFuc2Z1cilF
bmNvZGluZzogN2JpdABKQ29udGVudC1UeXB10iBOZXhOL3BsYW1luOyBjaGFyc2Ve
PSJ1cy1hc2NpaSI7DQogaHAtbGYVNYWNSLWRpc3BsYXk9IjEiDQoNCINTYmplY3Q6
THNtaW11LXNpZ251ZC11bmMtY29tcGx1leC10cC1iYXN1bG1luzZS1sZWdhY3kNCgoK
VGhpcyBpcyBOaGUNCNNtaW11LXNpZ251ZC11bmMtY29tcGx1leC1ocC1iYXN1bGlu
ZS1sZWdhY3kNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYWSkLWVuY3J5
CcHR1ZCBTLO1JTUUgbWVZzc2FnZSB1¢c21uZyBQSONTIzcNCmVudmVsb3B1ZERhAGEg
YXJvdW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhDQptdWxBaXBhecnQv
YWx0ZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGluZSBpbWFnZS9wbmcNCmF@
dGFjaG11bnQuUIE1QIHVZZXMgdGh1lIEh1YWR1ciBQcm90ZWNOaWIOuIHNjaGVtZSBm
cm9tIHRoZSBkcmFmdABKd210aCBBaGUgaGNwX2Jhc2VsaW51IEh1YWR1ciBDb25m
aWR1bnRpYWxpdHkgUG9saWN5IHdpdGggYQOKIkx1Z2F jeSBEaXNwbGF5IiBwYXJ0@
LgOKDQotLSANCkFsaWN1DQphbG1ljZUBzbW1tZS51eGFtcGx1DQotLWZmZgOKTUIN
RSTWZXJzaW9uOiAxL jANCkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IDdiaXQN
CkNvbnR1bnQtVH1wZTogdGV4dC90dG1s0yBjaGFyc2VOPSJTcy1hc2NpaSI7DQog
aHAtbGVNYWN5SLWRpc3BsYXk9IjEiDQONCjxodG1sPjxoZWFkPjx0aXRsZT48L3Rp
dGx1PjwvaGVhzZD48Ym9keT4NCjxkaXYgY2xhc3MIImh1lYWR1ciTwcm90ZWNBaW9u
LWx1Z2F jeS1kaXNwbGF5I j4NCjxwcmU+DQpTdWJqZWNBOiBzbW1tZS1zaWduZWQt
ZW5jLWNvbXBszZXgtaHAtYmFzZWxpbmUtbGVnYWN5DQo8L3ByZT4ANCjwvZG12Pjxw
P1RoaXMgaXMgdGh1DQo8Yj5zbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFz
ZWxpbmUtbGVnYWN5PC9iPgBKbWVzc2FnZS48L3A+DQo8cD5UaGlzIG1lzIGEgc21n
bmVKkLWFuZC11bmNyeXBOZWQgUy9NSUTFIG11c3NhZ2UgdXNpbmcgUEtDUyM3DQpl
bnZ1bG9wZWREYXRhIGFyb3VuzZCBzaWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMg
YQOKbXVsdGlwYXJOL2FsdGVybmFOaXZ1IG11c3Nhz2Ugd210aCBhbiBpbmxpbmUg
aW1hZ2UvcG5nDQphdHRhY2htZW50LiBJdCB1c2VzIHR0ZSBIZWFkZXIgUHJvAGV j@aBRLbmJjTGs2NnNxbFQrenQ5Y21kaBUrNkt3aToNCnNncnpmY3FW
TXBMMmpvMDQON2dZRHB1QXJrKe9uSkhrSWhBZ1RQUm1jaWhBZjVZSnJ3N3ZqdjBa
V1JXTS91bGKNCnZkUGY xUVoya®REOXhwcGQ4dOFBQUFCS1JVNUVyaBpnZ2c9PQOK
DQotLTMwOCBtDQqgggemMIIDzzCCAregAwIBAgITDYO1vRE510r0Q1SHoe49NAaK
tDANBgkghkiG9wOBAQOFADBVMQOwWCwYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1Q
UyBXRzEXMC8GATUEAXMoU2F tcGx1IExBTVBTIFJTQSBDZXJOaWZpY2F@aWOuIEF1
dGhvcm1eeTAgFWOXOTEXMjAwWNjUBMThaGA8yMDUyMDkyNzA2NTQXxOFowOzENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExv
dmVsYWNIMIIBIjANBgkghkiG9wBBAQEFAAOCAQ8AMIIBCgKCAQEAmMpUp+ovBouOP
6AFQJ+RpwpODxxzY60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zp
Tc+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5R1ITEXGt8p6h
AQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgXj
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WShplcI31lcvvBZMswt41/0HJvmSwqpS60QcAx3Weag@yCNj1VoVOyu/3DjcYbwW2
1Jf5NbMHbM1LY4X5chWfNEbkN6hQuUry/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/
WI+whUpqtQIDAQAB0o4GvMIGsMAWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWDjAMBgpg
hkgBZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEwWYDVRO1
BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBOGATUdDgQWBBSiUOHVRDYA
KRV8ASPw546vzfN3DzAfBgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTAN 1NDE4WhgPMjA1
MjA5MjcwNjUBMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdH
MRcwFQYDVQQDEw5BbG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADgQEP
ADCCAQoCggEBALTOiehYOBY+TZp/T5K2KNIOSHWr+E3wP6XTvyi6WWyTgBKILCOw
I2juwdRrjFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZW1eYXFK1QHJD
73nQwXP968+A/3rBX7Ph00ODBbZnfitOLPgPEWjTtdgoVQQ6Wz+CRQ/YbHPKaw7aR
phZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65
x8Kf4hCxqqmjV3d/2NKRuBBXnDe /N+iDz3X0zEojOfqXgq4SWcCOnsG11lyyXt1TL
270I6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8SE
AjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAgEWATAeBgNVHREEFZzAVgRNhbG1jZUBz
bW1tZS51eGFtcGx1MBMGAT1UdJQQMMA0GCCsGAQUFBWMEMA4GATUdDWEB /WwQEAWIG
wDAdBgNVHQ4EFgQUu/bMsi@dBhIc1l64papAQOyBmZnMwHWYDVROjBBgwFoAUkTCO
fAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJo janzgmgaSN3
/9q9SQ4cbbmdj /R4GBEPr+gXT+xiidfZ2ilLNwYyTneuK6AChwKfnNvOFb81V1iffR
TF/KtmVEDMR/sYeqAH83KM5p3e121Vh40HhyIOqNuz50ShNaACSi0Q23WxHGVy9v
sdVfnbhsplriWg9NQ2WbpCmK+20Mh20Y10Z /wvXMt9¢cG6jbMvcdH4zBI0vg6mrYkK
TM/RCGnumghxwYTo3j10yD5Gs4D2IJCw+fX50Dxh52MbNRYXTus2ZPRPM8JXNQC4G
Wv4km3M4rKnJDd6hnoQ9rNeozIcBVyybQYjfrgg4DRvw9Ksk220H4Con1B8f7R7s
TLM2cSYxggIAMIIB/AIBATBSMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXB
TVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24g
QXVBaG9yaXR5AhM3QQV57XV/QqmiXDrB+GrOomgnXMAsGCWCGSAF1AwQCAaBpMBgG
CSqGSIb3DQEJAZELBgkqhkiGO9wOBBWEWHAYJK0oZIhvcNAQkFMQ8XDTIXMDIyMDE3
MTAwMlowLwYJKoZIhvcNAQKEMSIEIDe7 /NLWTkHNon7IR1M1xi0bMU+8qMIZ1No5
ANcjz5C9MABGCSqGSIb3DQEBAQUABIIBABi/HvXTe3Z+LaltuFv57ZaUvYékegwe
0GiZ5UPa5FBpQxoE /1vp8xG+UVIUnpdV/1THKPjKFrébzZZff1/4u4NFeBYwI9yg+
tK1cYz+B2cscX6FDAGjUr/6QxMOwd+o17bnlzJJDrXvv8B5A0dHFosyOrDSrvn2k
Pzcébush4JvS3aee5QFEgtd1bQx9fx3t/QhBsn5kGMC+3FzvKtmAYUlzBunqvk4HY
I40Goh/Fm3uzNxwTQ3/rzE7ws1QkrpOV1BxVGgUa4dZ1VXVIizkRz1PRtis66F73
EXJ1lygf9Btm/TJDUivXGr7fCI2i+njByX9vqUf/BUANsPevCyBHQWCY=

C.3.10.2. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0

Subject: smime-signed-enc-complex-hp-baseline-legacy
Message-ID:
<smime-signed-enc-complex-hp-baseline-legacy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:10:02 -0500
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User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-baseline-legacy@example>
HP-Outer: From: Alice <alice@smime.example>

HP-Outer: To: Bob <bob@smime.example>

HP-Outer: Date: Sat, 20 Feb 2021 12:10:02 -0500

HP-Outer: User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="308"; hp="cipher"

--308
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="fff"

--fff

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"

Subject: smime-signed-enc-complex-hp-baseline-legacy

This is the
smime-signed-enc-complex-hp-baseline-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy with a
"Legacy Display" part.

Alice

alice@smime.example

--fff

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-baseline-legacy

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-baseline-legacy</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy with a
"Legacy Display" part.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
--fff--
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--308

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--308--

C.3.11. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcep_shy

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_shy Header
Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 9925 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6342 bytes
3 (unwraps to)
L-multipart/mixed 2003 bytes
multipart/alternative 1104 bytes
text/plain 373 bytes
text/html 468 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-shy@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2021 17:12:02 +0000

User-Agent: Sample MUA Version 1.0

MIIcnAYJKoZIhveNAQcDoIIcjTCCHIKCAQAXxggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0OaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
BoqOMABGCSqGSIb3DQEBAQUABIIBAIT/YEi7Aox0OH3WdBU9Ff3ge5PZyEKHiXwCp
exVEZRgKm2m1PHvc8STLe9siVkz90H+MbPfTQIRYRw+xi0mvK+mwpCPfAf9QDCWw
4dU75zCBVQOPYy/m6+SDQRtvHyesEe4taEjnIB7DcGj5SENoE8ugCcjr34HmBsIILF
+0LJQIfTXTY jeXQbXjPOInNPjQk1GgHNTNXgtIcTMAXEA/EEjPSrphXsifgnBfoDm
smBfCKe7fSPN6tEeP+DIQkuQVZIrBZd7f+nzM99ixMH7kpI23G1+BCLeSr6M4fjf
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gMoL4tuj8WgT8kr1W6x3583f0onWNsVDW+9FJp5iefg50u9g/y4wggGEAgGEAMGwWwW
VTENMAsGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydG1lmaWNhdGlvbiBBdXRob3JpdHkCEZzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAIN4h5gziR7BMQ587FEQEjTOP
M8QJzMfBP1lgZL /POdBeNvMqLMABEZOna24NjftAZw887hhvv5nHujIBtEO3ezN6V
wZnBtzznugMXBExx0Hg+h47VahUNmg5zr1VYBVg5001vXXPVoIWjW24vwZo9Q1hp
0QqGCOMItLN81RpwGOFTgvtGMx/uDs37IxHQDDH81VqSu50BbuDEYPgD6U3NtzkC
uV1W9aSqABscGwib7bVLdmIoL 3 f++HUWD+YDKHNZ3MO8E2u/trYTc3ofiU9RImKo
SjMLKQVGQYXgB5sXb6ITUWNSXxKi43BfeI1YcQsHE6TMCcBNS5v4esQ7rDyIK1zXTCC
GW4GCSqGSIb3DQEHATAdABglghkgBZQMEAQIEEG]jqoAw+Ed51rHpzWgYvdraAghlA
YTD4kIjvMOLc1TM5w1rdgJ4hoLTX6BDFIUPYye3Mk0g20XY1+XKES4fW60COvado j //aKw5grY
gAcC08rXY6755AubfhUk1xmuR2nDeNIKx/qg+ur/BUhrXH99788T19GHJVCqVUzkO
R6WAUL126kqUSHWrFxQtz6yjoWC+YU4tZJQrYFZmyU6BvSJhcKck381lwktrvXuvb
GBQ9Dmu+0qUk53SXEtbnxgp054JyNRBpX+FP3MWqiMcQdlY+iI1eSNoatXEeLrTE
IzMiCYgx673jI3rgAshwBDBfxhXnqlbdby9/IJWsmfY1lnhiubd1lZ /wJMDnPMbE88 K
pMw5IccDR2jM5PvQsRJrmPfUDkFXBio2KNUVMJy3AWpCUKu4/JxnR+0g1fs/ffbe
m1b794T1EctK8iXRzDp1CLGFTpsHtA3RYHHPd3DM2RPeY11FYWILYyuHTbZB7soKG
dJROgpL6V/zpXx07y59v7yl17FEVvq8+0wVKkKgx8pGrAPPd9R/7S0j1qxSZVSzgIEWA
9fawyV7IcaSH6FhBSUgbQRm+javR4RgPHTSHrenFUmO/hPT1PL8GFDAZFnNhHZ+w
ktFI9x98Lf/R1SwqT+01Hdgd1Hk6EYytYULRhT6h7YXBIbOiKPe21hVVOjFgnAgALlI
YhAACYQ32SJGZAfPQ1+tP6g9bGxKWb6hxn+wEhNR4BTbSuj rR6dkFIQW7FfBZwDE
PMTZ8tJ8V2E1DgUBgD2RJabZ+FKaBDAArT4dFs5RsmCJBCBrydtE1Qn1QjoWsdC2
8HFI9h87fxcAs6tSTNtV6dLIignDCu2kBWKEMaAbuO7EQOUPV8708WbXGy4889CE
4SuGldMTX/h@r /wzSim+HFndJF+ocLL/7R/ynV6V70wYsGy3Qba1DrG6AHOQzIMY
uOtK2R/y6KDXxKTQUOQpt4TBzDJu96D48b+BxIQpBIKXSbNsNQUHBq19A30BF1Zhxb
KELYZmenmi89s1mRgdjQ6r5673r2kGAD5601XLhtT67QsrBNMe5SFX9EKHIKdamSY
a8weblLDrpHI8K7tnuJiBPIFO/vAiJRkJ2ARDcUhEAHVU60NX3+0dylxiwMkR8/0
ae7dI+RQWgl194g6kd1AKT7p0OyA4Paah@fZZ0SYwmROMTXMt74X16/AWgLOK/GunI
4eCrBCT1ewUae109F4ue/2vmOTwt590GApZMSN48LVTjLO77KYKTW5R1FawWCnGm
MHw50sNEEcntNcukumQkoNVbY11PVH27L51Psmég6sZJlaXuFz301k7mXUUjdqPZ
TPem/JqObrkuIAX@1b6fYasm4eYZ4JjOGvWOXZSVP3dcE jO+kWiug9/8UVjPqd38
GAaxDn9qoH4sVfFgeQm9HLNZ4ebSePb5xe/kb1ft5iPv63T/1tWe5I0kqR1kTKbS
WghiksIPGv2nruMokawTOe+1r+CCE64epfCIN6YZzE5zcx9Z2zY67iUN1jG2cBYXKR
028Ik9ayqjuwOYbFBET2yreVT4GK7Xn3fWAkqzkCjVteIew2g0pL46hqdgot/D//
XT/XMCEnLSz9hZBOKAWO5FAaLzbEpPbS6HsfPAgithbCHSOLAXN/+qQtUrS2vtiB
YBF5sgUTtpOoYdOu5Wgnu/XbHmHvi+uBIMoTbASO5+D59mcIwVGdutjJOIwWITQk
01iBQwd+0Fe2Ro/yE28nsIg+sMzvYVH5gngAmS9+gmwNNr6j /MMeZTJeIdqgpkjJp
98cAJ4iNRve1yTYuHANBoxw158RNp1+GBGBONP25MWVsOpTuSc5M1youfMB59hj j
SMboe jGK2bBxRfSTGZ7BdDM7+7KY5mQotONOCpMQW9ubk 1hOkUUS1UeawRSr6pYk
Fm17mUWMUP23PESDEgNQ83j60GsZVT5fLx02Sn97VhUXnXPCAE27G1N4VYu9U2CKF
G7aNU7GWnm+pz /Bf+VJ8VRIKoFwWYNSHAajmhfizhz4SqipwLhfRMp3jGXA8F4cmM
1PKqqUZ6eleRH4bWUGPmM2hynM2A9tFG6WB3e+Z8PsCnshABKq/XBzkavRC1K+Ry+
rH/D3L2R1uVHbe jNWROgbumAAvwQf6CZX0yZc8FVXKZd9sPSn3h5ubUub/01k1/A
kPNBaX51d1+2G62301u080FF j9EMK905PJ9iinzeCFKHVjfdR23imO1WOF3QSRIM
iUyPGgsnlC2yg/CATmZTmfnKg6 rwU04Zhd7bf92873E0InJwrhFIZg5aFSn6hR6N
15eNF6CY3m6icjaT+Km800Y jxcMNwSMmgPuBgXYC6J2NG8ppSpR6czacZJWgPK1G
XdFFf0QTcyh26K1P3P47Dp/ZK/ciDQ8Z0SxIhT7e8gI813SdwkTSy7e2razbi2vA
ZxDaqgLpN1stx+doOIPjWiFrDW1WLwzcS9i0AZMHDNXY5418zNXG70wwivjOt3nIl
4i/EQX6SF7W409wjM3rGdr91clKpRMR5dWB/Viflyoe+9UdiC4emnXosdRxKBUmz
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nJ/ej+0ZGsTQ2QYgWvMFgKRrOP8tD7L611LMThXEv jff+HVILH71PZioML2znenC
j4SGhvqQ78/vgAKSIsXCNy67bNY8BE+vUWDSoYpQ3JTuv8af6oubLVSPmjIQRxP+
VCoyVSBymqt/kHFgaNISUMDQCrKX7gDD4EOROM7t4034MN3HWNVTriz5SnqjQxkt
r+3aUWndQchUHAmH3Sre3Kr+U5+VGSuRRVaB7FgKXrbaGD7IYNmfBuaV0aA8CJgX
/BvxQv3F3zNmFCh8aomVmQcQdgI®ZRfso7t/sbT+/FpgMVIXXSzp69LwrpDME771
TEP3J4L1S5f1Nuy12MYr3Cfgqe58erDbs9x6L172nP4WgQUDyJIRROWWPNUPYq1M
2YnFt1iwsGSHSzgv32ykbfHqcPujklZHm1omk@x+2KUkToYZwTa+0OMvC7uXPxGkS
8vuBzJzQ1X3fZYbsaiyJK5uQxMj2Yp2WTLsPFEkgOxSK15i3vmCWq/kyZMwnrVr/
Ty/xHasuS1BaM+uZEVorNOyFdIwZF7aeAp2yi1j11Izh52xY/hwOcDhooB0X5a8z
V2gsdQQJ5FS1KjJzfs@nsKfxkQCLkzJPCdyzWF1maUuotGvV37qoCqBWALzsw913
8zB5gTGDAVIZkf04/HL9971ZcsxuPzmrv9u9NoS41RM40uGBqlhVaXnPPTSKW7DG
zwpOocCWhhJE5UrhDxWCZHYDmyBqgxk77uGn18UzUQQ17t70/EZueLIQZR0ZG/701
IGaub+M1YXtB1PXPd8whCsd67NVS1qMkLADbu/S+Nr8Q/KBoVVC2kwrgb4dfHf4v
W224JE3WnF jtvkc6vDBIEXx+Qd02yw5nR7Zo+XqVyoFoHgbUyhbeWTbM8hqIFUvfd
C+BY1wU87jVvWCM15NNY8R2ZwUgyfeshwpmNUbuguwy6CIUHTblwJpYBw1juOggXp9
gESnDasfuz5dIzuWMxxRwKn/GtmFejYuf4G5MVqgzH8GLB7bHMuréyEVhZ jhNAWX
khcDD202+6vufzxbbOmxfsGOvKMgTwA43MhFJYnw5aX6ikQiDP18HpQaJLZ5A3Ve
g9AeNhHqnB7pTz/4ZXy776K9AmyBxSXDz/9AJfdEq1bQDW1S1dX9UaQjNIhCpKIt
wfulvdx4b9Fdrqo4Fm9Ve1uIlioQ66xyahrS+ekBjPT180quDj1IgfeWWzZQH206VV
ch/9mJmqJLKugMEkhzVm2RQsbCwvALS2bXmBnIu68sAdrKY+G4Ph/QzoGpG203jJ6
XPGID2SHF1fYKhg8bpqggtzncLXtfCps2v5dr7ZMeKVBGCOzR/0Xr/YFHCW+EBCCE
MI6PJrXbwj3Vo6rGE6Akvi9t7BCVg+GO2Lbh/cLTnClmebaXo2K7CV3913tFbeXw
FruMZbmU8aneltETSrH4BDL8pnZghhQQB+6zynFH71zRUhUSZG13ko5GJ /XmjnUW@iCbC7HF/1DJp
BJR81nccq3A2i9UJshOmv2tPtDVFWEJS5DORNTEdtMul1rHg4HYJFA4ZEEZAACPOKr
VvwV1GaYSEMYE/C4vMHry65qk3JiHkPL+ceFv1zxyL43F1xuZ@rEfUykpIuChCMA
I6NSTW/ykTdeKu3weFTDCEXONXTfhqYLjUnmJwrHwdIVRW1KK@ixDTb1NKDefOun
4R9LWN+nXpmbQYp3n+UIBqQn3+b98H4rBTyDPq30hkzK2ZkVsfnHKe5WA6x95RQm
zruzY5a48PuGAcRbGUt8Ne/1v4A5JFc1iETKkBCX0zSDdWrZpAwDUXnwY jwUc9Hon
aWC2g90gTT2DWFBdOWHJoDreSfquNsiC1LWee25QoG9yP+AByxppJJDTyXae2PK6
tC8wx058N4LNYIZhCOEOUEXSIgbNoNFWTjNeAScWXdBnNN+NgvYkYPR/ATVH996aj
Vp0djJGVCFVaTphqgroger+f9PUk27gXbaK4tplwnNb2+zK6IVQsK81+7Bi8VBYKv
3j0g023Cp+276nQbZthzf01T8DkYs1E41M46DFegPoTqFTN9Y9/CyFxQOK/+uT3Y
yDqlmgJGCRj7Lky0gcZGW70TkgyZar5VM+uWOM6ASqeNj61HrZZ7eTNMuHgNeows3
cIERFOT6q/njzB1e5VaWWqrcPudOBCPcTXzFfGOM6gEgUjzLKkEg7E40XPiNFfrGZ
3RRLFP6qYJ/LFccRsD2gFQFGmOFmbK/ rVGPn9c5mjf074Tqb19VvzGPyYHZB94LH
6hboBD4gH/DVKJmPN157LZhj1ytsmG5tGYBzBaG5QR+C2V1YWNBF rs9A8mOhsIQu
srundztS8LickI6eR6hVpO9bclXmxfA/YYPQs8pUIi2evAemdXPab6kZdQcU3bijA
nlsml4AmYNF1w192wDTZ90VeAzH8AjSGRghRAa2r /G770yge4EmmhgqwWBxdshuii jK8KBS43Vp8AemViMfaVoOh8gjgmAs3kt6UPLN1Uy

Gillmor, et al. Standards Track Page 157



RFC 9788 Cryptographic MIME Header Protection May 2025

xfdfcAJ1Q+j6NS7VsQ6a3VeDq60m3gn/v+CARGFh9SG/sh+frkbtLd6wAdDO33ES
4+Y/LJIWE1ksOYfZZkJ8Pn94yE/kvRLRIui4gPosJkMmuhc/hCUBexF1lkiqOdRJF8
qs9H4gmtEHCIMCK4t1/3/UA1dw4+4HOGX5F /8mH6WTASSTQ1PGzbBfNHBXYhE4Jm
JYdhpaz8rY5djEGrwd9gx0J/x0fuZQSTMQA4DAyb/keFZYY/obXoCpzTh3uASmm8
SGAiurgRPrz01XUBz6eR6LGM5+TYJsf4tXF7ylURXM29ArS8Fao9K+RTZDRhWs31
uYaxGby/QFmKovpudaT/NPgVtpv30ihUgrEnMvh7nvAS2rk/2+tAsLAIpxm/1+HC
4zemv+joiSMzCKEEGY6Bj7amYpW1lU+Ohr5thU4N2MyL4AGRy4XEAfyfaqShRAcrAF
aYChXvfiQ4V21d57/P6XUaKn4zn9FxzRb/b1y2Z0qCEmBITnOsStaPiaYXfbIbt9
NtwWB7pFvdwwz84QXdEzEKfM3BRF4POOVEYyYqraFtDUchLi4jj1Cyk/Tpl6L1teY
q95nw4Kk /bY6Rce/cRzwJKB1f/33hwBA7aBxonntx11qsIu5MKaoi7xhgQP73C9/
xQj1UsKIIQXw9u8G8IOBhWOAGFFRhfoYIjwXYD8VKcdzstOsCRPMZiNUsSK+E1S38
NgCo9+09NZvyPF6UBErZMP/5CcX3r6owSTcSkOZXFvbQAUZMyBnyGorQ8MS4AQ/S
9RwWND4aAsnsMeNIWXTavNDCHIaez5HsiGwhppqY9h2eCWegfreRe@diP85+x05ro0
+7KLUIOMW8B6zP5T2VSdFYQbg80jI4sRKaBEHWg1eF1rK3XX0y8+v5u5RUV8Pclc
C/605Co4VEogaY5mhimizvF7ulwV71KNKGQUvBqsbXe4MjBj87pecPNKp7J9MkeW
rbG8Tqk8ZxFGeu3Wp5WAzIYV688tw4rZOB/jQMsvjW/uueVXNA4tyLMfYUEFrDjm
4+1INTW/ynvi09Ztoc5rATj29mfqSX6pImpP/CelL30SNMVSS+STYOWT /p4tKYc/ED
ydKyUhr3fH7YsnC+m@xpxiHO7V8VOp5MP2+fq24mMco301aZqHboHm+cC4i30gNJ
t0yvxCDFt7UTgEJAFEfqT1AIpNtATXtXT5vLSnBkX2UOqjL5FkhwEPHe6Wqw1167B
x8uzVRuOsCSgLpo9Ljgp561y2vEr7gDSWgqIit@cVIwXZ1UcO0zzaVrDWtDDfmXYF
stpjIHk4BsJGwoqJN8GTIIGV6Pi6D1pUtifBcDEpCoBt7wkMUCHp/Bjq51ESTtZA
86yRgNOZKLuyW7tqDfOPYQUsUpbAM4E8hrN84EDgLYMCg6AC/Qs3H/wD07cJ4LCk
M5HpheéhiyehanuMCtUVyvyfSbT1hWY5LELYr9UKLYHXMdCRm6SI41hkcD/yd7YRc
8xXJWFVSBSXcuRFQD8ViGo84HNNw450a/kcTOtfJLNDk2psDgMICjWkiZDcOJOfF
ExX065SCDaVSK2a2hScuhLb4087nkHPTtmCwse92gYQlgEJghAUCe4tupS3Tlced
rYx5p0TRqg0ad4saxyQw3KOkvCYbOOvr3e5ywj+I7FJmdT/3FRepXHAdJgeymSmelh
MUnQVvRetUv+tbsHk96DXjMHUfVCArWec jf4NfuweEud6JAtmIXZhmBFT1g/j+0B7
L3+nunA6/dDrI1BNCCQ/WWW3STpAhFC7jBCzIZMJIMwyP7tRk6KL+PptfMMWD2rJy
QpFXwWNDVCKOca+JCuhJ31hlfjrexPJKD5/hhqGdKqc8=

C.3.11.1. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIR/gYJKoZIhvcNAQcCoIIR7zCCEesCAQEXDTALBglghkgBZQMEAgEwgggnBgkq
hkiG9weBBwGggggYBIIIFE1JTUUtVmMVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5;jLWNvbXBsZXgtaHAtc2h5DQpNZXNzYWd1LU1EOiA8c21pbWUt
c21nbmVKLWVuYy1jb21wbGV4LWhwLXNoeUBleGFtcGx1PgOKRnJvbTogQWxpY2Ug
PGFsaWN1QHNtaW11LmV4YW1wbGU+DQpUbzogQm9iIDxib2JAc21pbWUuZXhhbXBs
ZTANCkRhdGU6IFNhdCwgMjAgRmViIDIWMjEGMTI6MTI6MDIGLTATMDANC1VZZXIt
QWd1bnQ6IFNhbXBsZSBNVUEgVmVyc21vbiAxLjANCkhQLU91dGVyOiBTdWJqZWN@O
0iBbLi4uXQOKSFAtT3VOZXI6IET11c3NhZ2UtSUQ6IDXxzbW1tZS1zaWduZWQtZW5j
LWNvbXBsZXgtaHAtc2h5QGV4YW1wbGU+DQpIUCTPdXR1cjogRnJvbTogYWxpY2VA
c21pbWUuZXhhbXBsZQOKSFAtT3VOZXI6IFRvOiBib2JAc21pbWUuZXhhbXBsZQoK
SFAtT3VOZXI6IERhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTcO6MTI6MDIgKZAWMDAN
CkhQLU91dGVy0iBVc2VyLUFNZW560iBTYW1wbGUgTVVBIFZ1cnNpb24gMS4wDQpD
b250ZW50LVR5cGU6IGT11bHRpcGFydC9taXh1lZzDsgYm91bmRhenk9IjFmYSI7IGhw
PSJjaXBoZXIiDQoNCi0tMWZhDQpNSUTFLVZ1cnNpb246IDEUMABGKQ29udGVudC1U
eXB10iBtdWx@aXBhcnQvYWx0ZXJuYXRpdmU7IGJvdWSkYXJ5PSI2MDEiDQoNCiot
NjAxDQpDb250ZW50LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9InVzLWFzY21p
IgOKTUINRS1WZXJzaW9uOiAxL jANCkNvbnR1bnQtVHJhbnNNmZXItRWSjb2Rpbmc6
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IDdiaXQNCgBKVGhpcyBpcyBOaGUNCnNtaW11LXNpZ251ZC11bmMtY29tcGxleClo
cC1zaHkNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzaWduZWQtYWSKLWVuY3J5¢cHR1
ZCBTLO1JTUUgbWVZzc2FnZSB1¢c21uZyBQSONTIzcNCmVudmVsb3B1ZERhdGEgYXJv
dW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBpcyBhDQptdWxBaXBhcnQvYWxO
ZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGluZSBpbWFnZS9wbmcNCmFOdGF j
aG11bnQuIE10TIHVZzZXMgdGh1IEh1YWR1ciBQcm90ZWNOaW9uIHNjaGVtZSBmem9t
THRoZSBkcmFmdABKd210aCBBaGUgaGNwX3NoeSBIZWFkZXIgQ29uZmlkZW50aWFs
aXR5IFBvbG1jeS4NCgOKLSOgDQpBbGljZQOKYWxpY2VAc21pbWUuZXhhbXBsZQOK
LSO2MDENCkNvbnR1bnQtVH1wZTogdGV4dC90dG1s0yBjaGFyc2VOPSJ1cyT1hc2Np
aSINCk1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVRYyYW5zZmVyLUVuY29kaW5n
01iA3Ym1ODQoNCjxo0dG1sPjxoZWFkPjx0aXRsZT48L3RpdGx1PjwvaGVhzZD48Ym9k
eT4ANCjxwP1RoaXMgaXMgdGh1lDQo8Y j5zbW1ltZS1zaWduZWQtZW5jLWNvbXBsZXgt
aHAtc2h5PC9iPgOKbWVZzc2FnZS48L3A+DQo8cD5UaGlzIG1zIGEgc21nbmVKkLWFu
ZC11bmNyeXBOZWQgUy9INSUTFIG11c3NhZ2UgdXNpbmcgUEtDUyM3DQplbnZ1bGOw
ZWREYXRhIGFyb3VuzZCBzaWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMgYQOKbXVs
dG1wYXJOL2FsdGVybmFBaXZ1IG11c3NhZ2Ugd210aCBhbiBpbmxpbmUgaW1hZ2Uv
¢G5nDQphdHRhY2htZW50L1iBJdCB1¢c2VzIHR0ZSBIZWFkZXIgUHJvdGVjdGlvbiBz@9uSkhrSWhBZ1RQUm1jaWhBZjVZ
SnJ3N3ZqdjBaV1JXTS91bGkNCnZkUGYxUVoyaBREOXhwcGQ4dOFBQUFCS1JVNUVyY
adpnZ2c9PQOKDQotLTFmYSOtDQqgggemMIIDzzCCAregAwIBAgITDYO1vRES10r0
Q1SHoe49NAaKtDANBgkghk iG9wOBAQBFADBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMC8GATUEAxMoU2F tcGx1IEXBTVBTIFJTQSBDZXJOaWZp
Y2F@aW9uIEF1dGhvcml@eTAgFWOXOTEXMjAWNjUBMThaGA8yMDUyMDKyNzA2NTQx
OFowOzENMAsGATUEChMESUVURJERMA8GATUECXMITEFNUFMgV@OcxFzAVBgNVBAMT
DkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEA
mpUp+ovBouOP6AFQJ+RpwpODxxzY60n11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB
8gOUH/CVt2Zp1c+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSxX5
R1ITEXGt8p6hAQVeA50Z2afHg4b97enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJan
Z/VmS4TgDgXjWShplcI31lcvvBZMswt41/0HJvmSwqpS60QcAx3Weagl@yCNj1VIV9
yu/3DjcYbwW21Jf5NbMHbM1LY4X5chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJL
AgFpW/jA/EB/WI+whUpqtQIDAQAB04GVMIGSMAWGATUdEWEB/wQCMAAWFwWYDVROg
BBAwD jAMBgpghkgBZQMCATABMB4GATUdEQQXMBWBE2F saWN1QHNtaW11lLmV4YW1w
bGUWEwWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBOGA1UdDgQW
BBSiUBHVRDYAKRV8ASPw546vzfN3DzAfBgNVHSMEGDAWGBSRMIS58BxcMp /EJKGU2
GmccaHbOWTANBgkghkiGO9wOBAQOFAAOCAQEAgU140JyxMpwWpAy10vK6NEDM11gD
5H14EC4Muxq1u@q2XgX0SBHI6DfX/4LDsfx7fSIus8gWVY3WgMeuOA7IizkBD+GD
Eu8uKveERRXZncxGwy2MfbH1Ib3U8QzTjgB8+dz2AwYeMxODWg9opwtA/1TOkRg8
uuivZfg/m5fFo/QshlHNaaTDVEXsU4Ps98Hm/3gznbvhdjFbZbi4oZ3tAadR1ESK
9J1QaJYOnUmGpfB8PPwWDR6chMZeegSQAW++0IKqHrg/WEh4yiuPfgmAvX2hZkPpi
VNJYdTPUXTS07K459CyqbqG+sN0o2kcTnTX185RHNrVKQK+LOYWY1Q+hWDCCA88w
ggK30AMCAQICEzdBBXntdX9CqaJdcOvT4as6aqdcwDQYJKoZIhvecNAQENBQAWVTEN
MAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxMTAvBgNVBAMTKFNhbXBs
ZSBMQU1QUYBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwIBCNMTkxMTIwMDY 1
NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAOTBELFVEYXETAPBgNVBAST
CExBTVBTIFdHMRcwFQYDVQQDEwSBbG1jZSBMb3Z1bGF jZTCCASIwWDQYJKoZIhvcN
AQEBBQADggEPADCCAQoCggEBALTOiehYOBY+TZp/T5K2KNIOSHWr+E3wP6XTvyi6
WWyTgBKILCOWI2 juwdRrjFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70xsVcF7q4WHWZ
W1leYXFK1QHJD73nQwXP968+A/3rBX7Ph00DBbZnfitOLPgPEwW]jTtdgOVvVQQ6eWz+CR
Q/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3
NBAWCRYV+I65x8Kf4hCxqgqmjV3d/2NKRuBBXnDe/N+iDz3X0zEojOfqXgq4SWcCo
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nsG11lyyXt1TL270I6ATKRGJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAM
BgNVHRMBAf8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUDAGEWATAeBgNVHREEFZAV
gRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMA0GCCsGAQUFBWMEMA4GA1Ud
DwWEB/wQEAwWIGWDAdBgNVHQ4EFgQUuU/bMsi@dBhIcl64papAQ@yBmZnMwHwWYDVR@ j
BBgwFoAUKTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJ
ojanzqgmgaSN3/gqSQ4cbbmdj /R40BEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnN
vOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3el21Vh40HhyIO@qNuz50ShNaACSi
0Q23WxHGVy9vsdVfnbhsplrWg9NQ2WbpCmK+20Mh20Y10Z /wvXMt9cG6 jbMvcdH4 ruNpF
Se6sDsPTGmIcZsDjQ/MZV55S4pmhVBQu4SoVZDVMIKHKxqfBbj+aTs1Cyas8R88h
cWgd8xhiU9ufoC7p6qEMVIyMvyppeupRy jQWUCH+2XtQ5sAVmr+F+1/Valuj7JZw
JUBXS840inCF6uApu7eucGblt8t7ek7j3JXoFVE7g8a/01JKg4ezNV2RduQeNXLT
m/1BVIfeiiOsmgmJa5RTgbgAakJtdo3odHj0cI31eANSbQIE3XENZ2E9L8JWXYNP
bBceEhIvu2A0tV2PYCBfrVpOWTVwWHorm8GG/DyvsAsa6eGJI55hA8VeBg170gT5
nzc=

C.3.11.2. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_shy, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0

Subject: smime-signed-enc-complex-hp-shy

Message-ID: <smime-signed-enc-complex-hp-shy@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:12:02 -0500

User-Agent: Sample MUA Version 1.0

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <smime-signed-enc-complex-hp-shy@example>
HP-Outer: From: alice@smime.example

HP-Outer: To: bob@smime.example

HP-Outer: Date: Sat, 20 Feb 20621 17:12:02 +0000

HP-Outer: User-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="1fa"; hp="cipher"

--1fa
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="601"

--601

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the

smime-signed-enc-complex-hp-shy
message.
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This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy.

Alice

alice@smime.example

--601

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex-hp-shy</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--601--

--1fa

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjveZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--1fa--

C.3.12. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_shy (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_shy Header
Confidentiality Policy with a "Legacy Display"” part.

It has the following structure:
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L— application/pkcs7-mime [smime.p7m] 10920 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 7072 bytes
4 (unwraps to)
L-multipart/mixed 2519 bytes
multipart/alternative 1597 bytes
text/plain 564 bytes
text/html 736 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-shy-legacy@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2621 17:13:02 +0000

User-Agent: Sample MUA Version 1.0

MIIffAYJKoZIhvcNAQcDoIIfbTCCH2kCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
Bog®MABGCSqGSIb3DQEBAQUABIIBACGBNN7CPutWy@itfe5dCraP1DXBE+WvVvHIX
EhTzjfwj80y666bZWDo8VCr86IK1UL3/0R6TT1a/FyLJO4yLW+1Zn7WVXxxS8PKGrO
0aE56/0JxgqRRL3gnY0B1rMIhqfFrG2DNh6rjRnd@3witWba76ifzdWdCz3JRCsrC
3h1h5SMSLYH500TDFEJ9tGDGmMXFZ5+x4FJ6D+1J70LRo64r tpHthyuO5NTNXPBXU rSFOMPO6N601pRZNHTXmAghwg
JGppsM+z42CDVWr /cZdmJAFBqTh58Yba5feUKKVha+SVHfhjgaW4v27XT3kKnraH
7tkFxwXRvPa/qSYKSgCS8LZeHE jOmh6HX7mJjbWIeEogBw9CH7kUUsqg+YDmZ4ReE
+teYWio5HaP6aXoiy8qSyu2kbzz /EmIUXEIHWDGtbZ4f8Hqpo9/j2cXR59xGspg8
Ou588sbXipWzBv1gxN24aRgpBov4818XHqw9JzLozz0GObZwdGMwZeKrtSPjtE5K
Qt2Gonk30Ri3LmLPVHQ8TKv7ZeEUwW3mY /95n0oB2rDvIfm3sX/bBIWTttWj2pnzQv jn+yxFkb
smZ+WJJoMzJpvUCTZ5QeE6bVZhoFMPsDWa4UzzWhiwxFr21j5guaWgJduQgv3qHE
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qF820vG4Q4gR35gGHebJ6dXV5FOWD /3Z253ZrYMZUZxdwW+bWr504UgFHOA7ngvau
vHgOyTnnxvRzvKSkhr3uRItr8jM4+y0a18HLUOMi0+/L45xJJwf8A8GKLOBCNabG
giTHu+/5KYG3j6foE8Mf4xTUAVGT1dxp6QfEXZGTmFVO2 /w4vGJTzOtOrYSPJ3bXF
+HahaZBS7KXpN69rRqyFchtTC1Vbm7b75q37+1zLHisVebzvco92TyClaoKoolL fZ
sifJRF8KUdETWNKNGFIj3oDmmSUrJ+0YiB3h7zJWGiVGiNd9UBXOm63/7SpTIaYZ
e0UbCM+nQ5/SFTg49gqjQ2PPh7QS00zi0i1MyosOAWWQ3E9ThEhKLzoaGzPx/dLri
HL1ZBjjdtGC11SCFcjdYLC7sP3W2nbnyBMG6dqvwakWGlaAuXPZ1y115jn7yJqPL
Pnp/eVU+9S1UfuqBfZQbVWPhIUmYg1KL23HzVOb1IsKgbilsjxo7DL4RrC1axRFu
E5gKB1VaUCiDkZhiKj6vPQetaCD3bTi6Zr /xjj8rH6GORr8aWI3HIVgFtwrtuAxh
DOYN114Zm2K26c5FcrTVXh1XCpbRCjjORggqsVUX3onamxHONEdxSKObegqfBQwjA
rn8jWSo7 jm40wmpiEjg2Szi43g9C31jwMpsOEuU1zAg67/00n/ft/+75/y6j11Sb2
thJdp6L2zBVTMJDNbI75POhY1NPogHWIZOVIP10LONH6hcUg5zt8JvXBeoxQdMc jG
uY9ly1w+gLMuFA7KdMO/sEH7GM20wpIEU5gqzoDresGUCE9gAC8kz /M5Q0w4dOmW jVc+2s81MIrhpMnFXL5M9iPnUKL6T21q9m
c4KjLQdP208BtgeqOWKPdos9ZWTHyb4wWNZhbkq8AQ12MkThrHymiA2n9EaV076sh
ceQwORLinfQVbkqgja+tNOu2jDfKVrbI21h93kvK9ZLP/c1IEt3f7u3J4KgCroaskQ
SBN1SCpzALiazPSWB4Cbr@PKFU+moz1n8IvBoYJWryoc4pbX162AFd7dUzXYOWOm
41nXvsg2jKtor6j/CUIeIog+GrPlkfuesFKihydC60CEjpGI68qU+JGB8AhM4ZCvx
4V{B75yJHJ7ch2hytw/UE7K6Vjz81EaxS2LZ1DqiHoBo58QwgPbmmYUU/Mf5P1PH
ybr1KTSeNyFT1Mky+GmpcN5tX5aY+qelLQ7muérfYLVk8wABaoc3NOsRGO+8eigan
01J94QeBmRbo5SDbe8PuRqGuUGtCi1sU4vXbKBvBJtODUZ+u7cTKHdZ20s08/JLVV
Ys+SYP60SwgngI+EBc85X0kREcpO11Qymx0iJT7ulUJHISBIP /NFoA60vCYBZYRQ
STdYEKvW+BKpVsBLVdYEouJteWd1Utc6Hi96Ej60S+WtFyV4YUE8MtDzLk1buy6E
YIOFJiowAWYFVwWNVw6JPMFOyoHdk4FIj/1EChCLKNUgLOiABgkYOBpSnxov+Ur9N
OV7FQtTJ6/d4szAWZbApUeFgX1iOb/py9ELl/DOTGy60LUNL/iGVfTf+Ajg5+emCh
44Ahob2UH70VQOHrMT2GDMizGvgzSPnMk22PAYcePvREiud4wJk2tue48CXUkVhKQ
147MUmBKnC6gDny jsQLB7WZ7PkizbmGC3d6vS4N3CcopEyDK7zBaWppewVagIKd4
qOMn6Y9iKmBy97Doc/y8VADYTN/EDQvji4j8Sg8I95¢cx1VInn46YDVH6HZH2ZzJGh
4xUC31AfOrBVe/v50QEHDcCjFZKa72vc4ieANqQPX4G2j0TegJG8JzxLnHifud79
d+0PxcxM8U1w28ybRNWkP+TiDZZQ6L61Cib82fyMcXxeUiGRYRAhSNOQYzb1DBfH
Z1H7gMFaWfJAa5XJtJSpJHEstbiWVOreEQY /kNEBkmddEP54uT/bcxkiQs/f89CTF
K9ShqAb7GEmdQM1nv6rf3dTiG8GGNBsztaZAx4/LK5IeoYQUTSrkGFgah@qsQ09I
TaESQK44gRjCe5F9PXjpPK5zpZABTi0yBJDPATh+v2zNj5Pk1N3V4VB20WCWG8Y X
XwaF5YE3dKcS6BVMnxy31ARXKtp4MIZRXpgmab6qeIL5DrAXDOLMoTqZA3fiNguuM
Vn/LIEQxpbxhGpzVi3jcDCthvzdVWppl+VfG58ydngch1PulWNfkkABoEt55ub781
AGQRhm/QMgYkeXOWrZelfpIKGUFt/WkmhMPpl@4sRaJLjRIo+1KXV39TYrlegf/s
2Js4HRzAITIdWufUQHdtemQkNKnssMIVI30L1oli/OR+hPv1sAc7XshfPzgbIXXd5
ThQX0iSsPBVTy4yHI5d+0LLsx3zfSA+Xq4XRF7bxq4xoaDKBYBCoZe2qVi35Hz51
sPb2AHT9qHZEV63YZ55+pCmH5k1Vsgr1jBpQo8QUzYjChGq6XO0w60SbBUHMTO/ /0
aHB++zb7IsnYHNeEJFCiRCJIXYACHTVWc2RLYfxJz6tx6GidcnhgDMgw/h5Du4X+q
3WTRXxMfFJVNjHkHiD9JsNUNQ11iu+I6LREW27IHaxJ3urfJggpEv7nNZKoQ2Fwnk
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Hinnc1Wc1ZXZBoXpos6zQkmBbx009ciJKPvfU5vhkjg02Ja7eMnvaGem3xwbubla
dMCW8zT+Y710AY3L5jfW6BAwKt55cOnJELUDrnLqR6ITI+b4Ng8+MuPPGkvXIosV
umZ6sgOMWPQfoGgROiOF80QHkHY1MA9L8cTXiC4B61ei5GvTHfoad+701zD6ygzP
41TgaeSC57pB+3ZNrjNn1T2iEL1XZZb4sqxwxDf7mw5FdcI3R2VNGH2Hu4k rCWqd
4yx51aRk45ChF9Ygd7VexK7ELSRAd/Q3AvkFAyj6oL8Isy3AqruaGzvLPoqQGrTv
uT8DajA0tfV8r6EHT/im61Dwtk2ccGuBoP3qYXJ3uLqGQRYXW5KrPEeq2Ux1bSra
nDGYPQ7+0BB2dg4exQ6ewCBAs6HaX3fHsAKJcOFCT49LC1IN7yu7ARvXZ /yUaGaHq
irEWffl4ICOFvYzMv5MYPczJA+c8G+vJZa3qeBm3ZAZWFMZOzdk jz9joE40x8syE
7ME2a9uBwnelLHTx0GGORZsrL4NFxt5wCGO9nj43civVgBLwbjsya®i@/RH+671fV
jmsvZ1M6i9LzhPuvDKe7Htvv6 /wJGqBSAsY3PFOEMKQ7n7+Jb9Vk+2906Ivi5+Zp
SVwmHH7KL7Z7/73U5PSjmuGtyP1vQT7RRr9kqk7BbvEbdpyIGHLrMPTf02hIDc26
BsuVkZOpDrY@AsUHvIaEZWugmWfF5Dub50sg7S+1ZEaZG1nr9jn7ZkFyBynC9eci
gQeh17PBaSPLBeAFgvsfoH5ynBiJMLnuWw9Mmw/G+mw2RMEeV4wMJqy1B5mP2hRO
0D32KWcDtxx8NPHULbFtiAZ067raGGWkWYI3iIeBYpqCSJoBbFxcch1CfK8VR/WH
YDFwItvBvQ5k/ntvniCeh1JaP2UwelVV6émafH7qrmXmvqtq2QEFVbVB+aBnRK2K0
uFKbXka+PbZ1b7311HxAz+xsEAe1UX1nKi+aAS1+Qn+pS3YKyuHBzg19p0OAmMCT1t
50hS7j+0DBgHYFajNfLb71Jy30MceP7gk j6gW1vHMKHRSHVOCBK1bMyQ8JAgMJU]
8yf09qgbXWzMxyFxJVHX5CYJOKHATJTfQNF1y13M158jUHUqP9Ys2gDMPrJvexTsq
T1tvxFLTOIi007WsUOyVALCGi+wnrUk5dbhfwV6FhdZKNpfFnwpdelLak/2ccMMMm
0SZ7WBFFKHBmmWMfo0zq53590gGE3sf7/C45x/9SDiIsfWQZusA25XiJ@OnrJxwoho
5mN97+DUx5nhbKzD/ajTg43kS1dRJFvtbDHC2nYaIl6SLXg6HWhCk6gnAnb4Fxau
3MIM5XZubDwXQ0Z21yjh4Yckfi69GU06qK3DgcOwugvmz2WI61T50E20d/4HdTf9e
LNEWzR67qvyUy6tILZi9R3LdAN3HukfmJjXCbaIOUFtQQUgRgCEdM5NbSp3UNTZO0
3trXdXa@lifRJ5VfsdmGUiaZqgD+yi/p+sYuwRDMu/sSPaSCBf700txsLRrScJ4+B
yqg+AOUxxWYCH/A7kAQ5Bxyyj/HxRRH7K1JRTXxTxZChuad721D84Y700F jaRAx5G
yug48Ls6jJugo48ceBzVZKDQYW6cAoufc+xz4BLZobqoIjGn2vu+9pIvED6+Bud1
p4wsgVSOfM2ZktBIM39RDedb+90NxvKw+V09Gdo2XmcMQtig20TMLKkUbNbiPC50r
diokCwEwWSAm/+uXU280GhFo8zHwWIMpcfzs88kKHCINrTqSOmMNFnXm1bGydDdtMgX
Mz0c57+8uCrQvFAa9yXcY+dCIXxMNj59511dBMXCVzwUaJF3ITCJOJukOZIE784+A
e+MSqO0Bm1GPHya7f7wnAnEz3d1qZ5yFgBVOB4kcXpAaW51gt9xWk8TZ0OK+0o/+R5S
4VR+wb7cQnYHQNVbMrPCF93Btqwld9fFDkmv jxATfG8IyPMyuEzfSRqhHOqU/K4Y4
fbggbxq1520vax+foW/nQNKFL7Bj4GqLKTLASOChQxT1YnwEuQBcI20Q8zz09fFC
AiDYruczd8dA7mPuC4FQrCQjNXp7fzi2GKE8rN1aC6/EsZGFZujmVq48+yMQ6Ufyv
byymZ1AhAbFXNJ1QjQ98rkyjooQr1QIjHpFn6wH60fSt+1ncOVL1DMRM+8KpPp9o+
U+khHu2wKDtFoOhw1+1seImMBcuIxGLTfBQ3fT1pl9p9PcN/Db+eMuPjXv1i/jPyf
z3mB8EIOQg1YqsSX9IulrvH60hs1S5FLSYXG+tT+9U1pytiijH8MTUHUCYRAS++yZ+
VwS3S1yGFryw4ul1vH1CT3rUbYpxbVkk@aWoeT1HFbJST6WvSkB40dxYmha2HK4mKb
a0c7QFDwDveewOf0aEXilLVysKhSZusmsIvS51/0AZDdeC+gmeEH9yctRIJS3910E
DkIOHpM1QEuc/abzIJx3/KmKMHmVKfbVvwpzuiwByvxkIveY/enWILBWXQWLzpid
h1AzKiewpDZesdXXCw2pRgafPZRrjuAwInpakuU6AuU9TmhHeWgRD90tpleyI5Xs
VimkL81rcuCBve5dXtziFZ0Yj1TfG5VzWAiSX7tajl5tv1lhSiCmQN9Yz8CusOfP9
r2kDAroyIts20mukgRYoavOC3vZVp30vUaxnPcRw70+8s0pbCWRQen7PVtT75vz0
7YZLrXN2fBhzx5kxnBPD8Ucv5t9ixepyB/pSyztdejHfyTCT9twNeoDKfgkzJ/Mx
HWy3Az1NpSuT4Brqgjsja7D1QJenDuCqcMsz6xVL1DM4w+JS5TMi0e jWuIu5Ck9ey
2QIQMgEdYmIRyCOzevw260WsbCdwPMmYInUwoTFifcvtC+JLZVvfFp7LgzKa6XCIk
dM16z6k0OVZKKTjUfJewBdG6ezIec0QZdK1YcjSPy8R1uEPvqc94MTJ5uTdbh5sum
EYIkT6h6DHWjfBjoCTYpbFavprngXmOPVvoTcifkUemh3sOu9H1100a8wtIAZp13
gVqQXS1ErvzF6Sy4UKSqAu81iM2WUSZH4bmW36sEBEOykXh//19wqHW17NqGHrgG
AVMmRB42waFaTLysx/yNwyrnpNFIRQoRKi9DgfFvDCu94Q/4YfWojNgcooYC5SAr
1SLt6sjIWSp6neP6O3RDOXq910mbrM6dF9JAL3BAUKOPNS/+zaaVva5IWyal 9KsH
2mJBvC+WIk40v9k+n91HOc1eIkJZDCHVeqfM/FEafdhD7teusBcvxDPhZVQ810mH
phcUd3uBGEZC4LOfEYar1A9BOKEYs1CodnDC2cKT3quqtWvhwejoVttZQgGNOn6w
GLeOsBP4x1pQ5apaSKJa3kV1+Gq+zZs7A+ts13Z2B1kJ3quYpBkW7/39KTWPniA/
Sx++STetToLGYA7UuVndESoTbHMgjGbSOn94taPNmqgejT5aSL/v4SKw3nUGnIeb4
kbuS7CHdTP7cNpo3DC8X2xprJJ3ffZIPH1HvIQqjTA2719s62676XJSG7BIgIrBiy
g6jWTh5X+zG2dRcjTafyPSzW+jf1U+cVF1vW2/cZKz//ku7W/1NOuMjvJGbUbjif
Tm5R2Pk jvwAYiDjvV8QmD46Xyh91Ium01YYpUKZahTC+K7w3qs9gWweP+aUYOL8Q
Ox7RFcCmWKvm6+u2S0fctuYWd9e57R+q555PanLTReyS6FaHDdgpvuoxxrkPUBT+
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gtz1nduPat@SKmO+0253AoFFqozyJpMiDOmEbDKmQOSPHATOX73ZIiUxAmyHFyNc
FJQwYiy/BmQ3H19wq9/0aSmt3CKB60ouUPVTBhCQmwuw24e7X2LxY8J1r0dOSKt+s
IGsp1dVMh1bmiCQE5i1UZBx0oBHLMx46ahaMgcd28B+pCoRkRUMUNZXcB59Jf2/qI
z8EgUqGceYMmA6XT13FvGgke /MGo9MWC/Gt7yX0TAsr6iWzd3wCty /Pd8emwK3wq
riWg3BzmsCqF jtdM1BF5juAUA6WhMc3HT j5RWCGgHr2fVIM49uYuZziG+aVypIKwI
fdc+hL4AXrM+XL/QfcV11pQo9+Smt+ilLHwb1lykdWRBPKUJ4KXIR5jJel931D12zuK
dQCUerq3hDVwsd5WWgQlaG8Iwf4misPoAAmpZpbpB9XASCK1C2dQr9sX81+3AeQh
TPQam+Qz1sR91KDHIm1an4F7k0t2+xRcZu+YpVocsYeBCzmx6F sKKFJ7eGCOwVFr
T/XUAdhspNbo201RQuy4ixDC8gNxMuF /eQoI71ecHShiSsB3pThX9Z+s0CqYu8BZ
3qg2Yerkjrz+/Lnbc+XJgtNYErzKeeb2Y1l+wSivCvgs2CZwHAWagb40ycadcp1rGs
SHSAyMEe3+9g2Xd9Y5UyhPCePnIFtfvThUUWDMBb14NKkTZhci2Q+NGhwSfd//i/q
0dCdTZHj3ucJsNkCtfW7DtIykpy6V1ld5smayE1zu5WjE2EzfumQHHgkOr fCNBBbi
plJwXIOWLAVCJrSAUoOT1ZbE22r4tJnar1DA+V3Jep/VPZTmNxa5DhOfseI4h63q
eudtLOSNBMLMQxz762u9uBBy1vuFmKOX0VWz2aXZ6 jHmNOz4zuwrqbS6yHYqEX3Z
4NzaoFOD7eRJbHI2yFb1owGjPsb7QcRykQfBhmiIHeNJUoja5xZdk9M7vX5ygB8w
ATk33yHYWOumHHFeSPVH1TTsNvLel422gDyiD00fXmJfGAsauqcX11jNB7RI+HM3
HnXNeubb3y3aA1b11djZxngAw0Q1Sr9alLobmpblL/zsKrFXG7/fiz2DmachOLJL97
PU1j9MTspdH8VtBXXT1KFyOSQKBRoGtYmG/0OK5gil1SXSSevz84KJiZw1ReIMXCa77
8Qxgzs7bIccDSBVzfzxjFADQxFY2jm+g8mrS5b17byq05wiN1lLaGyneQeGMsI6HAQ

C.3.12.1. S/MIME Signed and Encrypted over a Complex Message, Header Protection with
hcp_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIUEgYJKoZIhvcNAQcCoIIUAZzCCE/8CAQEXDTALBglghkgBZQMEAgEwggo7Bgkq
hkiG9w@BBwGgggosBIIKKE1JTUUtVmVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtc2h5LWx1Z2F jeQOKTWVzc2FnZS1JRDog jANCkNvbnR1bnQtVHIwZTogbXVsdGlwYXJBL21p jeQOKbWVzc2FnZS4NCgOKVGhpcyBpcyBhIHNp
Z2251ZC1hbmQtZW5jcnlwdGVKIFMVTUINRSBtZXNzYWd1IHVZzaW5nIFBLQ1MjNwOK
ZW52ZWxvcGVKRGFBYSBhcm91bmQgc21nbmVKRGFOYS4gIFRoZSBwWYX1sb2FkIGlz
IGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51
IG1tYWd1L3BuZwOKYXROYWNobWVudC4gSXQgdXN1lcyBOaGUgSGVhZGVyIFByb3R1
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Y3Rpb24gc2NoZW11IGZyb20gdGh1IGRyYWZODQp3aXRoIHRoZSBoY3Bfc2h5IEhL
YWR1ciBDb25maWR1bnRpYWxpdHkgUG9saWN5IHdpdGggYSALiTGVnYWNSDQpEaXNw
bGF5IiBwYXJOLgOKDQotLSANCkFsaWN1DQphbG1ljZUBzbW1tZS51eGFtcGx1DQot
LTU4MgOKTUINRSTWZXJzaW9uOiAxL jANCkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rp
bmc6IDdiaXQNCkNvbnR1bnQtVHIwZTogdGV4dC90dG1s0yBjaGFyc2VOPSJ1cy1h
c2NpaSI7DQogaHAtbGVNYWNSLWRpc3BsYXk9IjEiDQONCjxodG1sPjxoZWFkPjx0
aXRsZT48L3RpdGx1PjwvaGVhZD48Ym9keT4NCjxkaXYgY2xhc3MI9ImhlYWR1cilw
cm90ZWNBaW9uLWx1Z2F jeST1kaXNwbGF5I j4NCjxwcmU+DQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtc2h5LWx1Z2F jeQOKRnJvbTogQWxpY2Ug
Jmx002FsaWN1QHNtaW11LmV4YW1wbGUmZ3Q7DQpUbzogQm9iICZsdDtib2JAc21p
bWUuzZXhhbXBsZSZndDsNCkRhdGU6IFNhdCwgMjAgRmViIDIWMjEgQMTI6MTM6MDIg
LTATMDANC jwvcHJ1PgOKPC9kaXY+PHA+VGhpcyBpcyBOaGUNCjxiPnNtaW11LXNp
Z2517C11bmMtY29tcGx1leClocC1zaHktbGVnYWNSPC9iPgOKbWVzc2FnZS48L3A+
DQo8cD5UaGlzIGlzIGEgec21nbmVKLWFuZC11bmNyeXBOZWQgUy9INSUTFIGT1c3Nh
Z2UgdXNpbmcgUEtDUyM3DQp1lbnZ1bGO9wZWREYXRhIGFyb3VuzZCBzaWduZWREYXRh
LiAgVGh1IHBheWxvYWQgaXMgYQOBKbXVsdGlwYXJOL2FsdGVybmFOaXZ1IG11c3Nh
Z2Ugd210aCBhbiBpbmxpbmUgaW1hZ2UvcG5nDQphdHRhY2htZW56L1iBJdCB1¢c2Vz
IHROZSBIZWFkZXIgUHJvdGVjdGlvbiBzY2h1lbWUgZnJvbSBOaGUgZHJhZNQNCndp
dGggdGhlIGhjcF9zaHkgSGVhZGVYyIENvbmZpZGVudGlhbG10eSBQb2xpY3kgd210
aCBhICJMZWdhY3kNCkRpc3BsYXkiIHBhcnQuPCO9wPgOKPHA+PHROP1i0tIDxicj5B
bG1jZTxicj5hbGljZUBzbW1tZS51eGFtcGx1PC90dD48L3A+PC9ib2R5PjwvaHRt
bD4ANCi0tNTgyLSBNCgOKLS1jZDUNCkNvbnR1bnQtVH1wZTogaW1hZ2UvcG5nDQpD
b250ZW50LVRYYW5zZmVyLUVuY29kaW5n0iBiYXNINjQNCkNvbnR1bnQtRG1zcG9z
aXRpb246IG1lubGluzQeKDQppVkJPUncwS8dnbBFBQUFOU1VoRVVNQUFBQ1FBQUFB
VUNBWUFBQUNOaVIwTkFBQUF jRWxFUVZSNDJ1V1RPeGJBDQpNQWdTNzM5bk8zVHBS
dzIwZHFwYmZBULlFFak95d213WW5DdGtES251YOXxrNjZzcWxUK3pBOWNpZGtFKzZL
d2taDQpzZ3J6ZmNxVk1wTDJqbzABNDdnWURwZUFyaytPbkpIa@loQWZUUFJpY21lo
QWY1WUpydzd2anYwW1ldSVeevdWxpDQp2ZFBmMVFaMmtERD14cHBkOHdBQUFBQkpS
VTVFcmtKZ2dnPTONCgOKLS1jZDUtLQOKoIIHpjCCA88wggK30AMCAQICEW8tJbAR
0Z2dKzkJUh6HuUPTQGirQwDQYJKoZIhvcNAQENBQAWVTENMASGATUEChMESUVUR ER
MABGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUBEgQ2Vy
dG1maWNhdGlvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY 1NDE4WhgPMjATMjASMjcw
NjUBMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRcwFQYD
VQQDEw5BbG1jZSBMb3Z1bGFjZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoOC
ggEBAJqVKfqglLwal j j+gBUCfkacKTg8cc20tJ9ZSed6U3jUoiZVpMLcP3MUKtLelg
9r1mAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXrl6udPo7
k@sV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3p1fIKMOdPzZLoOAJF5m500xzXPL74
zFCWp2f1ZkuE4A6141koaZXCN5SXL7wWTLMLeNfIByb5ksKqUugEHAMd1nmoNMgjY
9VfVfcrvowd3GG8FtpSX+TWzB2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r
8A4SSwIBaVv4wPxAf1iPsIVKarUCAwWEAAaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCG
ATUdTIAQQMA4wDAYKYIZIAWUDAQEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51
eGFtcGx1MBMGA1UdJQQMMA0GCCsGAQUFBWMEMA4GA1UdDWEB /wQEAWIFIDAdBgNV
HQ4EFgQUo1NB1UQ8gCkVfAE j80e0r83zdw8wHwYDVROjBBgwFoAUKTCOTACXDKTx
CSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAIFJeKCcsTKcFqQMpTryujRG
zJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjgOyIs5
AQ/hgxLvLir3hEUV2Z3MRsMt jH2x9SG91PEMB46gfPnc9gMGHjMTg1qvaKcLQP5U
ZpEYPLror2X4P5uXxaPOLIZRzWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGn
UZROSvSYkGiWDp1JhgXwfDz8ABenITGXnoEkAFvvjiCqh64P1hIeMorj36pglL190
WZD6YrzSWHUz1F@0juyu0fQsqméhvrDTgNpHNZO15f0URZza1SkCvi9GFmNUPoVgw
ggPPMIICt6ADAgECAhM3QQV57XV/QgmiXDr@+GrOmgnXMABGCSqGSIb3DQEBDQUA
MFUxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhT
YW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXRSMCAXDTESMTEyY
MDA2NTQXxOFoYDzIWNTIwWOTI3MDY TNDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYD
VQQLEwhMQU1QUYBXRzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqG
SIb3DQEBAQUAA4IBDWAWggEKAOIBAQCO9InoWDgWPk2af@+StijSNORBK/hN8D+1
0780ullsk4ASvSwjsCNo7sHUa4xQU15J06VqY18LANWOR]jrc9BaX4MguzsbFXBeb6
uFhTmVpXmFxSpUByQ+950MFz/evPgP96wV+z4TtAwWW2Z34rTiz4DxMIO7XYNFUEO
1s/gkUP2Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1
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fkgKN5wXVgkWFfiOucfCn+IQsaqpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614Ku
E1nAtJ7BtZcs17dUy9u9COgEykRiVokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8w
gawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCmCGSAF1AwIBMAEWHgYDVROR
BBcWFYETYWxpY2VAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAO
BgNVHQ8BAf8EBAMCBSAWHQYDVROOBBYEFLv2zLItHQYSHJeuKWgQENMgZmZzMB8G
A1UdIwQYMBaAFJEwjnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IB
AQBziaI2p86poGkjd/4KkkOHG25nY /BeNARD6/0FB/sYonX2doizcGMk53riugAo iGOWOBAQEFAASCAQCRRSDM+MtNb5av
W1U602LxrDXrrIy71b8Vw1D3gHSgEaeZ3ZvZ60efQPh40kHNy/oescj+rKZzcLHB
s3RZ9Tnybr7p3kawIEFv1DW3aiyXQ49gQyPHN2NwibhK7Gn5d7rjSFuzprWYACg7
hAVWBd4 /prAETmNMR4DO0XoPYZn+ggJb/oaagcbdEy3Wrzn02n6TW6Eb7bBoUT4t
IrZRWxPrdP30T7N1eHMmCDNGSXt/fC9rgcRLz+cj+1czfUT1Gf+qIxg@5SHy rVMrkL
+XiCEoOck2+pbpz5WFPcmnRXLgH2FM1SNWU5SRwbRu5YZe joKBiUZN1Um1AB8d5JV
U3Zgnl/G

May 2025

C.3.12.2. S/MIME Signed and Encrypted over a Complex Message, Header Protection with

hcp_shy (+ Legacy Display), Decrypted and Unwrapped
The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-shy-legacy
Message-ID: <smime-signed-enc-complex-hp-shy-legacy@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:13:02 -0500
User-Agent: Sample MUA Version 1.0
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-complex-hp-shy-legacy@example>
HP-Outer: From: alice@smime.example
HP-Outer: To: bob@smime.example
HP-Outer: Date: Sat, 20 Feb 2021 17:13:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
Content-Type: multipart/mixed; boundary="cd5"; hp="cipher"

--cd5
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="582"

--582

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"

Subject: smime-signed-enc-complex-hp-shy-legacy
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From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 12:13:02 -0500

This is the
smime-signed-enc-complex-hp-shy-legacy
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy with a "Legacy
Display" part.

Alice

alice@smime.example

--582

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-shy-legacy

From: Alice &lt;alice@smime.example&gt;

To: Bob &1t;bob@smime.example&gt;

Date: Sat, 20 Feb 2021 12:13:02 -0500

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-shy-legacy</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy with a "Legacy
Display" part.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
--582--

==@e8

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjveZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--cd5--
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C.3.13. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_baseline Header
Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 10575 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6820 bytes
4 (unwraps to)
L-multipart/mixed 2345 bytes
multipart/alternative 1136 bytes
text/plain 389 bytes
text/html 484 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-signed-enc-complex-hp-baseline-reply@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:15:02 -05600

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-complex-hp-baseline@example>
References: <smime-signed-enc-complex-hp-baseline@example>

MITIefAYJKoZIhvcNAQcDoITebTCCHmkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAB4+rUywYwd5++VSpboCoBBZnNRSxJI20onFBv
k1Mu5xi3XKYXOMBoxnRCzgXrG5U56TngNGN61fytQNYOUPTYzb8PE4x22E1DGTGL
+PreSLEb/poN@c9k40f72wBi31tN9e6cNJI45aulpg71syfqR2Hh1sNUkO+/geBv /Q44tNb
B5QIN3QbFysX+u5etKwnPdO8rEL76Bf1CBhTu6g0a03HodL /A5jGu8kg9CXgkSwW
vJ+tVggRQTU/Z7hxav2kDabweKsCdOhSCPbK14e9E+16bc2QLg6GnIu2Eu+bYjCC
GO4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEMIDWGtky+I09HP6UuP4Udg6Aghsg
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v/eTch+9+5zUIXYIGGJHROR2nyggJcHXVA8SU2XqzstdG3b7AzrDoIRcKjqiCVSF
4i0jFAqAwWOAOrFecSokWgHtqL3DAwW4BT1Ic/alh7n4IuENIEpdX8wIE3X4xd9np1
Vic3K4eq3Er3WoHNssA8gazrU2Xinftqt15S6sCy5pSK7PN1kxWUUBp141WRMFRG
iWr6IfyVm9By2whh80v7p/bRqC+4rwmIqQU3SuWzMj8oyrrmAlt+A3zEPRwwj j5p
hRAUVeAZWFZN7BVNtqGN34LFd1sLsOYXWXWkrhFF48nL97yxufYéeJt5j/I+L46k
2gufwjkVM8JNQ2LeIdJgBfJDny/zXGOUim400m1G4VrwfoLRDgbidVGWYShiyYd1
azu5pTjhnK+00tn/SQOy6wmSWUtHry5zAATI70iMoATfQOVYRHZOiEGTfMUwA5dW7 jH
COFSIO6nh9ieAUPodc+Br1o+ICvD2I1VGXIEtUk3/nC2iXcaMxvAUNVN7f6YqM4H
0+ABTX3JUYvwOGVPWegMRZUax478CqIW6I29A8hbJE2 /nA3YEV+TiRggBFKfJKS9
9CgLDB9eBmMD88+NZRW8Xh1UfGHg538KK6mZT6NooBdT+Q6 TghMDsxWHTZGTMpacZ
HVQOIPvC143e0DBQ/dhI5ijABteab/EPV1uevc8ezHKJymBMX+VJnBf7D/IPygjd
c42YtLuW7Gon/rWkhJiDNwJ/YUkUUSNRI3JKGqfuxQ5Q5nIfrQFziRKTHEVL3Xir
74jR+0j5HULVRhYV+uA3+DD8dwe8EGuU+HPDfmzGkAWGWaLtrojPlyrzcEs12jPMq
Q4dpFTfEJsKV2vjOMkoK6pSmPYAcJsaRKyVykZwIL0Z5046E /wYZ+JV+bB7vgn91
7u+60cEJbeNz1oIkpkD56vDPEZNTDs9zG0ZdA4q2FM31ITK/fdgtznQuu1/BFY@f
507fhnUIIfFGkEro@Fm1Cq4FjljsJIQF8zeIn623dFfW5S5ESwiculXBWbx+1V1cI+
854RcFUrAjK8COxU1JH3tK/DK3PeeBQVi20BwbcdYWBYQIMGA2k0aJ08c4Cd9fgoV
11VogxwW2R03SBA11YBmZOQEaoyOTLjvr2TCK1LQQFv/rCi+Mv41ggF /9KAGOaFA
8b2hoYDWP2MIZBbZM1p+SVENRVmMjdV50k+NW/nF1C/eD75BH5AZyzkatfE4S10X]
Qlyle+fGzD3ia@®xuz0i++PsdU/7SRXefnJogThpKormrLE4WACamfLVCFPiEepPM
0YCiy+2Yie+jRTEiGw5gSP6GLH3Q8QDPX7Ycd7bDTt7Kv1rJ9/u6nM3N72qfUBs0O
KwDQf /b85KgbM5D11UWBG/oWmTSicq5rfKRknyJIUulfk13QxmYW1yk3ZSPS1A6x /KmLFDdZkGNDO+4xJqrf6L2MIe3K+GFfuCW+QB9zu+prW627gFnL8EeA
M8EDJI7IYoCqcc5pjTejeOEyVTOjhxaTtbgKkYtvidDxQUYv1xVBzGClv/BuOhGi
8HNtDWHPTHF fDvKeWJ44vAMATWzWt 1EoAyMtpAWboN9CYv19V5GfwSdQdYEQTC8Y
VAXvf2ucI7RFQI28Uv8g1IHdh+oHNq9QsY+d2ItswzJKRhbUU1GX90XrR5snKTHJ
Z2G/1oE@t0zgmXX8AEmMu70onPtAhFBjrnJ68EACVQpc4vWcJ8x2FyFwfUQTmcbqFPc©Bs7B4K3z9swIct1uqoVF7rHjZOVOINkLT38ixkrkk7 /JGPwXyuwVBZP1JWJRtUu
OhDZUMXK+B3tD8W1MOLq8txOMSBPf3BIP8ttWSYUlc7IQYGRs52PoMNApWw8BVty
mjDwKZ /rS86T2wujRG3ABOhRIQcyMXi42dWsDSHIdzjex0ILddgDbSMJiW2Vneg/
OEZ90WUxSi99ewLiB8Wj1h59942xIootNhKujfbFYgtUAb1i43mXXq0zpsc5VbVw
7c5HK50g6C5TQDGBaNYBqutP3d7df8abel1rtsZBcG2mfh+PxhBLtsZrTziourUtE
b3xnh2EkOpudGTuOCjAkyGHIbMPhkXpJWoHojj66F8iToH8jL1eTheBnW1l/NWQ30
U/1jquVs6a@GbMImg5/vxIIW/qnozyDfrwsmFSfIhs@cNyJ6pUSeNMYRVUEtoK6N
63DX9EQBBm/rkKZhaznxHrH4uBb7amC8uXKHEK39JZaKgogUNp jWXbVkJxB1INtORg
LoBZzt4u@JNoN13zdDM+2 /+INPOGq90S03SkAY31InkSjSB980BJY6V+f+02nPdS
QoB+DFXtAk5EVIDYcJRFITWCLCIhGMcy5n01PrjucaUPwfbFd3JDkk7AzNtBpQQe
W/BXtyvT6GFvWnc2P8cnKrXvGechb6YvN+i7mh9JbIC9rI18x+iM60XE9c7Xxz11/8
R2VatyR3S7v2gj5X2hbqz1xgZHuX+ZaXmémuozmspyM2tNMolYpvpX/kmHN/RPzN
vza7XzHXcZdgNWwHKub8T1/ZIJeA12MMKDRpERDNdaR4j0@iyqZTMU8qCrtPhmmI6
A51LjLKN6VYB9AWMAE135H+0tDOkwqE3E6DHgS8zNn140BfY+2+NtFdQmCKYF /EKr
s8NGezoAtPxqBSwh/crfgmfk300hvOFGM119qUUBLAMY9nUKVBNsci+70¢cBR2Sus
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WPPZJDJW12F8z+0ATPT5+XjEsGzm1AcWSVf4PG1t1SmBPn7RWmSAE74TT1EUQEVTX
4Vv84 /BLcTo31H/calT+SInxeDAON2aFx+gNRteIo+MMQeHNU1C+iHZnZs6ye1Vy
ySJ7X2H1ijnisxBMkMOB15zJN75KdDpQrZt@c9/ko++AGIpYcSLzsyxL5PuQTAXWGA
1i0CI7A3icYsS1ly7SLUZQXAFMcV6xVXL4zx4ACohEFgydA9s7MNnuYg/DC71qtHJ
iWtODQK2cnP7rptU4R9u8524AwrZbTpvadeaXzZ5gB57ziN9JFTNicUWf88UkJcc
ZjkTHxtdmtpP4kqiT8MEJQEY8Y4Q0Trn45GazsZnfZZxXxK2ECOwW/Mj7 /RJ7mCPu
SEOQYDfAu2PtDh1jW1JjJv6AeqosoSpPuuvRZt8gBE380KiH1RgkKRHdjEyVsgoy j
eD7qVk7DzYz+sZhRQyiGZY+pT1A/hItQknAFbLiSB6X0ZCIml/+n@/1B7hkDSaT7X /WsZUYLk6VAt4bb062rntIn9dZTacjR13uPQtuNQ4brG6IM6
08sTFERAIWRFVxSyT+chE23cMgdCszZ2EwpkDbldOntdKtKd52FGEgvkfT3gYuDV
XyZc/17Iu9r6kD2M4/dn/W2I9vmBszc+NhXhA/fE2+X6pZgCyTFmbkH25Q3nDDjz
UcbjAmvMEGVI90Kv1kp6+qIdkUCkAAjigA1p4X44JSYDRjSovIreP8CawufuA+9G
vJ+5AyFnexRk4yCGa+IE5Rt5uTctcHXb6ZQKel61k6WLZ1LfJ1wrzUObjpcEgNS3
PJO7n6QkxiBpqwnc89mAJOOrSAYXxGe13vHpT48kX6CHAqV+LDr+21MN1BM1XBGXI
gRt6X5dG7zfhNCoGQICAd3yj8kGW99VhBBc2QZVvK7EUVJF7LAgbfzS2EnZ5G4al9
2q15tnQkcJzuNOvwaUkQAuGFri5e2LRJILk1wskqJP/aMUaXU9XLff+n/1d4Gzp6
m+fgDUémmkhWasYJt jR2UTdtu2VB1EoIOirhohnUyfyaFbqOkEka+pl6+5kr7ds9
fAbTJINdVjyCOcML77YWgBndfS4k /vs8DteMnwgE8VTZFc4FHBfRLD6rUzxLKKLr6
6tFOWbpH1Xnmo6oLswnQBucyLUcZXDZ2PKjS1Hbpn306FXSdUPTy@qt+g/a7N8q/
QC15Fs77G9kc+dLpETXCUX80/H087v/74ACcFenSeGAWTWK3gszbmeyvyzqo8MZ6
8xZxoPbf2kglMS8Bbn56DDgU91G/5Vst70U5RvzoBiHShBOQLNTuYn5dZCaJtW3p
U5StAaV1CoBbdvkCH6U91GUSOEV+fpplZN/U5vY2PntEhEiUCTWTIHTeeJmpXAHY
KrwT/daJNS3hATEXu4ZQIx+981EehhkEqZuXhm+F6AZWCe /Ni1TIATIYdYrI7pXx0
Ec8jn9roF0Sa2X7kDWJ3UrBjzUM7fmU4ypPi6vH1HF4ARD6t+I0mAPmMkNiMddOxCg
DpEVWIOCjMCcZIOWAs+bpjIjwWM9j/TSyNrMp6EUr3QChgghCdVvN3PSWVjtDGZhU
KNWz+s@pB7zMEj8MVeu5Rz0/EQJ9JXYELJkMviqCRfAmqJ40ekZatX4ZINYIdave
C3qVaiBcumVHoQNMAAQy2LkdV6yDzPchMc6umzCeeyufkGs4RmWFaVietjuE76nX
fGfsVjcgBCm+5BzYvCKmN/XEEYtMjyE1ByLzwcDvX/nedsZV2pyuggYZqjcC/qYC
1sHSBNjgVWQinYDEbtebj6I4i/0/0eRv4vfcdE7 r8mFm5Ukx4JPIMJIFKaNQPWDZ2
CyXZsH8/i4+/u+P990onw1y31qdpcU7Xtzo2UKpdN1a4Gjlf0ij7i+Tuf@57/13WA
XQBcvABUBH910zDNiCioY+AB+qHOWgS95Qgzqf1+wwEZFTC5r1V2yq07eePrW0O/M
ZyOHdPVUNmEavV9CZ2Cv8KQ+atL1uLkw24jNHYf2Fn1Mndb2+iSX91qP2FfaHXbh
XSzsMcvxj55iATm1BAFWoHR2yhJUJS+UtB38Vx1byWlrmUtZup61i9wFo89trRx2
S/xfeR8pdtg23ZutvETVTjFmNNG7w8Yx1yKT3gZo/eGOs1lrY7hR/WA2nARc55fAB
ELxGuZJp2H87J1noU/4L64IGHSNSS5kzyStSvoihAg8a2bmV2j9FDBW2yUMdqUiXO0
opb2fcMBJBFOSECNmz4n/EDzK1Z jJmw8daMbE1RVZ2Fz6EoUzmmYQGOBLeeFz371
EiBbjuKJAlaUpBfosaw/f+Ft/PUY1pJ5hXPFv8qJ+bpmHF2ACNPYyrmYDJO1TzvMs
Q0zDJUZsMSENb24FCR6eMLMBgA+Uh2ix7FafPTqx1p7B86F /f3royHONgIHzkm38
SYvwLs6MYK1ioM7+wMU8gDOYweh1IgR60oBDgaeC8lrFHai7c6h67QgV2qDlajIy0
ejoTbnWuRDmTrRAINTRpne3SQoKalSzUfARcbuWoVC5cmxdL+wlYT3PM1mWZ94cW
XNhGFb6qcwBtK5PWxxwI j6RxrwEK2Z /+EfWHHiqtHT8Ft73gILgMYMceBve+8Adx
g4JBn/pKvTaEt+n0/cUJ1IN1zk9Cpf19ug8y798vMD4vQJI8IvIxk+zaNZ4SrRVvZC
jbiEXAVuwkGzIRobUDC4gE/PnnPB6hbhJM3dSbHhf+LaZfR21h3f4anQbunn/sDh
ohLXkzDz9K+9RN2POQuS+0M1IHNBgX7vH1SUXpw3s018JVEF8gigXF5GV7F /EXW1M
2LEvrVjXI301VHSbhPogCD+98smaAnIUuBQ7Tr+0nSIMKZ4Bct8jyx3C1d1Zk31x
X4VrEMLatemExIVkIqk7VC9a+U8zV5vpyJO01SDJo9Bm/mbxi®M7DwSbaxJrOURPI
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gFJveIetLrwTNeg@auBcuGXjyQVdNQtLIXydBGTzg6RjOWe/yeHQYZh8IU1QB4It
TBTniPTYpfUiVeb6acfDDKeESd+S6SHI9ZNaXnZBTqxpJHeVUBtFnplZagjlZiKP9M
OCRAycswHBTITI9BGIr4odnvOk9aWifBHDqjGJ4XGaiKSQZOxuZRZdAEPYoRg9OF sAA
mlyMF+JdANy9hGdbStDS30k2tKiRPzArphUass9P30Mrp+hphehljDw58vQxyIj2
rTBdv9G4A8gE37hn1A9woTmWOEBK2nL1/CVPNZDlavLTWex/RCLUGTtgTvQsERVa
CktsA9Fd6jUK2bqZIcvS41RXRHYWtLRQD/WbNR61GFq3ou6iKSWiOAuwmMgfcnsT
yREWaTY3gs1eIHCRMU1qfxz6WecCM2DpgEQVLOcZBDJINB6d2MsDjkcGCrsi9hPda
VPDNKMsxAAfkeUT4nQ1FbkGFN19wfMvHzZdj3t2nv280RyarOMR7JdZy8uH9ZC2x
MBUUpa8dcLqfCsIwfMgHSmHwoE7avo4B+3j9gaFbONyUrpS9XivPaR4C/VdpvmEx4
uPCQcON3hnxts4HBBbnxr567VRLHIM21h95uURXg2QroDNXBKibYNLEXrGnsuR6e
G1+GPxXVk5LB3Qavk tPU9UUNCTU/yh70JUUJC7LAIcOkuQfG8W/cVWa92dXoGFIc
sePH1GM5AMG3EkaeXItR5gT2gG6S2J6WfarVJSkvK2DL962V5btA9gFvu85hxjC+
/XcucUlbcEPixrveZfXeKeykOk 1NKKiJ3bVnGZpQIql/dT1LxPFF9pEDQMOtucec
cuDbVmh691nt5Wx8Emk@9IBXRWOsxqgS9RpOZnY19/8CYWJWH178sfRfuZvCGALV6
bd1a+A80hEshOhqZxXEZ1rSGNSVw7jINSCIXXBcs62UKsx/+PQQIV8RQZafy2vbz
N7PN501YdbE7nRjIMGMRcs5tibuukn9/HRY4+NsalLik+01W74qT1EHpT1NOgtRBiYM
wVFTWnTqguogKEWbT1RAYysycPUuTV8RvNGN95y58c4pnpTwZRFw8rhGnEGVHSTV Q8
6796GuUKYcExa3RoX2PUU4FDpufqg@kfCR1IWxvuUM5m21r73TA2hb6icXhsNJ8OEGa
AfufQi+RHI3+6UFTrmW1sxMhRxR2NpWxXNEB/7tkyjpK5jh+oNBf279PapJ3FfLO
AV7phEbm4WOBSBANJmnzLQipGKzszyTd4X1gaXB2HgxF1WbKWJdAdHkFK8faN4SK
ztxx0BngA1BMdPtxEi4tev7S93SFKogMwY18vH1LOHi/oFpaWMjJsE4uxdqvtz/x
aeZMmgstD1ZYRykBqGz jm8cMeoQawJOHF6AKNFP0o9+AsgXCuPNhutGZuCv3vAWTg
yXAiMHDuzahSggfr7r2ixkDUxD12/5RSeSDvCkeCWsjBKVpyzoWn2Qk sAMBOETyN
F2gcjouX2Cp+0k0QVOe8Y6zIOWE/SGUkFKUDRJUSA8gkpfXWDPV8MN6 r AMULWUGP
jYcRtabSgn1XKn6VivRiB1GXvp7i0XpsoGtMwof9hUcoo/HYMAvdsd5anaIZU8tA
g+c+80Hky20J5mzUWmk 1CcBIW09yyAHsy7ivSVzJtxDuTrQAuuH92MZgyvGnoioM
uaKOwNzrmhAAhBruv@XpMd/RBIu5+e8EM+fIuYwwwYDWIpn9vMbkKiBv4h5PQ8+T
cunAwgNdgeqVFeZ96Gu1sIHttbexEvSADg9fplx7TG+DZgSrDkxhnJ8BaBhZhZ2F
CYJJrvEcQn+/ItTftmmV5tpG2r/LCufYFL26hORXdD8=

C.3.13.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"
Gillmor, et al. Standards Track Page 172



RFC 9788 Cryptographic MIME Header Protection May 2025

DQpIUCTPdXR1cjoNCiBSZWZ1cmVuY2Vz0iA8c21pbWUtc21nbmVKkLWVuYy1jb21w
bGVALWhwLWJhc2VsaW51QGV4YW1wbGU+DQpDb250ZW50LVR5cGU6IG11bHRpCcGFy
dC9taXhlzZDsgYm91bmRhcnk9ImIyZiI7IGhwPSJjaXBoZXIiDQoNCiBtY jJmDQpN
SUTFLVZ1cnNpb246IDEUMABKQ29udGVudC1UeXB10iBtdWx@aXBhcnQvYWx0ZXJu
YXRpdmU7IGJvdW5kYXJ5PSI2ZTgiDQoNCiBtNmU4DQpDb258ZW56LVR5cGU6IHR1
eHQvcGxhaW47IGNoYXJzZXQ9InVzLWFzY21pIgOKTUINRSTWZXJZzaW9uOiAxL jAN
CkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmc6IDdiaXQNCgOKVGhpcyBpcyBBaGUN
CnNtaW11LXNpzZ251ZC11bmMtY29tcGx1eC1ocCTiYXN1bGluZS1yZXBseQOKbWVz
Cc2FnZS4NCgBKVGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVKkIFMvVTUINRSBt
ZXNzYWd1IHVZzaW5nIFBLQTMjNwOKZW52ZWxvcGVkRGFOYSBhcm91bmQgc2 1lnbmVk
RGFOYS4gIFRoZSBwYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBt
ZXNzYWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZweKYXROYWNobWVudC4gSXQg
dXN1cyB@aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb206gdGh1IGRYYWZ0O
DQp3aXRoIHR0ZSBoY3BfYmFzZWxpbmUgSGVhZGVyIENvbmZpZGVudGlhbG10eSBQ
b2xpY3kuDQoNCi@tIABKQWxpY2UNCmFsaWN1QHNtaW11LmV4YWTwbGUNCi0tNmU4
DQpDb250ZW50LVR5¢cGU6IHR1eHQvaHRtbDsgY2hhcnN1dDOidXMtYXNjaWkiDQpN
SUTFLVZ1cnNpb246IDEUMABKQ29udGVudC1UcmFuc2Z1ci1FbmNvZGluZzogN2Jp
dABKDQo8aHRtbD48aGVhZD48dG10bGU+PC90aXRsZT48L2h1YWQ+PGJvZHk+DQo8
cD5UaG1zIG1zIHR0ZQOKPGI+c21pbWUtc21nbmVKLWVuUYy1jb21wbGVALWhwLWJh
€c2VsaW51LXJ1cGx5PC9iPgBKbWVZzc2FnZS48L3A+DQo8cD5UaGlzIG1zIGEge21n
bmVkLWFuZC11bmNyeXBOZWQgUy9NSUTFIG11c3NhZ2UgdXNpbmcgUEtDUyM3DQpl
bnZ1bGO9wWZWREYXRhIGFyb3VuZCBzaWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMg
YQOKbXVsdGlwYXJOL2F sdGVybmFOaXZ1IG11c3NhZ2Ugd2108aCBhbiBpbmxpbmUg
aW1hZ2UvcG5nDQphdHRhY2htZW50LiBJdCB1c2VzIHROZSBIZWFkZXIgUHJvAGV j
dGlvbiBzY2h1lbWUgZnJvbSBBaGUgZHJhZNQNCndpdGggdGhlIGhjcF9iYXN1bGlu
ZSBIZWFkZXIgQ29uZmlkZW50aWFsaXR5IFBvbG1ljeS48L3A+DQo8cD48dHQ+LSBg
PGJyLz5BbG1jZTxici8+YWxpY2VAc21pbWUuZXhhbXBsZTwvdHQ+PCOwPjwvYm9ok
eT48L2hebWw+DQotLTZ10COtDQoNCiftY jImDQpDb250ZW50LVR5cGU6IGLtYWd1
L3BuZwOKQ29udGVudC1UcmFuc2Z1ciT1FbmNvZGluZzogYmFzZTY@ODQpDb250ZW50
LURpc3Bvc210aW9u0iBpbmxpbmUNCgBKaVZCT1J3MEtHZ29BQUFBTINVaEVVZOFB
QUJRQUFBQVVDQV1BQUFDTm1SME5BQUFBYBVsRVFWUjQydVZUT3hiQQBKTUFNnUzcz
OWS5PM1RwUncyMGRxcGJmQVJRRWpPeXdpd11uQ3RrREtuYmNMazY2c3FsVCt6dD1j
aWRrRSs2S3drWgoKc2dyemZjcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFm
VFBSaWNpaEFmNV1Kcnc3dmp2MFpXU1dNL3VsaQBKdmRQZ jFRWjJrREQ5eHBwZDh3
QUFBQUJKUIU1TRXJrSmdnZz09DQoNCiatY jImLSBNCqCCB6YwggPPMIICt6ADAQEC
AhMPLSWOETmMXSs5CVIeh7j00BoqOMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMg
UINBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIw
NTIwOTI3MDY1NDE4WjA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBX
RzEXMBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQCalSn6i8Gi44/0AVAN5GNCk4PHHNj rSfWUnnelN41KImVaTC3D
9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt4jse2Dqs
165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZu
TtMc1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDH
dZ5gDTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFC6vL /PGeWy
6SCf58duq/AOEksCAW1b+MD8QHIY j7CFSmq1AgMBAAG]jga8wgawwDAYDVROTAQH/
BAIwWADAXBgNVHSAEEDAOMAWGCmCGSAFIAWIBMAEWHgYDVRORBBCcWFYETYWxpY2VA
c21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAfS8EBAMC
BSAWHQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEW
jnwHFwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBak
DKU68roBRsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdao
x644Dsil OQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTxDNOOoHz53PYDBh4zE4Na
r2inCoD+VM6RGDY66K91+D+b18Wj9CyGUcT1ppMNURexTg+z3web/eDOdu+F2MVt1
uLihne®Bp1GUTkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSH KK
49+qYC9faFmQ+mK801h1MIRANI7srjnOLKpuob6wB6jaRzWdNeXz1Ec2tUpAr4vR
hZjVD6FYMIIDzzCCAregAwIBAgITNOEFee11f0Kpolw69Phqzpgp1zANBgkqhkiG
9wOBAQBFADBVMQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8G
ATUEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJBaWZpY2FBaWIuIEF1dGhveml0eTAg

Gillmor, et al. Standards Track Page 173



RFC 9788 Cryptographic MIME Header Protection May 2025

FwOXOTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsGATUEChMESUVU
RFERMA8GATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWNIIExvdmVsYWNIMIIB
IjANBgkghkiG9wOBAQEFAAOCAQB8AMIIBCgKCAQEAtPSJ6Fg4F j5SNmn9PkrYoBjTk
fCv4TfA/pdO/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DI
Ls7GxVwXurhYdZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TC
NO12DRVBDpbP4JFD9hsc8prDtpGmFk7rdeq8gqnhxBW2RZAelLqzJOMayCQtws1q7
ktkNBR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTM
SiPR+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1laJBUIKk01zQ1Pq90nj1lsJLOWID
AQAB04GVMIGsMAwWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATAB
MB4GATUdJEQQXMBWBE2F saWN1QHNtaW11LmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYB
BQUHAwQwDgYDVROPAQH/BAQDAgbAMBOGATUdDgQWBBS79syyLROGEhyXrilqkBDT
IGZmczAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiG9weB
AQOFAAOCAQEAc4miNgf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3Bj
JO0d64roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWHg4eHT j
S027PmhKE10AJKKhDbdbECcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9
cy31wbgNsy9x0f jPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4P
GHNYxs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJtBiN+u
CDgNG/DOqyTbY4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGwWwWVTENMASGA1UE
ChMESUVURJERMABGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1Q
UyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4asb6a
qdcwCwYJYIZTIAWUDBAIBoGkwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEHATAcCBgkq
hki1G9wOBCQUXDXxcNMEWMjIwMTcXNTAYyWjAvBgkghkiGOweBCQQxIgQgzz6zrlLzs
Pn86I1grGm7Fheev5QucTU+VJZWxIIrBFk8wDQYJKoZIhveNAQEBBQAEgQEASITL
JnQGy7Cb5U6BdSMX3mnksCOX8mvaxy300QqNUbUGhNNPKIOLIWOdjHUL2Eq8+99Y
2+WvVn3ZkAJ7KF /89ja3u4NTiwu30wWsd7DL7t1z8DJBK6JuyaY4xtohUPVa2gL2
TatPowCtOX5RF71mihqZnDGGUAZjfLpVsFnyIVAL3QG4/vW609d+aeO+ccdwzzUh
1EB3h3gpHKI9WX5pWBNZCfdmjdXUFacU+fMeTmG9I8ATHMYB9Zzj+rNz3onoIHJWJ2
FBWS2tqgK2eW8yCf/LSq9M5k86VbTjPjvjPz8FqupzugC5sUAx2JMUfUOq4A9hW+]
g8PEOcwaEeYOMdSeKw==

C.3.13.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-baseline-reply
Message-ID: <smime-signed-enc-complex-hp-baseline-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:15:02 -0500
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-baseline@example>
References: <smime-signed-enc-complex-hp-baseline@example>
HP-Outer: Subject: [...]
HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-baseline-reply@example>
HP-Outer: From: Alice <alice@smime.example>
HP-Outer: To: Bob <bob@smime.example>
HP-Outer: Date: Sat, 20 Feb 20621 12:15:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer:
In-Reply-To: <smime-signed-enc-complex-hp-baseline@example>
HP-Outer:
References: <smime-signed-enc-complex-hp-baseline@example>
Content-Type: multipart/mixed; boundary="b2f"; hp="cipher"
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--b2f
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="6e8"

--6e8

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc-complex-hp-baseline-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy.

Alice

alice@smime.example

--6e8

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the
<b>smime-signed-enc-complex-hp-baseline-reply</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--6e8--

--b2f

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgOoAAAANSUhEUgAAABQAAAAUCAYAAACNiRONAAAACEIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--b2f--
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C.3.14. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_baseline Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 11205 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 7278 bytes
4 (unwraps to)
L-multipart/mixed 2666 bytes
multipart/alternative 1419 bytes
text/plain 478 bytes
text/html 638 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-signed-enc-complex-hp-baseline-1lgc-rpl@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:16:02 -0500

User-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-signed-enc-complex-hp-baseline-legacy@example>
References:
<smime-signed-enc-complex-hp-baseline-legacy@example>

MIIgTAYJKoZIhvcNAQcDoITIgPTCCIDkCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAGTiANT52E4dOn3GCoKxpwxZ5jrJBpfmpho+
ue/FmZEv5k1lqdljABwWTObNZZ4JUCbzv6MLOI1Xmn+80SQ8JXpX4WiQhIEQuejfcI
ksFg9SyHfxsqmW5bh9b2VvTC3mXRF90+4bEkep7dcp60i2X33jw3E2rocPl1cdY1
CKYcOcUiIpf9guSaJPcenBq+0GJHjL703HCO1fNJPc4XtaPao1xJNAN3UwWOT rHNL
RGwkgtyG6Xw1BOUT+Kn/T/rkkUgqqWrw+K7nX5WtPUW1rQgFoUHJUzZx /fXMfeOe
wWrybho46 jWISNF+xDiuR1+A4188E/Q7+4RJVIHoJCa3box7MEkwggGEAgEAMGwWwW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZzB8RBAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAcq7+FdWfup7R90640TMQaqu2
73j3D0LonCZ92tFAySyaZY+bCvA6/vLs5Et63c3ETWzFP7HUYNF jBDOTsgrnZAzez
bDsg3XVZGWf2vCYhEDe1RKchq5H1PPEjyg5Pj /HE2p8PBBGidOmsj1nSy23FWMOC
Y+Y3fhXtcV4qB7g7FQMmB4bghxgouiPVE3kt7wCuPw6ekuOWe+GnrmI8qoh7aFdz
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ehgq2K1IAO9UXVNGVOr7XIN+wB8iVxM6DAELNqZ9dVNZ5fpz0SsIPVGNCZZSr0ju
Lk4+6eyHo/5qLXDFhESGRe@XUe6VSAz3hN4Pg0dsyoAB2 /emgR977VDsavjeVjCC
HR4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEELNpzmwBEJh+gxLdI2Gm1ymAghzw
mLnjPD9k41KZLVG+i7LyAIT11h/fYPRxpnRjsm1Z2xWhHKQQmcnVFHT /kyqZDc5fI
Ud3SenoCrx07gLELALwWfH3vB65D2ETNIshz/KoujlxswSettcESLRBDsTeNwRgl7
IxSLTEjagWzAWN3198COM2xL679Z1RLVB+a2NjzVhDE/NktouFBQSq5qtlzvCByc
dtBpo9IWew/COBfm8tuzR+Cs2uanYx751Ku/KDyJfnEl+mDaP65pI500KrMcazTX
YLzjwwDi+idhdZxucwuWj977fBe9bQ1R5tnTOjKuch9hTB6KZWAUNANINEA3SISJ
hFIf+bYE48cBaFhSMU+2ccl6qdWFzJeut+F8MESC7xpsZfoeHC3nXXcGEQ+j3UWo
Qtd48yP3mlx7m6Uvd4k2JPaoAu+N3uZhSJLwgePW/J9tMix+VXsiADBZSrVO3nnH
Gd8QCyHZKAC8QBefhVaRHcxfFVmtT2Ru20tKZQN7kev1KSPkpFV1u/iJfKFUfYnY
KoPGrWS5HbyD8ap@UGmVHpXjwcmA6anerktkde0SqohokfQgU9vOGPADjtNOv+zC
tu96SSm3aEA11wefb1I/9NiAwgfyFdf1bTJEUVFMXERJOCWsTGhyYEQy5LAXqOQM
p5R75Uob2D5CaNof7Uyr@o1zY8aadZ10qQ+NXmFCQx/yG5nrMgv63By+gkgb4bbG
AuamBjdpJ3EGpJ/SMd19X4vVZ0OIkqrJ/DOUeFk1MMCbsrfR1CaB/0OWc515wiHxFI
HTXRM8fcq27KCiE//L30auQkBI3NaP2t2EuBvusEGtCSSBUtb8t2qZxW/PS30S+b
0Ko/wnrQmoVxC4Cq06ZBozVs/PKZUE/TcWSX9PhRUcaK3236Co1mZVrajlFdcv+D
ktR/Sau12du4SVYezOMKTcOA63BUNUKNHAVI8IJueStL5BBSEWNNjnP7DRjT1vvVvF
mEIKebxZzeAcqwhHNbrurjazsQA9GXXQE1Xm9gWvMg+IMOBH+MEpmUzQis81mb3w
ghPeVBI9U4RkGt10YKcxuR61QkvXzhfU5ePsVeTzZbWVopx5wNrbb28yyUdG3uob0
MuK1LCeut1lRSYJcB41aeQGKENMhBnxTA1KV2J9aUionWOKc jkPmAL2Jf jNcBnUDJ
aUgOUb1Nss8X7zHhTpinKykEYPinab00YV8g1m31lkt+uam1Msn84u9TSK/a1V35C
gs2jbbgjaVEnV1BMKBk8JZgaQF8YAUPevrPsyFpzY9+Sf9kvJxx7zByV8YRCRBH3
2PSYrChFOog6hNa7dmNpLDix+rZgPiIqAeec4FUzwBJqcnOueHZBYi2k3ExqCX5S
FDwwy@1ilHh2DgS13u5q@ouXZJ3nahivC9JTpJKYpTipEtODOKIVXEXYG20Q38fH
2J6R8neBfeDWcN2aiBHNDNNTgVMY66QKNYkJM6TOm1pWmjF40Re+cjKO8Y8a91q4
tj55/rPNWPhYrqZqERvda2VeIa7ywlL jPtrQUEbKLVX1tsOKDJV6KACpsOrTZXmer
Fb3LjKxTZYCDjgGOFIC8TpeGDEC2VTUTgLLN+Tsjx2ZGuCRqrIwzgdyMMwtPL7mQ
ORAK+Ff /HaOuDLGr@oyTpbBGgmKsZx/SE0S3ZL/c4I1029Ywh1EyPS1DDMXqVsNE9
8mgbP6um2ZH614EzNm8sqPs4Wmx1p4AzNFy3yZPihZe7VV02hrhPBjOLVVN82gcu
KbnOhhfLTbSvvSdR2/sUbQ9pUJUq8VR85py60yGUaOEAiLiEIee7BGy4AjHBGinW3 f
8z5qEew0T/Hn9BOHIPY8nNNi3k27/RD8bvYXktWoR0Z7n4UrkkBmC7ZwELunkp4N3
wzGA/Waff+rcdC18SwoZQCocwyM9cmub6tcK1bnlVyp4WQVDqqlxakGkXdKcU2tGr
X7d3R/638v5R7ZcTtIscOYv]jT/YD/9x9DoR1kgDGHOTP5vInIyKuRVfvSpsPazBI
2IcZj4d/042JYIAPKokr@9/7DVin2h0Ds5RGNWJIxcn2gB8ff7MYuMQkn2WpzVcGC
41Qu4k3PpLMPFu4DAbq8qH/XevigP8nTjURCbtJY20S0vYO2Wy9KkAKGjq+JyTt31
R3KPfydNjc+TckbDx1Ryxr1ZDgIOarfZaZmpWky33LyHfOfS2B31six8qQit5/Wj
8EVLPzsZxt031gDNO7AEhQvWD3aVLxfwHCEgrEqXwJBtNx@04TfCDCrLR+X2b+iX
U7Va690jWSmL6XSnXTLTzaJRBQttJ3AMR2gNLsCVH8gqkPuK83N4VyR88pVTutXV
a27zk0tCBOBB3w76cNXNeG2fmM2T7eJHjJ1Lg9voAgbRM8tva9uT5r6 YExK4hOdx
fsNnZuHrWxaObb4AyUGiA/zMHuiLhASTu3Ueru3X/sMGNYxg3nCT1v9epe529TM4
eX66WEY /aPL/Ms4CpSXKfwy2PjUBo0u7JTDgmKcB8cQqjC/mxEI25u51QKTAcYhU
dAzowB@A8CpEwWF TuKtRPaU5BPMoCe /+xdP1xXNSYcHrOyHHZJxrOkCe3WJJBGlaEd
MZva54oMQx1L1xZeta2lrF66qMrPfp3uHf2d4I7H2pgDEoLygJBUwqy73jmzMiib
fx0zGcbKHAEOVfykiyRgLRZXh7zEsvexyiss7/mhQIkrZkapNiYwzS8KKmcw70Xd
gKxW3d1QG4oa5eK3wYMgAZtpXxeMrx5jrbcYiT3bBatfa/GutvLSJjUogTkK7 /MX
E19anA9JKBEFI4cB1jVSapS6oyxWzQ12cSjaVturSNNglC1Sdu/nqYx23j2SCkokR
q7LX@MiBJRyhc7fihBpjkvOQjW0O8kfFz/H/EqV5SWabPUwLbMB2ccUQaHlhcofR5
xx5+BSbE /TMywN/ymHFybr+zfCwEaweXE3MxXObxN2GK4nxSTW7N1jEdEq/Piwv5
GnNMIdA30YKOTXXZPYgCSGE+X93aIimDhGySHR7sHtwdt6CfYyvCnU6dclKsFjx7d
nRRjwetZ1lzkrJOhGWYEnia5EzHZ3fesqJ2u9JXFBBAUJWNe2nZk5Sj62kzLfsEab
WC5s1ugY20gghb3gkMJWIOLJR8H7aU3me+rGR3UeDMqQyTbzUPnd8+pfBupRUNyUg
m9KP5JPBNDX8s0DWhiIQpQiD09I1UpaRkVqtRQxernB8a5qHTo71q2BmbYoIn8jw
F5b40UAhbCBkvg9AM/5KDLZzTSS7 /DCFFDRrXUWW4E4kO70qFbahrFmGZmbBcMg7i
x+h7+H1hNRYEQwgEpsYDiCMna7uigdVo@oD1Ik9BXPrEEqiVx3218d0U3tKrq285
UBEHQTfpG/LD+jeFWOESpUPFOCTvC6ehmHTJcNoB7xWvf4YEJN8i9jhYX1wECWYR
Clzk9P1hkJvpMv85Du1jQUqHbHgO/w3uZnkP7sj46/z20YWGVKh53uXWgzs+77ea
x7JFKviVo89fALh3rxxrvQu7LV0dqSOnZ8eZtXqabIt2+k1501DYCyxU32dbjuzZL

Gillmor, et al. Standards Track Page 177



RFC 9788 Cryptographic MIME Header Protection May 2025

gfwFdSn/QsNd3v8X+Sg/+95JUU2DihxNPsKZ0Ge10EznOaxMm8u8Ry7WU38JUKNG
1XrHcgUZ9fqgPvJCefZLKT6+H/BPYL5XUn4yxtmx56ejicSdQgmH8qYgc2nn6bN+4
EzsA8MjObAfziRD4sNmTd/pWSjWFx39Mhj+dtmNXS6ksXpl30ERv3iv1Sfmkp3+z
egRpGurwBORH/easzdkVSHYgAtmVeD3yvGxVpDVwlG9bz2pb597KK12HE rQmJaCK
pgqz/Yvac1qE6ZSmOFgNGVMspY9ttLqYUNEPJ+Hu2aCtOxiY9oNsoWF j /kFCZk4jg
I2khWehwOwq9qw5CwODXPhFnPWbsrheTNng60zeNfPkKG5IKIOmHpsg5/CFijV+h
1CYCkiUU9L9Z /ENd3XA31VQWDeRbFqlPIoCQY/8U4mbrH+zmpjPgYKIQ43Lt9UhT
NiwNs3kBcQINGy4AtIKjmxqgnkcwT1UXpFzLLHUPE44yWZ7d30/nvB6Lud81tYDnSh
WNAG6z4PGMbwJKV4NePENGi+HDHXxpE8mg4YLpmN+Jo7dsRZ9zBtLcWayy7crQEjl
uGWVLKtp2K4ssFSPIMmIQjeTPCVWLZYwuHQxWmt2fhcgG+G4WQmHj jBegXqftegu
bFX1Hi0RnjgWhC9f9JG39E4QvzxogsomX+X61UneCu8V0OhohqOy8eIyFKI9piFJX
gBk02Yij5i1fOw9EMgAVMO4KgX500fTCB5G3g1r+/NXo50jmcXR9vbHv3ZZQ1lAaV
9kntSirAyE3Ug6pBc3F1WRDH8WJ/Ysdd3s8j9BQpTn31hkqwHTads0zCfKJuoGli
UyMCdcPoxMf7DwpX2LagDcElgqlLUz1lzJLNtry56eLmbanGKoTgW5IDz2JTBIdodE
hvZS74pHATmajkAxyjUIGWpZDj81R8B8qO9hpOkTUQ1sQpbtnvZaAANo1QcaMaGg
0c610/18g9H++kSdZ0SpJD++015/qSk1QXVVyDOSThNCrwv5MCXD/iATE2XkMZSv
63TyFubFWN8gK9rARSbWEiuzckuyxviAcP7cmétsPvfQLnyqzC5is3Vv8GNrFPkX
zXigdLGL8sgQV8haNSY4HjeKBn9JwngZg/nh5Z2q2FRJUtH7kZXu57KLE+8QmV1V9
tniJ10881VjuqoYYsFO+JpjjVVex9gG7t4L+UAzAGiu+LHUHCLp/aU63w8velA6h5
kwt440g/Z25guB8660yhNQKb6ye0dOMtb8mycDA33daQvs6017rDosjKj4U3SJirq
nSs1227PCg26jTeNxBxHMJI6SKIKLPitZKEBgVOg6XYa2pldIC3FAQQ76++AP1k1l
ruxPv+gdd91gZh/uFsr2+Wswrl1RBYyMztQbPEX1g7SWQ+xkRZxwK7+2PBLP/z8yM
SFfFBZhV81hNGOxuBT3r44kMnFxY8GnzR7fHX55Mr3TCV42q9nX2X0dmeHA+Nkci
vSuD002wH5f9hHNM1otmghimhbwTS/DP92Jq0jwZHQQIK1wH6AJrZ8YXS5xPRf0OuU
GBMQSpoF3g6nrvvxLMAT /VXVEarXAp2SsVE1L3EKmmxCujgKdEJ+wxf/AdkdIJ11
kpab9Mks5fZLkpWWX2GfTC6 j8FnnRWKc/fn+GsjFWaG2307HYzMt40nxwlJIn3/j
i3xhoYoyoPAZZy6Sio46k1lwjWfnBXjReWOelgRHRIrVwpOuoq2vS5xoFzWTD1a3V
scCei1QcMTvgJkXIDCYG+MZC7TrzNFZf15e0BoX0DnT3FQjQcgxNMpilcuyQ4rj4
hgl1V2PjIdkz+MVOrrw3fTX31VULUBgb1obMog6fUGKabTPgB10rBhjJp2lulLyyK
K+siCjl0dEnEgyGoDvYdlaVuDbNhcTU13kME83+0BVoUPFaznTOumnRuVBUxY3scY
1sPe@rHgPu8uhJTbF6/mBHHZWX8EsnrRKCNWWoWdfJ@550yv3NgLSAUMT3ZLoR/1
eUN8F6VEN92ACF9d43j5r6XoeMJJExgibLng+fKdvgbePoOYpN3kdbFQTaqIdeKP
pGMr51BzW/MGg47EAbwq0d1cMYWCTE jVwhyF8nnfKNcvgVEHcbZ7FNZh2u3vGegb
zUzDzH7nYtQhI8bJ1TxrS3g0jWnEqOK/HEINtY2uz65q9kbrwOLO5hFrtTMsJBBV
L8IUsPy9m4CArNsJ+uZW4rKyw/zZGRmcy87UiCkmsKLUmjzhJSPI6ySxezraTlWgW
eXP5mVK1KgLcR4yRpPfw2+DSeMz4wUi80OwFR/mf+q+F3PmOZxTU6Wc1YoBQObHdL
GD/gNfU21GQRnNDo300bBt20bPVKYVCKNp33 /A5KwwAD93bu1Al/vQ6H/zdMwxzwv
aqJog/voP8aVQUHx9demRIpYqj1v8MO23AYzDwVbcidIT2tupNt3HIUjVuUCriuK
Z16102rSYN2n+YCTjuaSP6+9GzAktEZAeJoS7L2A4TK1CpXUawo1Lyub6WXiCOipi
124DZg+ibs6BL8NnHv1qy12D4yb8NV5qg/xY/gP/YDymLYGJMiUGUGjt33GwzZd6Jd
GOCQfDGJekYYWkFyWDzBUuKdh@zHd8ZVd/swhx82bZz7RDrxYBt1IzU30Qwgvxjf@srvD/0SQHz2CasCgN5xz6X6defNayL rKwwIRxam
QNJ6XMFD+5ZHV+E9xaobz1BXYOD/NPYzeTFO1UrPpd+o/qB8WZ+q1lmR6YiV5KxM8
5CcjvBWhtSxqOmJXpyzhy9Pau8wVebvGgGFxFeKPDGXQA0oSCOW+5xX1g7r6BljZb
Tq2IIwILTcmJ7p7YOJImJIC+LVGCIYETX+gt841A7wWUMtZB5pgg2NVwS50]j1z0HLc4
GF5RvxsCdM11G/7¢c/d8WTPSsIUXjmMoluaoSPT21icvPYYab7p318GIxgokIpAjx
LDAknzbCgaWRVprPvbXMpGSDrxiW6eKj7/ZA1/GdKOwciOEIICWAODF2Ku8Y4N21
6QdVQ9/z5pXVAzb1HBURHDZ+fv/4T1RDEbmNKk8bjcUj9EB4dUF7H7H1IMHRUAGM j
MNKumY8GdyTqlQ2CLneUpq4YHdkeMUOH/1C20fRqLzGiuQ6+JUZ81S6dd4fK4zM/
0844Eeq@plCtB3ptpK9+Al4jmX9deiVHs9S5rxkRkQXU7ghUC+0vg3t8bkqg+Xdg/
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@OWWNPNYQYLcxBo251o0tY6eqHWacLgb+BrQyCET1irwce
KgEmSuTWwM70EuUNCc9Rc8P3+78U/zNo42kz8Xmr9QQNA9uB9zWKyYCGisS1loubK
eeaaViMiq@iBoqOvCYVxcAPUFLgFa9G1QDKweGeDXcobSI1LAa6F81VUe16EU+I3
0dcgdsnB5ge1tikSoBm6350M2bsXUahKXs1zZx1wuZC5gDRyHWOmt8SiRcDBw1/k
+0I12G7Te8u8DDYbrRQay/gB0dWEoqZJ8HRXSgK4heGd9xtYemfvZcSvLDfSGr4Zm
x81Qix6s9LsWhHXx6EEem6xiXEfG/UoUiqToBTg+00Bvx/3IRO9GtmSNr7Kspt/AJ
RCuhg5nMp3tFWtoCpXem6CC4Gy TewdwI9U8sv82Hzu9J7IeZuHwqgHvHqUm5if8+
786qkKjfuaatH1EHcahU6KvCY2fKTkwdk6ZZ1gb+A+qExuRVXoJ610iuzlhkpJhX
4JwV3ri9SjfND3aVDQnBKNdYPOLNVmJdOea+rh1GjOkIL4IYa3TQoJzK4IEeQt /P
01/wDTLyzmX7BMTP9KLo1/i08ZbeRXefIva6CHVNSNXaJrk3rQ2LVfTJA3qE1Aud
BpJIXx9DLYm5cyCDT1AJIF4h44TXo1aek5WUFQoJmNMOQAKB1qwrB+oIAhAWT7Zwvr
Hdt99I98G/kyehjuJoJORNVJIMILPDgquYCW1jo1sRxv84cYM5/fGdFoDJZ0o0T35e
E+OWoNj rwQwJv1hdFATH/TVyqFOh2aJ2AXpkpf76h3b1gY9MhzNFVX2uhdMv5nU5
mjYVX6/HLdSS5FsjUaDZa9DoYRqBJUv+2W7sPnf3mCvrzyqMP2IAbcSWONHKovU4S
5JwF698f /nF2zpuAtaAo8CScF040LNATWMiOCzhGpaBneeytIUVREtz2zyYMTCSu
h1sP1UFReIei+mAiY12DRVrcVgrgCohoxuedjjtYCBsBv9Vgq1DNohPekjLbC+wd
VsQWB1le4xL70hJTREoW4 jhoAmip1dZIp7VLNb5ROYXyKdUK+uRsiccz885vrUSer
ux2LTémcutD64Y9drHfh1zRh2we /NW+JqUupsOpUi9uNzMIcZMWrJm+F6ydwLuIS
TFCR121ku91Yh1bFhI9j84JdJAB1XG118gi755w/Rh27dxmj3r24iq4wB90z1u32
lix5u20y+nSU/EHwbayAtilLeSm6FVNxzr1A099xgTDkm80OWxCpSjqznzWffI+uPq
SoqgL /FjuuV65GxgmvnN66kGPI9QeX+pmHA9D1sabqWgy2zQKmK5QQfRgO1oU+kIG /du0+Vobv3N+3dH+Qd1ghui+q7R+0jXyp516X0IZCKr6211hAGgI7i+y
Z2RGCHIF3AA3ncH/AnBXBRHgQ17ZI0SGDoHR2vBb10XDBN1zRXX1iVEUGU1XuBp/o
BDNnXqcLT2Nng2tgdu6XvbIfgdr15/zrwKEAbG3yJa2iGsotgdiu1DgU71fkt1Pq
ftTzg2nvDkTGT86AsTQNM2C1ARtAMQNuU15v/00926jCr+471rEXTN6GM6zkwwoAG
ZyE19pnIaF/p7tczePNgug==

C.3.14.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MITIUpgYJKoZIhvcNAQcCoIIU1zCCFJMCAQEXDTALBglghkgBZQMEAgEwggrPBgkq
hkiG9w@BBwGgggrABIIKVE1JTUUtVmVyc21lvbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUtbGdjLXJwbABKTWVZzc2Fn
ZST1JRDONCiA8c21pbWUtc21nbmVkLWVuYy1jb2TwbGVALWhwLWJhc2VsaW51LWxn
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Yy1ycGxAZXhhbXBsZT4NCkZyb206IEFsaWN1IDxhbG1jZUBzbW1tZS51eGFtcGx1
PgOKVG86IEJVYiA8YmIiQHNtaW11LmV4YWTwbGU+DQpEYXR10iBTYXQsIDIWIEZ1
YiAyMDIXIDEyOjE20jAyICOWNTAwWDQpVc2VyLUFNZW500iBTYW1wbGUgTVVBIFZ1
cnNpb24gMS4wDQpJbi1SZXBseST1UbzoNCiA8c21pbWUtc21nbmVKLWVuYy1jb21w
bGVALWhwLWJhc2VsaW51LWx1Z2F jeUBleGFtcGx1PgOKUmVmZXJ1bmNlczoNCiA8
c21pbWUtc21nbmVkLWVuYy1jb21wbGV4ALWhwLWJhc2VsaW51LWx1Z2F jeUBleGFt
cGx1PgBKSFAtT3VOZXI6IFN1YmplY3Q6IFsulLi5dDQpIUCTPdXR1cjogTWVzc2Fn
ZST1JRDONCiA8c21pbWUtc21nbmVkLWVuYy1jb2TwbGVALWhwLWJhc2VsaW51LWxn
Yy1ycGXAZXhhbXBsZT4NCkhQLU91dGVy0iBGcm9t0iBBbG1jZSA8YWxpY2VAc21p
bWUuZXhhbXBsZT4NCkhQLU91dGVy0iBUbzogQm9iIDxib2JAc21pbWUuZXhhbXBs
ZTANCKkhQLU91dGVyOiBEYXR10iBTYXQsIDIWIEZ1YiAyMDIXIDEYOjE20jAyIC@Ow
NTAwWDQpIUCTPdXR1lcjogVXN1lci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEu
MAOKSFAtT3VOZXI6IE1uLVJ1cGx5LVRVOgOKIDXxzbW1tZS1zaWduZWQtZW5jLWNv
bXBszZXgtaHAtYmFzZWxpbmUtbGVnYWN5QGV4YW1wbGU+DQpIUC1PdXR1cjogUmVm
ZXJ1bmN1lczoNCiA8c21pbWUtc21lnbmVKLWVuYy1jb2T1wbGVALWhwLWJhc2VsaW51
LWx1Z2F jeUBleGFtcGx1PgOKQ29udGVudC1UeXB10iBtdWx8aXBhcnQvbW14ZWQ7
IGJvdW5kYXJ5PSI2M2MiOyBocDOiY21waGVyIgOKDQotLTYzYWOKTUINRSTWZXJzZ
aW9uO0iAxL jANCkNvbnR1bnQtVH1wZTogbXVsdGlwYXJOL2FsdGVybmFBaXZ10yBi
b3VuzZGFyeT@iODAyIgOKDQotLTgwMgBKTUINRSTWZXJzaW9uOiAxL jANCKkNvbnR1
bnQtVHJhbnNmZXItRWSjb2Rpbmc6IDdiaXQNCkNvbnR1bnQtVHIwZTogdGV4dCow
bGFpbjsgY2hhcnN1dDOidXMtYXNjaWkiOwOKIGhwLWx1Z2FjeSTkaXNwbGF5PSIx
IgoKDQpTdWJqZWNBOiBzbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxp
bmUtbGdjLXJwbABKDQpUaGlzIGlzIHR0ZQOKc21pbWUtc21nbmVKLWVuUYy1jb21w
bGVALWhwLWJhc2VsaW51LWxnYy1ycGwNCm11c3NhZ2UuDQoNC1RoaXMgaXMgYSBz
aWduZWQtYW5kLWVuY3J5cHR1ZCBTLO1JTUUgbWVZc2FnZSB1¢c21uZyBQSONTIzcN
CmVudmVsb3B1ZERhdGEgYXJvdW5kIHNpZ251ZERhdGEUICBUaGUgcGF5bG9hZCBp
cyBhDQptdWxB8aXBhcnQvYWxBZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFUIGlubGlu
ZSBpbWFNnZS9wbmcNCmFOdGF jaG11bnQuIE18IHVZZXMgdGh1lIEh1YWR1ciBQcm96
ZWN@aW9uIHNjaGVtZSBmcm9tIHRoZSBkcmFmdABKd210aCBBaGUgaGNwX2Jhc2Vs
aW51IEh1YWR1ciBDb25maWR1bnRpYWxpdHkgUG9saWN5SIHdpdGggYQBKIkx1Z2F j
eSBEaXNwbGF5IiBwYXJOLgOKDQotLSANCkFsaWN1DQphbGljZUBzbW1tZS51eGFt
cGx1DQotLTgwMgOKTUINRSTWZXJzaW9uOiAxL jANCKkNvbnR1bnQtVHJhbnNNmZXIt
RW5jb2Rpbmc6IDdiaXQNCkNvbnR1bnQtVH1wZTogdGV4dC90dG1s0yBjaGFyc2Ve
PSJ1cy1hc2NpaSI7DQogaHAtbGVNYWNSLWRpc3BsYXKk9IjEiDQoNCjxodG1sPjxo
ZWFKkPjx0aXRsZT48L3RpdGx1PjwvaGVhZD48Ym9keT4NCjxkaXYgY2xhc3M9Imhl
YWR1ciTwcm90ZWNOaWOuLWx1Z2F jeST1kaXNwbGF5Ij4NCjxwemU+DQpTdWJgZWNeO
0iBzbW1tZS1zaWduZWQtZW5jLWNvbXBsZXgtaHAtYmFzZWxpbmUtbGdjLXJwbABK
PC9wcmU+DQo8L2Rpdj48cD5UaGlzIG1zIHR0ZQOKPGI+c21pbWUtc21nbmVKkLWVu
Yy1jb2T1wbGVALWhwLWJhc2VsaW51LWxnYy1ycGw8L2I+DQptZXNzYWd1L jwvcD4N
CjxwP1lRoaXMgaXMgYSBzaWduZWQtYW5kLWVuY3J5cHR1ZCBTLO1JTUUgbWVZzc2Fn
ZSB1c21uZyBQSONTIzcNCmVudmVsb3B1ZERhdGEQYXJvdW5kIHNpZ251ZERhdGEuU
ICBUaGUgcGF5bG9hZCBpcyBhDQptdWxBaXBhecnQvYWxBZXJuYXRpdmUgbWVzc2Fn
ZSB3aXRoIGFUIGlubGluZSBpbWFnZS9wbmcNCmFOdGF jaG11bnQUIE1BIHVZzZXMg
dGh1IEh1YWR1ciBQcm90ZWNBaW9uIHNjaGVtZSBmecm9tIHRoZSBkcmFmdABKd2160
aCBBaGUgaGNwX2Jhc2VsaW51IEh1YWR1ciBDb25maWR1bnRpYWxpdHkgUG9saWN5
THdpdGggYQBKIkx1Z2F jeSBEaXNwbGF5IiBwYXJOL jwvcD4ANCjxwPjx0dD4tLSA8
YnI+QWxpY2U8YnI+YWxpY2VAc21pbWUuZXhhbXBsZTwvdHQ+PCOwPjwvYm9keT48
L2hebWw+DQotLTgwMi®tDQoNCiOtNjNjDQpDb250ZW50LVRS5cGU6IG1tYWd1L3Bu
ZwoKQ29udGVudC1UcmFuc2Z1ci1FbmNvZGluZzogYmFzZTYODQpDb250ZW50LURp
c3Bvc210aW9u0iBpbmxpbmUNCgOKaVZCT1J3MEtHZ29BQUFBT1NVaEVVZOFBQUJR
QUFBQVVDQV1BQUFDTm1SME5BQUFBY@VsRVFWUjQydVZUT3hiQQBKTUFnUzczOW5P
M1RwUncyMGRxcGJmQVJRRWpPeXdpd11luQ3RrREtuYmNMazY2c3FsVCt6dDljaWRr
RSs2S3drWgbKc2dyemZ jcVZNcEwyam8wNDQ3Z11EcGVBcmsrT25KSGtJaEFmVFBS
aWNpaEFmNV1Kcnc3dmp2MFpXU1dNL3VsaQoKdmRQZ jFRWjJrREQ5eHBwZDh3QUFB
QUJKULUTRXJrSmdnZzB@9DQoNCiBtNjNjLSBNCqCCB6YwggPPMIICt6ADAGECAhMP
LSWOETmMXSs5CVIeh7j00BoqOMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELF
VEYXETAPBgNVBASTCEXBTVBTIFdHMTEwWLwWYDVQQDEYhTYW1wbGUgTEFNUFMgUINB
TEN1cnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDZIWNTIw

Gillmor, et al. Standards Track Page 180



RFC 9788 Cryptographic MIME Header Protection May 2025

OTI3MDY1NDE4WjA7MQBWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRZEX
MBUGATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4AIBDWAW
ggEKA0IBAQCalSn6i18Gi44/0AVAN5GNCk4PHHN] rSfWUnnelN41KImVaTC3D9zFC
rS$S3i4Pa9ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZ jqQeb6FUH412GMt4 jse2Dgs165e
rnT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMc
1zy++MxQlqdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHdZ5q
DTII2PVX1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ80RuQ3qFC6vL/PGeWy6SCT
58duq/AOEksCAW1b+MD8QH9Y j7CFSmq1AgMBAAGjga8wgawwDAYDVROTAQH/BAIw
ADAXBgNVHSAEEDAOMAWGCmCGSAF 1AWIBMAEWHgYDVRORBBCcWFYETYWxpY2VAc21p
bWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBSAwW
HQYDVROOBBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GATUdIwQYMBaAFJEwW]jnwH
Fwyn8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBakDKU6
8roBRsyXWAPkfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdaox644
DsilOQEP4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTxDNOOoHz53PYDBh4zE4Nar2in
COD+VM6RGDY66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtlulLih
ne®Bp1GUTkremJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHjKK49+q
YC9faFmQ+mK801h1MIRANI7srjnBLKpuob6wd6jaRzWdNeXz1Ec2tUpAr4vRhZjV
D6FYMIIDzzCCAregAwIBAgITNOEFee11f0Kpolw69Phqzpgp1zANBgkghkiGOwoB
AQBFADBVMQOwCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMC8GA1TUE
AxMoU2FtcGx1IExBTVBTIFJTQSBDZXJBaWZpY2FO@aWOuIEF1dGhvemlOeTAgFwOx
OTExMjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMASGATUEChMESUVURjER
MABGATUECXMITEFNUFMgV@cxFzAVBgNVBAMTDkFsaWNIIExvdmVsYWNIMIIBI jAN
BgkghkiGO9wOBAQEFAAOCAQBAMIIBCgKCAQEAtPSJ6Fg4F j5Nmn9PkrYo@jTkfCv4
TfA/pd0/KLpZbJOAEr@sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7G
xVwXurhYdzZlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12
DRVBDpbP4JFD9hsc8prDtpGmFk7rdoq8gqnhxBW2RZAelLqzJOMayCQtws1q7ktkN
BR2wZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTMSiPR
+peCrhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKKkO1zQ1Pq90n3j1sJLOWIDAQAB
04GvMIGSMAWGATUdEWEB/wQCMAAwFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMBA4G
ATUdEQQXMBWBE2F saWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUH
AwQwDgYDVROPAQH/BAQDAgbAMBOGA1UdDgQWBBS79syyLROGEhyXrilgkBDTIGZm
czATfBgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkghk iGOwOBAQOF
AAOCAQEAc4miNgf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3BjJ0d6
4roAKHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWHg4eHI jS027
PmhKE10AJKKhDbdbEcZXL2+x1V+duGymWtaD@1DZZukKYr7agyHahiXRn/C9cy31
wbgNsy9x0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNY
xs1Fhd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16 jMhwFXLJtBiN+uCDgN /fOBBG6JhO1
aqébnGVcsoVTMIrH8nJv54eHQtWtYFBJI8550DbkIS4DXxHOWRS5121BayRN7MgC6q+
H+cJTAZUD2IF7Q==

C.3.14.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_baseline (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:

Gillmor, et al. Standards Track Page 181



RFC 9788 Cryptographic MIME Header Protection May 2025

MIME-Version: 1.0

Subject: smime-signed-enc-complex-hp-baseline-1gc-rpl
Message-ID:
<smime-signed-enc-complex-hp-baseline-1lgc-rpl@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:16:02 -05600

User-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-signed-enc-complex-hp-baseline-legacy@example>
References:
<smime-signed-enc-complex-hp-baseline-legacy@example>
HP-Outer: Subject: [...]

HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-baseline-1lgc-rpl@example>
HP-Outer: From: Alice <alice@smime.example>

HP-Outer: To: Bob <bob@smime.example>

HP-Outer: Date: Sat, 20 Feb 20621 12:16:02 -0500
HP-Outer: User-Agent: Sample MUA Version 1.0

HP-Outer: In-Reply-To:
<smime-signed-enc-complex-hp-baseline-legacy@example>
HP-Outer: References:
<smime-signed-enc-complex-hp-baseline-legacy@example>
Content-Type: multipart/mixed; boundary="63c"; hp="cipher"

--63c
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="862"

--802

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"

Subject: smime-signed-enc-complex-hp-baseline-1gc-rpl

This is the
smime-signed-enc-complex-hp-baseline-1gc-rpl
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy with a
"Legacy Display" part.

Alice

alice@smime.example

--802

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"
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<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-baseline-1gc-rpl

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-baseline-1gc-rpl</b>
message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_baseline Header Confidentiality Policy with a
"Legacy Display" part.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
--802--

--63c

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjveZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--63c--

C.3.15. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_shy

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_shy Header
Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 10445 bytes
1 (decrypts to)
L— application/pkcs7-mime [smime.p7m] 6716 bytes
4 (unwraps to)
L-multipart/mixed 2273 bytes
multipart/alternative 1116 bytes
text/plain 379 bytes
text/html 474 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
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smime-type="enveloped-data”
Subject: [...]
Message-ID: <smime-signed-enc-complex-hp-shy-reply@example>
From: alice@smime.example
To: bob@smime.example
Date: Sat, 20 Feb 2621 17:18:02 +0000
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-shy@example>
References: <smime-signed-enc-complex-hp-shy@example>

MIIeHAYJKoZIhvcNAQcDoITIeDTCCHgkCAQAXxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00@uhZJ/SZ9TDEQXGF8Bt5WnyCp3PC8m2ygxoui8y0XLvH/X353IQzHv
ituNJd5CN8m6RWSHYm7NGYwifFciv/usZk1/pvp+jVzvFW/GAaea3oyksAYJz4o+
y5IG/TFykybUNyDKEtJ3kMS5D07rbDgGJn7qoK/7rEbTsUf1NSIEdVkfM8SEHKO1
WdwV8u0J59d4mx11u0BU7+VOVFbo+YVPBHUJYJz4U6Gp48Tu3IdAJQS+PPmY6IEX
+3rE1+jcfOKXxs7PRjZ684uwteMkekMEehxNSQg2HJW5WOhTtPI/qSdCfx1egfR1
+Lcj+sLi4fPXK8cdo2Kc9qGiRci4PRSLxSNCRX+Pk+YrhE1/L1x1Q+06GmVR7XYc
fU/SOPL2L04jFToHU27NF11T7s4diVsWX10Mn5umgo+cOBNGdAM6Thh58Guyg01Q
xIOVvWTbhNE6CmM4g20khIY0j/Ko6S1ludZX1hCCAxsnG+80b8If9CjwVkb1dv8DqJ
81NP0iSaJj5RCbfNy1RE20jL jkAKzancfCXIzuBuReQaUnVkAHOh6Aj4ixxTawrX
F8hJm+i+WDrnGhkb8zsgR5n9z1TagCfiS6JWZ+N/1YeoeTuoS3dNPEw6wUXmC5h0
0XpJHDIURUOScbrQLF5Kx34B1Ppk /WVRJLxbSy72sm+7wEHOC+Ft200KofzJvZ2N
Vu5f18qGjklYSmJ17/jNVR6t1G4bN5SWNIXZbdVeKWDvpv+iCFXbB1hSu1M3x9Dqj
zfzfTaB2J1pHZhtxNyw0a®OLFDQsbLyVYWJ1AKG7mq34m4jKSKWINnbkaeMo@xEN]jYawS5QjDj23s6801SEba/
aNF6/7Y9JidaDJBXqFABRX1rrCqz5100wvWnuuPX8daVasOP3b+5Y7YHZkG+6tEo
X9BhJ1ZpZbMpK7SXMTIZXEhSq3jjsHAuISceOP7FNWvnrrQKulD3eV3ywqrXeI5W
8rEukobJQgZrkOPPpHW2diFf1bk7YSTWFNk2iD1x00+5Bsy5XrEUyrACIKzKn8cT
4jUMw/G7hBQJdrUlcsMtb651EGP5RSjnzNFOksBYMB+Uh96xPf5FuF6B8IONhPrtv
HoDsypNnLNPLxc2I/RjjIjR2rC2vkJRwenG/x2F8JztPwRrSQhgKkopaGkTLY89h
Dd9u98WAepIr9Wj8DumN3alfcrsDcDOL//TuSepd9juMwKkTthvXa6fRcjJ20xNC
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EZLtwLh5wk fF7IdtNVGig2We2ykfDcCBqOTBAcTXTEJNjeGDUhAXFRwYB9 rmm4nk
HkxXKyH2sK3JiUcEGREIfARSJfxAGU40P328378006QvIoHGHgIP3DnsBMKsOJkU
2KbBAMT8T4X61x2Me76idmwJPsP+hnE4rPw9bKdn5u9eY1UBF25Vo0Zgln18qJdqlb
C6brgQTszKSH1gvy81ug/wV3PCpz6L80xW5c5J71g+0Wwb2tzfLMO4F3Tvssqp71
MA8JFsHSF3pgSuEGenTZxBpR6eTo/VSIEI2rPrYKik1D4MxNzuU10QukL9FCYkWb/
Lcorm60hJOPtcvYp1iJJx3MRtndalHNw11MdVXEbJErpKxhSW/pgaRrCdX/I2prO
pZMthLKOw173HAWYeVvGU3scA8mIOO2KGGFCGJvp4IbbQ4anfef3MéhcHgsumb6cRe
LgB5e02UTnA5pKR5iIWALIMKkmXWUTfzCZuYAOaBznTvA7zHNNTfOBkQWKgieZjyckVb
8Ya0bWSsr98oha6hUOPCfdBtajXL2JrphGXtBc1DVLLf4VTgy+clVYZAXDdiD90v
KGrXft03x07cU2TIcFFq/ZbjWJud8Aj+s6jacBjjYoLuNBiNyWMVIN;jDviHA34rZ
XSEV5J50nuQt fUP8257z4UCqwk+ABJRW97tMx01Lo3sCOi+Pyh+c2CdxvUF0t29i
okI9N5cc2aatwNHg3mHgkEhViDuHXF1v+WFFwjqB1tIY+amUDZsSnTAjXuJ88tAk
iuptLA®7DzBa1Z1CunbQwddIgryiKrzw1T7b5CBaqpugg6V49pNNkXEtvOMIXRO3
QVaxfFns/ft4dXxKEBmWdj5AMekWDCG699IIAtuM7AYh59g/qRnpkZSSB1luUG2zS
wvQi1iUhK6UBRT904+cWfCIvZulL /FUAToUq892VsVrzZ0ObeyLtqxGAM3yf05]jPpZ
yStYhYtTHWtX7v7jd6Ni98dNg+3gmfpq9z779aTxIckLI9myqTNURG]jrNyXf91lmco
gauyW8MagYn7U/Bwtax@h5qpjLqcmOPUGo/TmPmL6MN+znzxRLBsakvDNED4tARq
2QYkoR8HLKvbp8q8XBtf/I/23S1qEnqgprnotddoRgaJuw8Z/QyVmwC3oxV1VQYV
c4391fZLwnVbky6v54ynmt jIf9HLNC13fIA3p8DF1mzGsZidD4WSOWCIUOX/1RqT
huTM9VMtKo01sCJ2u2cmF3aYXxTFbFH4j92zXv9ugW1EpY75Agyk1IjExyIYTUQdq
PVLPsSG8HXnuoupDb21hx8WjIJCLz5hprxKvZ5UimjsAHb2A0cpIyhx8pfiPohDu
QL11dDH1RckYPBBmM8cAsIP3NAKbOcIk66q+4XxMPgxEoD6gXI0OYyUW22djud2PTT8+
MgpMRf7I0j1J+cLoE9/QUcXCTxHOAbIQv708dLdfRY7H+Ssci6BS40G+SYpcGDTa
OTJ1uDN69HueqqfA4iCCImOEt5AQ5wyCx492pwxNyeUdRxsOPMfiDAyuaAxQuLww
25u6R8adQG1x1+d0sotRg96VBNNGWOT6Tx4CFtu58CIWOEtd9m+rRoyKM7VodxSs
EOWdga6CW13J001cm72S5BRJeBkhDQ446suFtiqjMJhPhS8nctY8esx4wEd7VhF9
MPmwax1m54L jkSJQ590XtQxiw+yQbep6uR4AaE2SMktzOTzuPtmIL1Hb8NnjC8GCM
7bDvosP+ja8F jF+hAw3Cnw47itF+ZmVGxsWmmt+RkiQo54+4uzZ3Xi3IZm2 /AMOFY
5TDE1YiMK3KWai28NANThHb17mrKrJ3Y4LzImYW7sVK6Lim/1Qq2QOwTFYs9LYBn
fROFTONuVtteN3eMa+ERIKCVBdunP6c6ufF40ZL/1tKGPOgko29f1EI13R9VHOjY
Rvg5pa79y5WkihPUngA2rmZz3IpREVN6WE4cOrix54QBklaz1yW2LMVYXnI2Q0Ox3
7279CBhzBxjYqY/YeloXR5pPz24CJAbrMSCqAhtohYDmkTJUv/ov5YKVE8IbDvUVuU
£I29aQ7vh504eAKGOHVK8NNV2GvuM/+32LP6alvX+yIUKRr6BLYyt7H61w76E1BDk
pgxMmU1EpPaSo3BTI8eALDTBNLYGOK98kZgXemnrYbVAJgMS2hUfeyZim8tFf5Ws
BMKOP14SoK@EmMN4PJXV8A/2XMsYpTZz9nWGX25HKaXhaAIZGaB8DOBAski1l37VhmK
LGe7dEqg/CHIS@OydVCOCqFOdsIYVqpCzp02XpbToS+kNoY9T430bUwIq7 rdDRIWX
PUkgE8AIPOk8uqI6éwCeF4giwUOjhjLj4K+ein293xEwKasXD+o7HNcyv1uFt3g8F
sBeezk958peq4R2Jm4KySsuOsPfeq8YXpbdwpZ jXRkK2sNQLiKLmBsrTr50tJoQX
Paaut5ZMi63P1n8eWMfIFJ1/71mDPYeTGOzrbyQXg+1111HKgsuBkr1N5iZuuCvk
sNgGhW26zDpWf2IXx0nAdby/+6ZvCh2PzT094n9y5yoBWBUfoUK3RxHfleEcsdHq
3X2/utJZhmMTW3HPxyW8C1pDxkXKnTHAr jRVmu3zCcUbeEJEGc/c9pmyzxONEN10
2yfUuM7UYkOsLCcMqY+8UNt0eY373e9RYx/JtRSNYZzRQTOI5UdSGdug8fBMc1wkX
dsKLO/SP/xX03J3ArIPesF+j8hSJItarYcT1RTpcSHuqTZ+QbfXBOfgXIVIKJietb
3ufjGwvYIRv6TQ81rICQW6TeCRVLM8cX5PtPiEt1rQ71c9BKgpqgfxt57nsd5Sbaw
T/nZ7mM/ks2m6NO9KxZ2H9QYSCCo77MbQCbxdVxhRS4aDUec1gk TQHLSdJDNnpRST
n06JxmqSBp90tJ+LDHS506GORt1v23GQ1yrL3nWnL9S6s80hFG1lokN13tgWYQe8Ek
YwZiyGw9Dz61JQY06QWKWYkqfblJZqlmoZPxDJY42PgqXz5gczGTyvorOXkapWfVz
150JeNPNQ7dZVqECSUh3dqJ6LXEPYTy703my4BPIJLt+ImT6bhFDieig7cf9oxqgR
ZXeSphW61KYyz3yFpQ+51E6/ebZtejvIdxn3YC65I0ogPRgdNmrx8AWuzQR/SR5/6
0102Y jKc7BwCazZVTcGXHIOYbzplraACMCrrgz94XvbaPZ3WX7AbJZmxekAgMdQR@O
i/0xyiojevnNhr1hfBTCagGJr3UiTKnQzYFBp1NphHq9Je45v78N8A5ZjZQIeThg
pAPU9ZujQIeGQxWKWfsWIAKEmVUFiQ+7WDBf8GOFCRZLqUmitSNP72q5r6A05QoI
0KjIpF+QB11hqQK69Q+Td/Q/Qsx13W40E5p+1gZNhJDgrYneZBxwNy3BU6GXQoCI
gxiAonb/XB33G463hDEui/MbuVvsMOthgFgvzkobwIIIcqrXYbjKsubVKeCWMs2/
09XDeJeZjc2psmuUiOLR40U+7m1E9YhRmITxkzt1L8jJigSL1kmyTMz9EXHNdIXd
7KZZzMLBgdy7z3KaPQyP02huJXjHIM5+Dd/+FI29S9uMLAQrXphJEsKHpnEtK6D3
H/5rYHV+2gWYEjIOcPnf8RzYkKOH/UI53zISf/sFC3zbbMNBC3+SPH2K73E jpWaz
zgkYDSWy4pfEn1+maXEaUbbgZsCEE7Jktj2TS44HvtL61UiRNbcPbwEZbn6PMKre
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9vBpBrLJDpmIsbc6dHMNSG16+b/Z720rc1933yBuq98dZ1t1m7V4AROAqWHrcH5RX
0Xn5UpvZoqlWUBoungRQ/DPnsPTPV/6fsQFu++RfrzkossP8Ukiy5VhIQK3LUf3J
PX+htDHqZg810yoPqj2Sr3tTeYqFeIlefad3cJhp7YPICxJetCXGssGnOTt1l/b+KK
ZHpalLdtDehkX2p/2+fhXV1a3QQ7vGXyK50HJ3+FmGatoLqpVLOeRjRITITZA3Tq+
33y6gb8svU7v+CkDQXU3qg6u8OLULVTilXhfJINStVWCsyTnY+K9meirGTmdvd1t8
080CjTN4FOJpaXrfvHWdR+4anTnvEsCUsFOECQ3a/SrJbHP4zCozgNba8utPIf8n
PADD1FKeaSvHr4KHS4hsuC304HSbFvOusr+aWZjsgKbOyhPKn@EwiurwbIS+CNiJ
Pw5ae7VSyt1PmC+WfDyRqiflGFJHBTigwEdDTnuKsrYn/MsZGrpUgx@fHFMYBv/kémojue2Sy4p1vQoaRhDLANSDPHHFC5AU6 TNMxka260UC9sOuPIRIVFcdpgbX
QVNEIhLNT+uGt8DKhi3sb/T4GKUlcxCM+QLi8I+9a0sdHyiWGDM4xb3LPrwPhOU/
yHz0QSMOxwkCRai/WEroFSEP9weogqUq7ulrQBmwFkBQUneQV4KesfkD5H+vzZWb
opx56gTQRaACZpLCTNOjdIK/Iieeo08xy4hBAAs/nV3s5Qb2f9e15f6ENYFSiWdIX
dHfN+08txgDbgpUjRumoym@Y juNFwdTxnz8C+YCqkT90f9nzX7+bIz+Bq4CynvAE7
W5Mk6 JRIIRcCwwwX2WSMX7RDVYRg5F+gxFFkxkn0ZS8UFbAVR/ jkwVjjPEUSTFIm
71EhZW7vLo30aGku7kNiitTeW2qRHD1wZq+aoPG835iQLwgdH62tF/0tRUvV/qtNG
Jox77mnuq1iW+I1FKVEibrNH1CDipCdEGD1+EXe4iAOUx/00jKVAONKy5eDk/t55
dzB+JpeH1As2AUBbQeDwKo65R6s008JCT1PbiTXVskuvjmFS/8uzkDGc/JehezRN/
ZHgATI4A7xzVWKABMS3F7nPYWZTKy+jwzdPmueCuDZsktDz1RbgIdDR3dNg87iNTf
03XfznIaTKplEqoxRMM9QOL jmzNoDZtPOnWg4awzg/7aNB7BjN1IfX1KV7H50d3n
RNx7rnVEFAX57JMTFAJcK+Uo4ibci2dMNgM5cpAX9LPBmsynfSxaTzhPWEWpPQwY
SCGCmiVVvJFG/TbSCumjkIGBXPsJpPCJhx4d4hC1trjq96VjYkVOIN20PO5JK1R00O
az4S18kqj7Axa5UffXCpSSTbn8ehp78IxsxMG7tBZOAEFVJIV3679zZj2NVdhFNb8
CkmHo3ya6bdZ /NJdSy77Cd9Vt0jy912g4X3/sBausdDOZoRbTFTU1VKupLDo9pQb
C69iMim2eRGg7g7wsh9YQbe809hwryUEtDeeeIPhbESgEk8xjP2t10T1kmpk4ViRW
FKaTu/IKsh87trtQE89KCTppUDCEY6NSHELrPnWIVEJo4qRQZ2ApsUpnVYD4kRIOt
sME+PuecHiRhgh+dE09EHHd rhyu53d9fCcGhbBfNWy4Sf3nCnh05hzzUw3fcpW9p
7GkK10+yWcpxc1f0rvug@0AnQiht1CQ7NydQ54x3var0ZSLZ6dopsxXnjGS1lfawl
GUK186Cv9Gd8G6ZsMr4bhjyD2prNndpOcadX1r+LEkfX44Xv3EHge3J9en0OR+fMZ
tVQriToOEMB5mTEtOPO7 rwfDCiGXkAZPCukMC22y7Yksqib805120Wcbx51+FVFO
tfmy+c375n2x+wth+SPY/LarQUDs@1V/v+NC6u71TjyMhgkWEGDbxtDqO+hrUkqG
B95VNgIGFmdvV3+I1D13Hx/rAf/eMfadJ5F7H1w0jdXbnEQsYXkwtx6UOturVohH
1UFqqjdsECXP104QFiiO+a+WGFNEy1KafnBYBbVpIouu8g3SGtHKrFAPXxH7i4uFb
NCGXYM106HBdQkF5IHeVH/Sh3iDPnK8ilfSUXIbo2QiFnuuvb286VD1hDWys4q1Y
82bQdIQ0z/YQkDNmUoMB9ZQEtRzGxGqqyDrKtoeGNuItavI/oQFs+n5f/p+B7ebP
+Dg4AptNdZ1iJTVrkKKwBbuQJMrcUvWKKxkUC9/N5DeNVV7yVuyVBUOk1Q9Zub8X
SNFkFDZ4I+CfQDrN9YedY+1AMjcmiYIDn9s2RmYnGgAV1YweN7y8hE36sNAXDUK(q
AEQC8bJrTAy7axaqj2m8c/F1nXzmKBn1+Q4zSW8o0eNjvfSpfS5ZeljHnyHrZrUN5
fVyet/3gok33Qgh58j2kXSVgWJrtbsIk1x5Zu2Q+QeUmMykA21tAe//NbcRm5NzW
fdAyOP3IIvpwp6wOrtDxyBeDDmPS6Jkthp/3A9CmD7 jewnt2D3f90G1j1ZITnvvi
VxqKkC+yHGxYKC1kdvZnkoVPS5sGA3STRxzWgfzZ0rnvyNjKneokJY2CMA89A8wm
cdAbA8WTxoLo70bjelYiyPgB5BWUqWVvRbrVUYS61rgLToUIfVSS/beNyjwwmjHgR
C3a21QQ74kYyMr1iBj9KecUeyVSBHOMvwG5XvBPhovz6waVZdSWOcxjDs1lz+Ghg/
c74x37hFQSAiIUt9ZzrE569QNP6wcGe /SOMXxL5MG6bqu5BH8MGrBeQOIPRCWXFwI
+Hvwh /mIF5UcBhssRDYNn9YxYAB]jCLsjpxjMcDJCMUA=
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C.3.15.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_shy, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIITEAYJKoZIhvcNAQcCoIITATCCEVOCAQEXDTALBglghkgBZQMEAgEwggk5Bgkq
hkiG9we@BBwGgggkqBIIJJk1JTUUtVmVyc21vbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduzZWQtZW5jLWNvbXBsZXgtaHAtc2h5LXJ1cGx5DQpNZXNzYWd1LULEOiA8
c21pbWUtc21lnbmVkLWVuYy1jb21wbGV4ALWhwLXNoeS1yZXBseUBleGFtcGx1PgoK
RnJvbTogQWxpY2UgPGFsaWN1QHNtaW11LmV4YW1wbGU+DQpUbzogQm9iIDxib2JA
¢21pbWUuZXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmViIDIWMjEgMTI6MTg6MDIg jANCKkNvbnR1bnQtVH1wZTogbXVsdGlwYXJOL2F sdGVybmFBaXzZ1¢3NhZ2UuPC9wPgOKPHA+VGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVkIFMv
TUINRSBtZXNzYWd1IHVZzaW5nIFBLQ1MjNwOKZW52ZWxvcGVKRGFBYSBhcm91bmQg
¢21nbmVKRGFOYS4gIFRoZSBwYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5h
dG12ZSBtZXNzYWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZwOKYXRBYWNobWVu
dC4gSXQgdXN1lcyB0aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb20gdGhl
IGRyYWZODQp3aXRoIHRoZSBoY3Bfc2h5IEh1YWR1ciBDb25maWR1bnRpYWxpdHkg
UG9saWN5L jwvcD4NCjxwPjx0dD4tLSA8YnIvPkFsaWN1PGJyLz5hbG1ljZUBzbW1t
ZS51eGFtcGx1PC90dD48L3A+PC91ib2R5PjwvaHRtbD4NCi0OtZmE1LSONCgOKLS00
NmYNCkNvbnR1bnQtVH1wZTogaW1hZ2UvcG5nDQpDb256ZW50LVRYYW5zZmVyLUVu
Y29kaW5n0iBiYXNINjQNCkNvbnR1bnQtRG1zcG9zaXRpb246IG1lubGluZQOKDQpp
VkJPUncwS8dnb@FBQUFOU1VoRVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIwTkFBQUF j
RWxFUVZSNDJ1V1RPeGJBDQpNQWdTNzM5bk8zVHBSdzIwZHFwYmZBU1FFak95d213
WW5DAGtES251YOxrNjZzcWxUK3pBOWNpZGtFKzZLd2taDQpzZ3J6ZmNxVk1wTDJq
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bzAONDdnWURwZUFyaytPbkpIaBloQWZUUFJpY21oQWY1WUpydzd2anYwWldSVeov
dWxpDQp2ZFBmMVFaMmtERD14cHBkOHdBQUFBQkpSVTVFcmtKZ2dnPTONCgOKLS0B0
NmYtLQOKoITHpjCCA88wggK30AMCAQICEW8tJbBROZdKzkJUh6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMAsGATUEChMESUVURjERMA8GATUECXMITEFNUFMgV@cx
MTAvBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdG1lvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY 1NDE4WhgPMjATMjA5MjcwNjUBMThaMDsxDTALBgNVBAOT
BELFVEYXETAPBgNVBAsSTCExBTVBTIFdHMRcwFQYDVQQDEwW5BbG1jZSBMb3Z1bGF j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmATID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXrl1l6udPB7k@sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5M500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7wWTLMLeNf9Byb5ksKqUugEHAMd1nmoNMgjYOVfVfcrvowd3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVvAwPxAf1iPsIVK
arUCAwWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUD
AgEwWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGATUdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wWQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVTAE j
80e0r83zdw8wHwWYDVRO jBBgwFoAUkTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZI
hvcNAQENBQADggEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbhtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjgO0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2x9SG91PEMB46gfPnc9gMGHjMTg1qvakKcLQP5UzpEYPLror2X4P5uXxaPBLIZR
zWmkw1RF7FOD7PfB5v94M5274XYxW2W4uKGd7QGnUZROSVSYkGiWDp1JhgXwfDz8
ABenITGXnoEkAFvvjiCqh64PT1hIeMorj36pgL190WZD6YrzSWHUZz1FB0juyu0fQs
gmé6hvrDTgNpHNZO15f0URza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgECARM3QQV5
7XV/QgmiXDre+GrOmgnXMABGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEY X
ETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENL
cnRpZm1jYXRpb24gQXVBaG9yaXR5MCAXDTESMTEYMDA2NTQX0FoYDZIWNTIWOTI3
MDY TNDE4W3jA7MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBXRzEXMBUG
ATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQCO9InoWDgWPk2af@+StijSNOR8K/hN8D+10780ullsk4ASvSwjisCNo7sHU /0FB/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30UxfyrzZl@SVODPCXLJ1V2Wbq4Z6
7zANBgkghkiG9wOBAQEFAASCAQB3m6q708hB5tmuz6jzSJ+nCR7COBRbfKypENSP
k2tdLaOAJWrHgljSd4k1EJWy3x2SvLL9qg+rSbmIWpK34PWVL1E7gbbJIBjfpoIUo
+YMSIkhKFaKfUgulEi®zQG/HgnMEN16CDXa5ZrbW53SEpNpYgchUcqpg6Z0y0BO7
oH7Y0qF2111RRSzsjNMMDAm/1LvOFBR+nUERAhHvq1dpGpNuvbtAh4itWLLbDL1R
gIvrihHbqaUhf4VDQNg4MWjdHGATgPHNAb4hpfaxHXxGEv+NYB/65VQWKGKMZujgk
aLH9NVThiAlEOyirAA7V1mv1UQgBem@pjh6ixnwK9HfPb7pG
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C.3.15.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_shy, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-shy-reply
Message-ID: <smime-signed-enc-complex-hp-shy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2621 12:18:02 -0500
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-shy@example>
References: <smime-signed-enc-complex-hp-shy@example>
HP-Outer: Subject: [...]
HP-Outer:
Message-ID: <smime-signed-enc-complex-hp-shy-reply@example>
HP-Outer: From: alice@smime.example
HP-Outer: To: bob@smime.example
HP-Outer: Date: Sat, 20 Feb 20621 17:18:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer: In-Reply-To: <smime-signed-enc-complex-hp-shy@example>
HP-Outer: References: <smime-signed-enc-complex-hp-shy@example>
Content-Type: multipart/mixed; boundary="46f"; hp="cipher"

--46f
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="fa5"

--fab

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-signed-enc-complex-hp-shy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy.

Alice

alice@smime.example

--fa5s

Content-Type: text/html; charset="us-ascii”
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the

<b>smime-signed-enc-complex-hp-shy-reply</b>

message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
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envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png

attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--fa5--

--46f

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--46f--

C.3.16. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_shy (+ Legacy Display)

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft with the hcp_shy Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 11505 bytes
1 (decrypts to)
L— application/pkcs7-mime [smime.p7m] 7508 bytes
3 (unwraps to)
L-multipart/mixed 2832 bytes
multipart/alternative 1621 bytes
text/plain 576 bytes
text/html 748 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-signed-enc-complex-hp-shy-legacy-reply@example>
From: alice@smime.example

To: bob@smime.example

Date: Sat, 20 Feb 2621 17:19:02 +0000

User-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-signed-enc-complex-hp-shy-legacy@example>
References: <smime-signed-enc-complex-hp-shy-legacy@example>
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MITIhLAYJKoZIhvcNAQcDoIThHTCCIRKCAQAXggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXR5AhMPLSWOETMXSs5CVIeh7 00
BogOMABGCSqGSIb3DQEBAQUABIIBAG1AuaN51488nWOBLsFYGGzvB5271YU/2JcF
bCWNgMWKZXJg15jwdzYH+xrTDHMk3Lm3+zgK9UoV+SCIBH2canLBrEgBk7KeqP6C
XSZ5q9yxGyZ+CqJ8oMsjvhezu/F/WR001CP/ALvzwu3TM1C7WGX2VId+dkYbJlgh
84usiISToli4K5GBGP5TwCt40qFNg@oiCh3PMUyZQ02RxCqvWe313j8J7ASKxA4gl jmD1P6nWP5/PrFgQj0cZBjCC
Hf4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEFzxfgxbmalkU7vL68qwqfyAgh3Q
LvLr/83CJmjSYS/t5iURfgrocyJrvZk3RW3i14gxNLDFE1cTKR1fCuUGnaV9irYB
A4FUWyBQRBNUPbEihtDX1DuhfIR9bzG05am3GdoNJWbNPEcC9Vta7Q1lDW]jfzxNF8
NJw6q/S1Z1mAQCHq8p5dtBsRWsOH7gokScgyB700XBHNOmMQOBObUbJ9WcIbABFNCg
tJDPxBTI8kDqduwhStetZwlOHrXspvSojb6+siJIFcah2p/hFcOWxfBh1sz754wm
1390t2BGGWippE1LS9Xysuof+zbmwwA57FkJp53n8PsnKghvKE0BZYyEMPkKu5z9p
XN40X/3PwrBxo4HoHut /N3HNwyJs7tb71/8AbmrT1tAAHUhDYc1dCpza8wF4wGnC
kFxFVOE+3rTKIZdTmNdywyoBpobY8KSLheKrpaRGaeBv6QnFavph/1w4sd1EPGVa
CXNn35GjtB5bAE5dMkxbrEiaDi3DupuQF SXxhNWzBPLVILWxBnjgDWaUhfVRSx50X
MzU/GSefZ61C4eynr9KG3F2EiRm12yNj/OR1ZTm3dbfUxSp+mR0262nkj1UMcyLe
3eTwxK5yKH8pMNOuQOpEB6CGJY 19I5z ryFtdNb5BaPNSGznwkgMnX4gPEG18UX1q
yKfz/hjcLXYyYbM4ey/xh3uDRWXPXAtMnJpXDyvfDMSK/DaFI2eNB2fdZ1Hnr7xD
MRAKrFGRONDirjjxjYVGHkUeBCn9H+zz6b1BHdcNM132QtZHsYhIe6PSvmybZ/oF
R2uqR2uEJIFtoPAA+BF5hj26RBAoLeJhGddyvXfNpOXONun8Fwzpsjn6nPwoyPNO
hedCV10i5XCuH6J6ShJD1etim8A7dxKduX61lp4ts/SHKN2wvnP95zZExvy9L3b9a
m/eWq28vri4i3MLcPbswFWk jBkgZ1DPuwwmv4c+6NeWyZSJMMK6 ftZDuAKUTHWVR
VS+PHx4kT9vwg2KSzJKkbt9IaYDUrNbGsPJbZftigBS0z267GG2mYSjasSxv+uUX
bLkgoHEixJuUbg/Jvsncnby7JwJErgDnLN7S2ZGLyAaetyWBDWbZYFy@SQXOWrfZ j
eYSt/uDo0Yth5VSJo1IdQGXznCXARz6QBX/UdoEqMNzAM7VOHOK2J6VpVvN+WHXLW
hrIxéw3nEsfeikCm8s9sDkbrgJwmHT/WQDzfFArAkuRXNczJ1EOTevLczOYKnk/E
/IaFSs2dobuDDUXk1mbxXYOW2Vk+VMt+svjEwWCYLXpPOhghufNTHIUQG9D//4RiB
/jrJoy8ci5fn2vM+czragUNNAusuCI9RnPgSyPHLWMyAXLZo3kWFtB680K09cT6Z
k1temLL700k@VBU4411Sc7S568kYXByU60JZtbdwnChId@YTszQ5cq5P/3tn1Cbhw
THFc3yv1W2CLOB3wNmx02 jOmd48R2kmzV6Mc /C+POVXIWOhh/gcVqt854WiQxVwé
a0Dr6903j5901H/bPa5wVICKO+3CrucfQWLi3eRNtGNQ2N23eZWFeayDZ+U63SDyw
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Tubr9tRIwZNu2kvf2eHTLoLswoTF87SSbcHbzwpelLEbp250HodTkfLOKIAXxcZMe/
zspTEUaOBysL /0z59X3Sk71ei4qpAP9u0GyvqK9iQwON+G75v8VPWGWYDTsmAnb7
X/qZ0pX3MS1718f9rI75jYUpmU51+HbOrPw6cywnvGKcjN+E1yE+VY1Eud/PL1hj
Q24GE8NC7EQnmKFuNXz@guDek /a7SMWgcp/VoPMd/1cI2Vr9Wwlhcf/FULqGROUC
ANeBlaUgZvDIWXqdimYAF jFBvx+pYlghcAyzymoKnK9wjW1xeyscr7vN8GKAR;jCC
WLMIhuX3AK2FQUcWpzjuAhQhleY1AbVOFKTk1pXLbfA526KxUDYQUEV+8M5iRpv6
uz4X01Pk7bwTSNkwGIRWT8SSbWA1VbGARsUinhFinhKmkvdc/CKDtPTdchkmcGEA
D+bIpuWKMhQdANSCoi5XmcN+5q8PH7Ivw6iz6WHGjiQNoqYadiTr+AZu98uRnUBH
vbYXr63tBK60XIjPFcuHMnk8x6aQpUYAWYuaN+EvVvtecStf340tuPgoXWdh9ghG
/MfFiQMLON4gT+vq6PZP1riCHU4Q97gmdwThrQQsr7kY0@zcEF4zOuDXNACCK2UNT
Va1j0a/Ucn2512UtMW+QSiz9IryWBhBA11gFdYOsgqYPMBnZx1fQ+DpNwmQ7E8XA
HES6WKGMZNZ0Jnpu443BPGHUNJk4Sy rDKQWL2EfK5tscBOBoAGrGhKdSkd1AB9Z7/
rIfi5efz9HKv8rnHd2vxzXmdB6Lc3eKNC7ICNE5U9ow/Yd90aMBrIdK9f5imw3Uk
CL27LkV1x8aieahJTwwAVVBRZz27FgkmB1x2R42mj99zWZtecrSkGx8wj4/qscqq
39wi/tD8tR4i1yqzoP8TDNP2YVmkFnSVSOYXeEMSrazThd0i/sxKqTtx5sZQi9f/J
7K99QY0GkJmhjiC15H/tA7kLD5HPCOfgPDB5mO1p31siMDij46 r40RahUjpPdtPk
IgtxhWdiJ+hn63rm6WFzoWR1fm/k9yxSsegOpYoCKgi24Z0H/84rtVOXfcMKz+in
+8mkwRV17bQ7hKkNs9JwnQD37xx5HCw150wNivynBIG1P5ISsr2aRo+eids223FE
9R2TVNXtJp2Nmg6Y+LKbMdCUwaZ7w3vWT3sQmGOrn2nwb1ShnHvQ2N1w7hAAEbqd
/I3dFrvVPxgm+Q60ONVjXrACtI1fcTM+LSUcIMCXjgaxX1TMyiWgmO9m6UnEGtvWi
LGImq/@CHgW6YCT9bwLnPfkz2L1vk2p78gTUqlH77iXt8THETWjBIB/GJ15LGInF
vI11sLQMkK355Ztg5wk5FhD47k /EFzZQWKfyn6+V1u3hfwGBQ5+FRwgYRS5nTA32TéxxBA4
tvBIsfAqCcKYovXdNtWO9EXxBBeAIa77NUmLaRPCYWsmgGJ5N1YgNyPOyrsxz/6Xc
21TcTotmEgMjWCRMdWvQnGUSWYBQe /DsjtXrVcPjSCBdxZ8DW;jCYI8mmmyo41lulX
PSCMXwqcQDbGcvNHqzxy@eT72ZhL319aD7ealbqZ5got87H1fURQ/mkp/LRZyeu/
b9gAIL5UAQ+E+1NgQdY/meuOawNp3qeWpkglobqglYdEUm77vG0+D1DTQ3 ruxeb/
IdBiVypb7Y1JcNx5/03bf5JUyLpipeiwzXTeRH5vbzBKkmBsLFkwRWOH+AtI /DV1
0ghGyLon8JkPNO/1WC6c2ftQ2Kp73tT+dsQIObSrrkSXQ9nUaaPbStepczhPptwS
x4zxF8gsc68dZ00syjpcwiJaImbgWseeBT1bPW59I1inNHFhxq61mt37n7a+VQCpC
oNvnfjGaVwoBW2SGX+Qsu6LQ/7ZBXbAn/ZfPABJOinn7xycBCArVINAIr/CgrzUK
H3AhI+7f8UnG1JrOnMaJulccp8LVzY1FIE1eTOBLCKRK/5ye6dTROOsX/bWLJiZr
WFLUpA1SH4KxPWQGFe1x+LCuXBIo6Q0q3STUkkgDO7afCsbxaEZH9as/9jP2ipGO
ZL1iV5Ii8/zZ22vHIt9EjjfvjPNDEgo9++RTw1cO0JasWvgUAJcWhRwRzgTeXm81luk
IXnX/Q2HHCQthgIYTdPvJ81uH9TXfuKiT7kDnmb jXGhaPE4uUtV5mokuF65d2ZRy
NRYQTt7jEZ2Ve7+6h+AZi3KGW3xVvMibv2isGGI+tAUefrVAC1bKnRnj/3skzRz7
JyFIsOSEH51W6GiapYVwhwIya6Jbq2fCBY5¢c/0sEvj1ljQU845P6KjLTCUJTUdORY
aNp6L6piJ9V4b2vbVXeCmzVXAkphV1pkiz3H/KyMy/7HU77R0srzWc1XPupAV9gA
4CaEA10gx5VRgSpkoBjQa+UJ6hvC8k0OwhBx+Qq1D/GLAc5kL8NNdkLZfIy0/yLmh
+khKI9TEEEup5BJwWGNw/DxZg+mnMGOwJdeT/y9oKqqBajQHgk2xRPyvEGjyilzrq
HDgjY6YMalTwhxFNUSv8JoHbKUBWY jNDds1APqFbJq6EMs8HgVryDJjQT91ijrEE+
tWb+T1kPWxSWKR3sU6mXhVHqJVzcHMJbK jo@kohDdb/LaNzDOSQr5RH/4uH3G57B/
n8PhgNNrkQ1snGmqw2JLfSRXpvdL2GA3ne7azpYRGELMsTFSTth5tTrFrWtc2dsvH
bxxPxQY7dBCC6qwO2k TNHubYBuR@Dau4SNBivvFAVaqRpQ150deTPm8G5vEukpFc
Uxh80cALRVOb5P3KjyIdCrDK3+16Z77/dHKo+MeSbrKPdZtVWWPteUnB6pDt3GN10
WLrJ2KIV7u2Y6NseJyV3G89BPUthwgY+WDKheo6vnNf284JZxfIqviIZIyrZcQWA
EhW5/b4KymtMHaB54A4MnhY rqqGQm918bgPJvQOW+cd2uEGe5D11i+Z22BxyHDhCT®O
SPOgJLUPATJR4shHRpoduH3RWhT0e89s89LTnIRAjr+m17r10sTYbXxLwswUzQ61
I5VXww6 /HTp5Je2G1xtgLvOKYypTIFzxiPwjLn3rqfYJNQWcLQ8c9jWoviy3JSOb
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xtwrY/fJemDceBFbUtgm/Gbeg5yXmN9EkOgRcdV7FWNGHziHIUQa1knXdEhWDLuUuU
OhqFcTU1RYMeoZCpnyEt75¢c8rmwmnVVGhb3FyLrU09vVeyPvPuBOAiwK9dECvcz/ jAwYIf95gA752fPfaP7axmg7qFN/ rvdBQ9zr7DOB742IDzXsCo+jx5tiR714DrGMQteXTrz+1NFMQ
NObzn4rCCFe//mcS1t8puhMhbe5wcvjA4bEpmghBjoBc0gegHkhPOPfFRRF1VD+T
Z8PAarUtX17PM+mEZc+xQti3mNuDaPHGcbUWk30XfX8ct4NaBTE4XaTEHKI6NaxR
7e€6349X2JkULY0i7bFg2c1NZXDut+mnhtYYrPjdXbssljfZs/RBufDo2nWTHpO1G
SYmlhr4N/TOrKfapzi91WUV1toGo+U5VyhXyt97KDcjOyEaCe3z3nNVhUAJGj2Dm
8ak /NmE+dShgxWOf7isCMr841muUtQ/s/Qh3RUgKST6qNoVZ2+pWhaXK+NuhKMnIq
MAF /NspdJ8r5uNhk1b903MmzKuW26z3LgiVBfzkYecY57mre+iBo@zpiol BGk /pw
j1bXvQ/9Uo09frPPQQyHD/5M594sPZ+1u43ItvIoz0+SDcE9L1GQe09KXaGC8R8Py
fx130Q9IRbZ3BJngc4E9taYT1KNWnj2rZY3G0tjfAVPXR2N6ARgFBWcOGIIcGJINCY
HI1w@rDaE8SHKOx4u6p67bY1R4gkpD5ejPHRUOQe1IQ2I50FJWwWCqYYI5MeQ+DBx
oVOjfLysKAC14Vmc29p0OxFh2tYJK/axLgSTCCP9aBbX2yS7g0onrmGyNm7qWJBXU
74C1ITuOpPhbd7QZfekBjuwt+D9SKhEOJ6Ij81f/pv+JzUgjkpe+10xvHnfkIJqZ
IFbpokdcFUevEKWfHJQYO8FYI1fHf91HQ/Lrb6MebrkW7bY1VKEROEAN j3m1SQNX
GypZBRrCPJoDxRUHDyfH2t5GDzDv9eakpIuBm/fmINSPgPkIvXbJkBgWrD+WjMNB
aRzi6C/HcQj9+eFVr9DfTBAJ9OgkwsOF1/EmUMmMT rBQzVj49MDbO7TyPntK1NYsz
csPeXy86g4+xbWOIAar2rXiJjVbcTZuPFCR/NtcRXwe+Gdw4MyPfcM8Y6Wa/ByQo
3XbzZdfwy69MuYnKJ5Ie22McGBEa3n0D1pc23UeyDyx1f9jgsaktT1qIb+bFDEGYR
7aVZoyTzGZTWmw2Ae4rDQOW/SPq11roZ8vQxPeVnXVy4KJD/2JKS5/sCXuRzXk4kX
0SVyOmOMeLNTf+NWPIe4deeGaQAwtU2 jQvnmuJkXHWcGAunwa4GW25ETxccqektoy
k3PBKBeZejvoxsrteoYeOWHbPcvthlUkJfp2I9emnhTjELsqqvbEaS8DZ3nPbNnD
p8ug5WoUp9plX6gf193Cj6I81BOKhtKzail XVRq9orNlacOyYieOKQhk+dpzIBDe
BgXB22FC225jWrKnwYzOVWFTyZfziarDDS+RjVjcWCDO/60Ksd11d0zbpBVkXkEu
gix/ONgrilfw0Z4waYTLOu9ihN9KVHIgHOFN9q0BU90NgirE14bkuSu4KvIMmtyT
3eZo3Nm+bwWzJz1lo4yogzlTgHOSGnxyoibz0XzMgFgLkVbWvqTnwOUZASvVOLAyrS
SFctnufOoP1H9JrL+mfoU83prsRDMmOqudzyi5/xWh4IvamvvQsq5+3xsQriduA+
W/HeZ8jx5hg05UfexS5hAcgNs4Wz2NVCC19fProSuYh9Caoz2PwlK87c/M1iEqWe
jZ50Sk0+zwWLXTp3xpv4MHWDzHWqV6Sdg+cOUtlewlZpOvJVxPD5t1jBU9EW2V jfF
Iq19LN5ORLPQ7RpfCtJAIYUAUYGZzOmwd66Q71d39Wx56wWHA9ITqQBTZzNGIOCK6 /mX
SRZKrMvLBTdHKk4CapubehFJgUt30ifib6DWV6Vv5HUG14Dt42z8Bj9a3R66NBLWIR
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K+2PoBYdd942K9X1MGBN3LJ14ALdvIcPBWj3GF+uGyuVe7wB1Sx9Cf1X2WSI5YSg
UDSpg+5kGBqjvtM1I8+41fWZWKxub8YY4IMzkQxJcbvfqIwwjrevtIArQbtP1ZDG
g5zPmbmEot+ceJepsSmSeiEXJoDQJgbl6ZodjzNaAzLdOcGZI+qvi9m1S95VDfVG
qrL16hDXECQwWNHKXwGrH6Qt41ftSzDHONWKRERbiAgu9JPEuek4MY4C3ub6dteyC+

C.3.16.1. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hcp_shy (+ Legacy Display), Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIVUAYJKoZIhvcNAQcCoITIVQTCCFTOCAQEXDTALBglghkgBZQMEAgEwggt5Bgkq
hkiG9we@BBwGgggtqBIILZk1JTUUtVmVyc21lvbjogMS4wDQpTdWJqZWNBOiBzbW1t
ZS1zaWduzZWQtZW5jLWNvbXBsZXgtaHAtc2h5LWx1Z2F jeS1yZXBseQOKTWVzc2Fn;jLWNvbXBsZXgtaHAtc2h5LWx1Z2F jeS1yZXBseQOKbWVzc2Fn
ZS4NCgoOKVGhpcyBpcyBhIHNpZ251ZC1hbmQtZW5jcnlwdGVKIFMVTUINRSBtZXNz
YWd1TIHVZzaW5nIFBLQTMjNwOKZW52ZWxvcGVKRGFOYSBhcm91bmQgc21nbmVkRGFO
YS4gIFRoZSBwWYX1sb2FkIG1zIGENCm11bHRpcGFydC9hbHR1cm5hdG12ZSBtZXNz
YWd1IHdpdGggYW4gaW5saW51IG1tYWd1L3BuZwOKYXROYWNobWVudC4gSXQgdXN1
cyB0aGUgSGVhZGVyIFByb3R1Y3Rpb24gc2NoZW11IGZyb20gdGh1IGRyYWZODQp3
aXRoIHRoZSBoY3Bfc2h5IEh1YWR1ciBDb25maWR1bnRpYWxpdHkgUG9saWNSIHdp
dGggYSALiTGVNYWNS5DQpEaXNwbGF5IiBwYXJOLgOKDQotLSANCkFsaWN1DQphbG1 j
ZUBzbW1tZS51eGFtcGx1DQotLWQzZQOKTUINRSTWZXJzaW9uOiAxL jANCkNvbnR1
bnQtVHJhbNNmZXItRW5jb2Rpbmc6IDdiaXQNCkNvbnR1bnQtVH1wZTogdGV4dC9o
dG1s0yBjaGFyc2VOPSJ1cyT1hc2NpaSI7DQogaHAtbGVNYWNSLWRpc3BsYXK9IjEL
DQoNCjxodG1sPjxoZWFkPjx0aXRsZT48L3RpdGx1PjwvaGVhZD48Ym9keT4NC jxk
axYgY2xhc3M9Imh1lYWR1cilwcm90ZWNOaWOuLWx1Z2F jeSTkaXNwbGF5Ij4NCjxw
cmU+DQpTdWJqZWNOOiBzbW1tZS1zaWduZWQtZWSjLWNvbXBsZXgtaHAtc2h5LWx1
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Z2F jeS1yZXBseQOKRnJvbTogQWxpY2UgJmxB02F saWN1QHNtaW11LmV4YWTwbGUm
Z3Q7DQpUbzogQm9iICZsdDtib2JAc21pbWUuZXhhbXBsZSZndDsNCkRhdGU6IFNh
dCwgMjAgRmViIDIWMjEgMTI6MTk6MDIGLTATMDANC jwvcHJ1PgOKPCOkaXY+PHA+
VGhpcyBpcyBOaGUNCjxiPnNtaW11LXNpZ251ZC11bmMtY29tcGxleClocC1zaHkt
bGVNYWN5LXJ1cGx5PC91PgOKbWVzc2FnZS48L3A+DQo8cD5UaGlzIG1zIGEge21n
bmVkLWFuZC11bmNyeXBOZWQgUy9NSUTFIG11c3NhZ2UgdXNpbmcgUEtDUyM3DQpl
bnZ1bGO9wWZWREYXRhIGFyb3VuzZCBzaWduZWREYXRhLiAgVGh1IHBheWxvYWQgaXMg
YQOKbXVsdGlwYXJOL2F sdGVybmFOaXZ1IG11c3NhZ2Ugd2108aCBhbiBpbmxpbmUg
aW1hZ2UvcG5nDQphdHRhY2htZW50LiBJdCB1c2VzIHROZSBIZWFkZXIgUHJvAGV j
dGlvbiBzY2h1lbWUgZnJvbSBBaGUgZHJhZnQNCndpdGggdGhlIGhjcF9zaHkgSGVh
ZGVyIENvbmZpZGVudGlhbG10eSBQb2xpY3kgd210aCBhICJMZWdhY3kNCkRpc3Bs
YXkiIHBhcnQuPCO9wPgOKPHA+PHROPi0tIDxicj5BbGljZTxicj5hbGljZUBzbW1t
7S51eGFtcGx1PC90dD48L3A+PC91ib2R5PjwvaHRtbD4NCi0OtZDN1LSONCgOKLS1k
MzcNCkNvbnR1bnQtVH1wZTogaW1hZ2UvcG5nDQpDb256ZW50LVRYYW5zZmVyLUVu
Y29kaW5n0iBiYXNINjQNCkNvbnR1bnQtRG1zcG9zaXRpb246IG1lubGluZQOKDQpp
VkJPUncwS@dnb@FBQUFOU1VoRVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIwTkFBQUF j j
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKfgLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoiZVpMLCcP3MUKtLeLg9rTmATID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfilLYYy3i0x7Y0qzXrl1l6udPB7k@sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3p1fIKMOdPzZLoOAJF5M500xzXPL74zFCWp2f1ZkuE4A6141koaZXC
N5SXL7wWTLMLeNf9Byb5ksKqUugEHAMd1nmoNMgjYOVTVfcrvowd3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVvAwPxAf1iPsIVK
arUCAwWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBcGATUdIAQQMA4wDAYKYIZIAWUD
AgEwWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGATUdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wWQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVTAE j
80e0r83zdw8wHwWYDVRO jBBgwFoAUkTCOfAcXDKfxCSh1NhpnHGh29FkwDQYJKoZI 1NDE4WjA7MQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzEXMBUG
ATUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQCO9InoWDgWPk2af@+StijSNOR8K/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VqY18LANWORjrc9BaX4MguzsbFXBe6uFhT1mVpXmFxSpUByQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DxMIB7XYNFUEOLs/gkUP2Gxzyms02kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKN5SwXVgkWFfiOucfCn+IQ
sagpo1d3f9jSkbtAV5w3vzfog8919MxKI9H614KUE1nAtJ7BtZcs17dUy9u9COgE
ykRi1VokFQgqQ7XNDU+r3SeOWwk s7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCmCGSAF1AwIBMAEWHgYDVRORBBcWFYETYWxpY2VAc21pbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBSAWHQYD
VROOBBYEFLv2zLItHQYSHJeuKWgQENMgZmZzMB8GATUdIwQYMBaAFJEwWjnwHFwyn
8QkoZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6 /0FB/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30UxfyrzZl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
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bKZa1oPTUN1m6QpivtqDIdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPBQhp
7poIccGE6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTZzPCVZUAUBLr+JJtz
OKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrJNt jh+AqJ5QfH+0e7NSZNNnEm
MYICADCCAfwCAQEwbDBVMQOwCwYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBX
RzZExMC8GATUEAXMoU2F tcGXx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@aW9uIEF1dGhv
cml10eQITNOEFee11fOKpolw69Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiG
9weBCQMXxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNzESMDJa
MC8GCSqGSIb3DQEJBDEiBCDmMeJ61srSkjN4AZBIKkFqDsdOGBQHEATIhAZZzSPkodWm
CTANBgkghkiG9wOBAQEFAASCAQA8+6AB jm2WrDdfvFYhB0Q4Rpy+60fiRnx5jI81
a0iD6U77+KS/1W9c4rm5Sk2E1E7gZb/XL5D719X5a0iuF6KgyPrzNCL4G3Zz9zLY
11+7Cc+VsR8HcYImgI5U34bmT1xZCHk3V+hTSUn+zE2XV5khxX0E50xGzk rSz39Y
TReERGZGPPXorUIc/MPPKVNEOQUh1VUY3WVp9oECNYOBNZ8Ed91rzJWHOhbvUQ+jx
22s5mbPGSi5napgEIr/vv66CuCSBK90oqUG4 /dyd/hvLVgtZ3knoxn8VPXUgf8Yw6
my5/0Stqc03Q9Sd176LsZ40tgc4kG789gHALTax4HGqU3bAL

C.3.16.2. S/MIME Signed-and-Encrypted Reply over a Complex Message, Header Protection
with hep_shy (+ Legacy Display), Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Subject: smime-signed-enc-complex-hp-shy-legacy-reply
Message-1ID:
<smime-signed-enc-complex-hp-shy-legacy-reply@example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 12:19:02 -05600
User-Agent: Sample MUA Version 1.0
In-Reply-To: <smime-signed-enc-complex-hp-shy-legacy@example>
References: <smime-signed-enc-complex-hp-shy-legacy@example>
HP-Outer: Subject: [...]
HP-Outer: Message-ID:
<smime-signed-enc-complex-hp-shy-legacy-reply@example>
HP-Outer: From: alice@smime.example
HP-Outer: To: bob@smime.example
HP-Outer: Date: Sat, 20 Feb 2021 17:19:02 +0000
HP-Outer: User-Agent: Sample MUA Version 1.0
HP-Outer:
In-Reply-To: <smime-signed-enc-complex-hp-shy-legacy@example>
HP-Outer:
References: <smime-signed-enc-complex-hp-shy-legacy@example>
Content-Type: multipart/mixed; boundary="d37"; hp="cipher"

--d37
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="d3e"

--d3e

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/plain; charset="us-ascii";
hp-legacy-display="1"

Subject: smime-signed-enc-complex-hp-shy-legacy-reply

From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
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Date: Sat, 20 Feb 2021 12:19:02 -0500

This is the
smime-signed-enc-complex-hp-shy-legacy-reply
message.

This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy with a "Legacy
Display" part.

Alice

alice@smime.example

--d3e

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Type: text/html; charset="us-ascii";
hp-legacy-display="1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">

<pre>

Subject: smime-signed-enc-complex-hp-shy-legacy-reply

From: Alice &lt;alice@smime.example&gt;

To: Bob &1t;bob@smime.example&gt;

Date: Sat, 20 Feb 2621 12:19:02 -0500

</pre>

</div><p>This is the
<b>smime-signed-enc-complex-hp-shy-legacy-reply</b>
message.</p>

<p>This is a signed-and-encrypted S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Header Protection scheme from the draft
with the hcp_shy Header Confidentiality Policy with a "Legacy
Display" part.</p>

<p><tt>-- <br>Alice<br>alice@smime.example</tt></p></body></html>
--d3e--

--d37

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHKIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

——da7-=
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C.3.17. S/MIME Signed and Encrypted over a Complex Message, Legacy RFC 8551 Header
Protection with hcp_baseline

This is a signed-and-encrypted S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 header protection (RFC8551HP) scheme with the
hcp_baseline Header Confidentiality Policy.

It has the following structure:

L— application/pkcs7-mime [smime.p7m] 9580 bytes
1 (decrypts to)
application/pkcs7-mime [smime.p7m] 6082 bytes
4 (unwraps to)
L message/rfc822 1876 bytes
L-multipart/mixed 1828 bytes
multipart/alternative 1166 bytes
text/plain 392 bytes
text/html 490 bytes
image/png inline 232 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-rfc8551hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:28:02 -0500

User-Agent: Sample MUA Version 1.0

MIIbnAYJKoZIhvcNAQcDoIIbjTCCG4kCAQAxggMQMIIBhAIBADBsMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVOaG9yaXRSAhMPLSWOETMXSs5CVIeh7j00
BogOMABGCSqGSIb3DQEBAQUABIIBAIGT jgX1+E6A5sP0oSiC4rgKQPp/Sq9K1miYZ
kHuhai6C1kyLR/I+dsQNtJb+T6nUMs6uBC81HLFMo1ShXNbmUBUFxbzT jBmz6qdb
gqzLeYdkT+1+EuFrsgQ8XtDNqIZHHo6uBc41ZWxdJ1kBGaatjQjzo7qA4fGTuQ/A
NDPZHozuhLE5/Q2+0CTbAawvfXDmA+Ss+Sh5vVxtw7evOxNoRPzypAvcc/gLCly9
C5RJDy2ctavux6LmC89561I25uUHhgSxCaVT81xhUMxvgCeNOnWBDp1n68Xy836V
d2LKSiEq@INTA4000rsujxP5WJaJm4xh+eSUQcCpPcJEGBMuWaUwggGEAgEAMGwWwW
VTENMAsSGATUEChMESUVURJERMA8GATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUyBSUBEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAMVD52+ksD3N5L7E1Kbclg44f
WmBMTTsrUelL+q+sqHAZPNT+7x2Yitv9X4QjctucZQNoB9s41d7WiaV6TtMvCExcM
Vi+bu@jPHiei2WxtASZ9arHOW2+aB46Iw7UTbrwl3EXSANSIXFIyeQT14mjte2Rd
Mxp300z42W0zsfAh+3mr6bNvoSiS2WUbvwP36VfWir1GT1wf2Wdv8aBiCcSEQjIE
50KEenck4jNNxXe3130L3x3FR51piNpxcx060iudcyNpBnzjZ6FLzPDKyqPLzhDg
mBMG4XyMsNeL8fq5Yjjuuz7xtUKQi81Eih5G1MeelLCy7IyPR1vzraIle42CNpwzCC
GG4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEFNM7bcQDJtZ19ZLfi1Ni2aAghhA
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nYiY1WB73GOhddIjiceKCfuPfWFmUwC3zkyxz5Qgh/07UYL2YXPH/+W2xZnS11U5
eHN3eLqCmsRC2bRfPApVda/ZW7J2GCEHYORRg44m1k7bLrQACA5SPDN3T5cYT+syq
evYnIgK@tAcqo7cphQZ/n/uwdvkPWvkn8dQeOH8RTw+CsMP0o9SezKr3hyJTENhre
Tswyoow5httSgHf1vSv51dKJMUKAGVXW7AaAImuNh6 rtknzXS+VzUNVhOFvzgLUA
36SzeFdJINTrpMe4p/DubBS9salLdxFO01TMLaungoLMZgM60ZCCL13z4CFuQyIlt
UB2viRGOfJhkePgWaoty6eLv11TXKCXb10ehMU7f8VowVwRWmM62he /SYvPBUGUXJ
7GEVYH1rp4aXR2KQbeMoyxxY5hUGKWzDg4zJc1r80IAZXc64s7SRO1x5BVinXhSE
w4VGQ7Qv3CpolKQeuyQ14XK7/nz1kYWdXLFefuU528gHy42Xt+FaKR6ZELFURPdr
OIIWN+Gdr28bpQomhbmhm71Srz7q3IIG3wXEh/qrxWfOyzSrrJluLcCAh9dyWM3e
vfuneXrnxTr9Tf1GW/rNygZoHMvrjpSRIrzEAqqCzt/Vs1+ds@TBHN5fs9E2poIW jZwwt+C1lY1kAjgX39poUJTf+7
r/galepg/vz881qzk6vgRQmIRWBV2GVLEfvMzB0hfIvAwzYxbc3uj64/5aXJbsxr
PxpatoiRJu+pF1nh6bPK+THYTnej2t1G1zLWuEvxZvHnUgqlWNh4cRsuwm6CfOH/2
kvBHY4Rcnjiz13aPMIU/zjg0OrkfmPfZfofyPJfNsiXC1h8Cty®OHKZC/nWllLgBpJg
hm+FbvUIrvhPhMKMJgY3n0gF6eEkwqnZpWzQxp8wcaVNsP10GoBG3Lef1MbSnsIh
rux60yXXdpxaIgRWJQpXkSd59z5VTIyEbJj8iil/GEqqXsOWMGON1RE+09sR21Za
+m65T7hsqOU776EWjZwcrb44rn/sW+mg+8+1euXL4UNADrm64gXvCcIkHrTpPRML
k/W71PtYybEx8eZRKEG3tIWog3HV8w+WRKS1smFYVFxw66eU9cFDnKoYJAQi7USq
fdkW/QLuXUJuGvpKGGWm8IJgOezbGPkbiYw+BTMJKEXgXStAhAhhVFP3m/47AUx9
bGiRMGQEBvprT9Iu7mydHOjUO//qRm6TUXOYJ5Xm80Ujk /wI/wOCdt066tw/d9L4
n2skZbR1MEdSja62427CHLCedZAWyyTaCdkj3QiC/vfj740kv+U7SsDyUWxnSKOp
pMZESdV8qUpPRjT9Eh6BSD4B3SrGDUhSEdANUuW60Qb2YabBZjWaurJeGqVn23A+tR
u92mwIBB4K/9w9LGVENXRVoLuSZ7wxcERmM9aXg4f6UjPKijbPzADnPrahqsz4hb
TpbxZkU/U6KmNmO/19M5KZ jfRMO87dIA8K8e40eJoqGeCyTezC8SzuKy6w26bLQQ
TonyUBgbpnRzPg3dx6A6Qf r+H7E1XXDTTWcoY9FCGPuYkkmjYgjRW/7phcASXgHz
76+C15RI/CdZh5q2hCZE7L9dqHO03sX/12pyR/DCoGDN108x/u9xqBo6mxR3LTY T3
RP6TVLKNT70ynXDmY jaJMaMWj /+EKsip70TxZanpHeh7410+YWpvKL5PQtxvSko+@uBbvU3BEBRX+gJWYqRi9p1dnc9EXzmTMHX7Ui6XxT6ZCv
DF7YhBWV2GvGC+YKR5IJpXEPOB15PENGi3cNV9htahhtQWK8D1iY jR4BOtHQOmMZRL
NGWRyDbV6Bac7pvl/wPWCEEfySu2dT4hvFIEn17B20oLKxowoJsEzO0eOF+C23XxR9n
HfMNe /Fd2JtxJ6WJfpYmG/hvdYY5FNt4VINpK/guwMbjbYfuRbHhCb5AGBgbxiIx
bszWSIv/af5aFhQWh7eXZcSZoJ3PZIK2z6r9ALFaGy69Qiswbgop4VGs89kjBrzQ
42+eD859Xw2zr8YRuskKIrAdl1jB2txZQYZQkHhzMjagEgc6scYEgikMTRyMDY2T
PgJtyLi11Vec6Z2Q29/go9N/rIYDmYxTwN/eBM7SqvQqkhE6AerBhiGetmllgRn8i
BbCgc8C1QUbVQ45XQzE3mhm5UnAbJWofEdHJabShy1hoMfuFQFXd4b4okMUFOw9H
hTi3daOLjmqgo47E10HalXt4MItAhLXP9+GrhVE5vYNTh/cVRA94K8M1L+5HzT1f
18Rg1s8gLVKV1D+B1XFw7JfS@4vAtfv62ttuEinRUicte2rMKi4RKa@m7FYGiD36

Gillmor, et al. Standards Track Page 199



RFC 9788 Cryptographic MIME Header Protection May 2025

QleGa9We9kkJOxpykFAR6GX/UEBTVYdER4+64/43Pu53DQs3HqoKsW65q1xb3vX
zci1638qUL41u2L jmxWmeBm8vRyhY84QR95qI/RHOYWIXNSEXggcX2Evvow+cOrc6@fLOxQXDzuqUt44MMY9CqFZxeRDTcq/dGHztoKum6NHHZTbA9ugnT
ZzcFrtK3yor5ahbjcsW0+44cq52TSRBZy4yGL14+0MD1TbePgRyKdpuUxNeaZmex
80fBFBDN1pB95LRb85t0tLzXDALvhshpuWVn+sH8uC6clrJ/x+LRP6idSiTD1glE
+yRzeG3YXa2LtLbE+PjDmF1a9c0e089nNGvqYKoqjDYFdnAgX99stX2gJ5pZKuzn
k81GBnH1/ytiRKMINOVQSROQuURNiUn1M7UjAuvDt4WhpOyo6d4n5EGOA3IrAs/Oms
0fd5KwaQV2kM7gLVWC8EDFFPAQtL jVXnbqrJHnpnzb8+3Umdc7bbtTHrHdvbOgXW
Qi2IOPME+CC4pY7QVjLdW7EUHtWzu577RVyjCgKnh4qVtPSqnDkB1lfogprq0800s
9UUNreV+Ie06Mk54JjGswadyeKYTY10zEuxZ2X1ec6ah5pDdofAln5uOwAMBVBodL
g388bcdVtmLWKdOTECc+3Jx+fGCUQTQJq181lpzx6gPm1h/61QXFI9R5JPc1fiA7gJ7
hpSLRkiQrXZ7tvpxRAFdK9xp/hyKfo8SBPYGZAKvt7H8Wv3akP3hPBhDsKdTg2yL
kZciqnm8fa+A8QM6f jHXF9CQ7kAKL5Kyzrn+hQ8gndovU5hKCmLOOPRKC4881XGX
sHqQMP/36DGjEGXyGmm1CIDWiuIfHxQ9vaDZB9c5muWYbI®BanAUBiPsuQYDOvap
vyxeONavr53nofOv/AlrMUBiEaJcokDU9L jdqqbmO2DBwhqL7Qk ju+fvgl8+j0tB
8BUGWtTHFpvXYOWQARIfEonj4gM4PM/TmZYggqaWkSgqCfcMKaBLoIEHLe3k927w
TKnKuorWmjdSmoOPzWzekxVuEvwmMPWCkL /MRhDkbgm1tCrc58UsgdznEy2K15¢c/W
BPc9dhuzhyAP30tgN8NiPjANFymRY1Z1XRibTFrWbGZ4JkUr7rjLAJVhMb3a7TBB
16B12261Yu2cfbEpJNr/yTvG67xEB8dGABetD85ZaKGCtvTN4K13SsCEVKkNydf7L
GjzW7UvGHNnYQoPZ7c+rLLAvmQpLsbsvZDIidYvq7Gj0O5C+N3K/Kz1VL7RQ0abErj
I+xB11C/D+LOUjFsZiphJjI57P6wAL3euP9Y6Ytr+SJQmndw6Nkq3t812SOFWMVz
zLeAvJ4SaRHY@ERQ/nrfGTIx2GmTZUvrsrn9KUtBn7dPLmyKqz13zYf55nLNA+Gc
LheU12GH5K4Qja3qgKEnpzOKpDXUEFyxA7iFvcKEqJm2f3fEJ2KfSDeNdNDFf642m
0X3Z7y3d1s4iKds83wjOPORC083j9ro03GxSCjmlgTHNR5sM1bYrye6oh@pw3SjyB
8FAKn+qdH4Z /ndk /K/UqZ8MyDJAXuSQué rHaEv9zz2K6HfyLgX830obnFYE3WNHZzY
TFFLKQw31A5ZRtCUTNOD6LfZ0ikwrgB+pWzfzGvRbghK+sGKweMEFF2CbnBz3A3g
bvC3sG6/rxBFZ/iU3Yd6hBiRMjqUUojs19zSowR1kbUIRXZteaDnhz5qwemPt3r0
i0d472QmnW8mJMBOT8uUXBMBIFwWCjKRggKHT jeTnT1INCpxOH5+6DJr j@mEPhf0OB10
nNHKJor6EOMU4zsDAZHCcepPyvRfLTp7TvUfOD5RBkNf6JfGoPTLQ6JC1QNMOPZS
S1FAodd2Qng3q5fQh9tiaohZdyf2hN+1b9bvac1LUb1SZM6mS/JenvA/+NVVoqdh
3IEAepXOHV6BOPXN7V/R4JtTgVIJTWbC3TyLdseAii+Y3yEFFKIUABGGd2mSpJNV
mPze3fiKmsfj+05kcKb7q+EBO/CDSU+upSFmMRSq2YbyM+P5/1faoUz2Nny+ee5Z27
QYVMt6 jhWgqZgvpdTaVzbKiQ/aCQmmRnxEWRQ8fhbtXrnzdebHK7sFuqgn5mtsfgR
jL/s+D5nQLkc+VtpslqaOXFAFz+iGLFuA2FDuwIkECu4qoMsEBEP+gbcQlEbjAx2
oR82st4KgqDeBga/3GTgx5TNOnbn584ujZ+VAYyOUZ jSh1H+4NJY1GMRH1ATb3kA
hWtP//PnkX1aZFVGWAHhiPIneG/ZCtRGUWgWUMN9DRA5BNMS7S/x117KIF91FbLS
6b5f5R5J/wjdwCC8mHOCCNXrdWRID3vqVEYyBvHA4usBoA8v64+ttQIUSttweBoG6W
Al12Qorxi8wZGqz6qLp4glATHp2Ni1Aq90kP2cBfUNKP5GLABD6102qoBLtUUR1iA
T25cdgz1J0tHrFsKJ4t04Udb8PWSr5DUFINhjcDP/wMthFRhCrLSipJsOEzreASD
C1fuEYbwD20or7UiWaZC37ERT10VC+kyNS2j /bxNubKpXWgOHBTWTOLAXjCj30sDN
11hPugAjgZ0Opx8f+wyaucDExq6ubMcMtE4QLng7ivqw7vJFs51FIigskVPRnBOro
k6rPrEMP/zgVSEBtOULp2CGORAUNPCLT1GR/B9F3WRf jHhowbnYANAZU1LgR/doC
gEkgjxVKfThjV+Xf9BWU6sBAVvq/I805hdZEn6ALRDrSnusIwmfVTdkbl6uSQD1p
MZ juGe+TkSpUY2CUIVucmmV6HCVJIm4H+J3U9bsmQOWeCtR1kDKLaquuqYCjJk1NB
vJ0aDR/BNJizyCpC4seGJ8gPRKV4VDvcH3jCjNOXFc9sS3YQdJWS13NpYoZkBymg
CR6GT4WX5Mt8yhWPBP2ZYCF9yj6B30SVd8UU/01/v3z3kH8gtni7 rwq9YX5+S0x4
h5FKsYkYFbt+L1h9BEaHVYF7ENWT3IS6tIs+A5g06By708pPoEKrZc1MYAOpZste
NKrOIJNLjUNtHyJFI5K6098GGJ3REHJ3183rfkW031G5SVgYqk72m7j/d1J28x68
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A2iqgtcaZzJgzgAKYQDz7Lyvbd51YaEUByt+CjhsJjS6JmTab23D5iovFfoD+AmpX
5GKRKIHv1JF60k8wQp9dKYDNmocg4m+oqIngVoioLn1NBA370i8yhC1qgmFXpEwox
saxFq/hBWHKmxJ1CxEFBF /AYw8M9ibOwOJA5roU4Lg/+3UiUKRimbX6X8R+FS3c3
5Eqs@ORH1VDzTvu4aaIb50fVZCjX/L9xT4ezXZqbR7JSGryHZr /CNH+8AtfTXEC4U
xAmFAXgfuNc18ZkVtSLPjJ418cSe+V01Q3WH20s2N3PP6UgR7h1gymJeisV80CON
kuuBAYauvHf6émDPhbsvdtTLQUY9cQ991c1XFB3NZwZa1GL9BtYpLU9xsd4k+qyzI
5zW1UEGOB265+FhYBMz12KRv j f TMegaMCqo3WKGOp /HfdGRFXzYScZCDKe /n7pDW
45+PhVyrxqQpsdyxTHbOgetjbYM/0lydenM47tvb9D+UIpRjYLmk3RCMKfbAd6NE
ctVLhUHswWCMx41nVRdIXuIc4yQrquAVPv1fzBVIxDeemkf2kmrA1P5aYZniflr7i
SRG+XntvfKyyKqr09A605h0z8GyDSOIDRq5SykbeulUzZzd2MkhMHign3pkgWxfFADH
rptkhjQytcY43j8Znqg8070da9J4G4sbILV50gKaTt/70kM+rQ8ikzR9UJsAAgewn
DrnutsyrGrSmz7wIFkexxWnM6NZYMcJpdyOKXuctfBWIQs+ZyYrsd4pH3MP/hc+1
t2W57Gm57dXBh@1gxDnaGFGVB1YioWj/v1sBEoaVUM+XCYEsRKge45drULGhOgAZ
sG1/1VBptLyt3UY3jh1tUw==

C.3.17.1. S/MIME Signed and Encrypted over a Complex Message, Legacy RFC 8551 Header
Protection with hcp_baseline, Decrypted

The S/MIME enveloped-data layer unwraps to this signed-data part:

Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIIRQAYJKoZIhvcNAQcCoIIRMTCCESOCAQEXDTALBglghkgBZQMEAgEwggdpBgkq
hkiG9weBBwGgggdaBIIHVk1JTUUtVmVyc21vbjogMS4wDQpDb250ZW50LVR5cGU6
IG11c3NhZ2UvemZjODIyDQoNCk1JTUUtVmVyc21vbjogMS4wCkNvbnR1bnQtVH1w
ZTogbXVsdGlwYXJOL21peGVkOyBib3VuzZGFyeTOiMjY2IgpTdWJqZWNBOiBzbW1t
ZST11bmMtc21nbmVKLWNvbXBsZXgtcmZ jODUTMWhwLWJhc2VsaW51Ck11c3NhzZ2Ut
SUQ6CiA8c21pbWUtZW5jLXNpZ251ZC1jb21wbGVALXImYZzgINTFocCTiYXN1bGlu
ZUBleGFtcGx1PgpGem9t0iBBbG1jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4KVG86
TEJvYiA8Ym9iQHNtaW11lLmV4YW1wbGU+CkRhdGU6IFNhdCwgMjAgRmViIDIWMjEg
MTI6Mjg6MDIgLTATMDAKVXN1ci1BZ2VudDogU2FtcGx1IE1VQSBWZXJzaW9uIDEu
MAOKLSOYNjYKTULNRSTWZXJzaW9uOiAxL jAKQ29udGVudC1UeXB1l0iBtdWx8aXBh
cnNQvYWxBZXJuYXRpdmU7IGJvdW5kYXJ5PSJKkYjYiCgotLWRiNgpDb250ZW50LVR5
cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9InVZzLWFZzY21pIgpNSUTFLVZ1cnNpb246
IDEuMApDb250ZW50LVRYYW5zZmVyLUVuY29kaW5n0iA3Ym10CgpUaGlzIG1lzIHRo
ZQpzbW1tZS11lbmMtc21lnbmVkLWNvbXBsZXgtcmZjODUTMWhwLWJhc2VsaW51Cm11l
¢3NhZ2UuCgpUaGlzIGlzIGFuIGVuY3J5cHR1ZCBhbmQgc21nbmVkIFMVTUINRSBt
ZXNzYWd1IHVZzaW5nIFBLQTMjNwplbnZ1bGO9wZWREYXRhIGFyb3VuZCBzaWduZWRE
YXRhLiAgVGh1IHBheWxvYWQgaXMgYQptdWxBaXBhcnQvYWx0BZXJuYXRpdmUgbWVz
c2FnZSB3aXRoIGFUIGlubGluZSBpbWFnZS9wbmcKYXROYWNobWVudC4gSXQgdXN1
cyB0aGUgbGVNYWN5IFJGQYA4ANTUXIGh1YWR1ciBwcm90ZWNOaW9uCihSRkMANTUX
SFApIHNjaGVtZSB3aXRoIHRoZSBoY3BfYmFzZWxpbmUgSGVhZGVyIENvbmZpZGVu
dG1hbG10eQpQb2xpY3kuCgotLSAKQWxpY2UKYWxpY2VAc21pbWUuZXhhbXBsZQot
LWRiNgpDb250ZW50LVR5¢cGU6IHR1eHQvaHRtbDsgY2hhcnN1dDOidXMtYXNjaWki
Ck1JTUUtVmVyc21vbjogMS4wCkNvbnR1bnQtVHJhbnNmZXItRW5jb2Rpbmec6IDdi
aXQKCjxodG1sPjxoZWFkPjx0aXRsZT48L3RpdGx1PjwvaGVhZD48Ym9ke T4KPHA+Gillmor, et al. Standards Track Page 201
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dD4tLSA8YnIvPkFsaWN1PGJyLz5hbG1ljZUBzbW1tZS51eGFtcGx1PC90dD48L3A+
PC91ib2R5PjwvaHRtbD4KLS1KkY jYtLQoKLSOYNjYKQ29udGVudC1UeXB10iBpbWFn
ZS9wbmcKQ29udGVudC1UcmFuc2Z1lci1FbmNvZGluZzogYmFzZTYBCkNvbnR1bnQt
RG1zcG9zaXRpb246IGlubGluZQoKaVZCT1J3MEtHZ29BQUFBT1NVaEVVZBFBQUJR
QUFBQVVDQV1BQUFDTm1SMES5BQUFBYBVsRVFWUjQydVZUT3hiQQpNQWdTNzM5bk8z
VHBSdzIwZHFwYmZBU1lFFak95d213WW5DdGtES251YOXxrNjZzcWxUK3pOOWNpZGtF
KzZLd2taCnNncnpmY3FWTXBMMmpvMDQON2dZRHB1QXJrK@9uSkhrSWhBZ1RQUm1 j
aWhBZjVZSnJ3N3ZqdjBaV1JXTS91bGkKdmRQZ jFRW;jJrREQ5eHBwZDh3QUFBQUJK
UIU1TRXJrSmdnZz09CgotLTI2NiB8tCqCCB6YwggPPMIICt6ADAgGECAhRMPLSWOETmX
Ss5CVIeh7j00BogOMABGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOTBELIFVEYXETAP
BgNVBASTCExBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENIcnRp
Zm1jYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDzIWNTIWOTI3MDY 1
NDE4WjA7MQewCwYDVQQKEWRJRVRGMREwWDwYDVQQLEwhMQU1QUYyBXRzEXMBUGA1UE
AxMOQWxpY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIB
AQCalSn6i8Gi44/0AVAN5GNCk4PHHN] rSfWUnnelN41KImVaTC3D9zFCrS3i4Pa9
ZgHyA5Qf8JW3ZmnVz5q7M8onZm7mZjqQeb6FUH412GMt4jse2Dqs165ernT905NL
Ff1HUjURca3yngqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMc1zy++MxQ
1qdn9WZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5qDTII2PVX
1X3K7/cONxhvBbaUl/k1swdszUtjhflyFZ8BRuQ3qFC6vL/PGeWy6SCT58duq/A0
EksCAW1b+MD8QH9Y j7CFSmq1AgMBAAG]jga8wgawwDAYDVROTAQH/BAIwWADAXBgNV
HSAEEDAOMAWGCmCGSAF1AwIBMAEWHgYDVRORBBcWFYETYWxpY2VAc21pbWUuZXhh
bXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYDVROO
BBYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMB8GAT1UdIwQYMBaAFJEwjnwHFwyn8Qko
ZTYaZxxodvRZMABGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBakDKU68roORsyX
WAPKfXgQLgy7GrW7SrZeBc5IEcjoN9f/gsOx/Ht9Ii6zyBZVjdaox644Dsil OQEP
4YMS7y4q94RFFdmdzEbDLYx9sfUhvdTxDNOOoHz53PYDBh4zE4Nar2inCOD+VM6R
GDy66K91+D+b18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtluLihne®Bp1GU
TkromJBolg6dSYal8Hw8/ANHpyEx156BJABb744gqoeuD9YSHjKK49+qYC9faFmQ
+mK801hTMIRANI7srjn@LKpuobbwb6jaRzWdNeXz1Ec2tUpAr4vRhZ jVD6FYMIID
zzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkghkiGO9wOBAQOFADBY
MQOwCwYDVQQKEWRJRVRGMREwDwYDVQQLEwhMQU1QUYBXRzExXMC8GATUEAXMoU2Ft
cGx1IEXBTVBTIFJTQSBDZXJBaWZpY2FBaWOuIEF1dGhvemlOeTAgFWOXOTEXM]jAw
NjUBMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMASGATUEChMESUVUR jERMA8GA1UE
CxMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiG
9wOBAQEFAAOCAQBAMIIBCGKCAQEAtPSJ6Fg4F jSNmn9PkrYo@jTkfCv4TfA/pdO/
KLpZbJOAEr@sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7GxVwXurhY
dz1laV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVBDpbP
4JFD9hsc8prDtpGmFk7rdeq8ggnhxBW2RZAelLqzJOMayCQtws1q7ktkNBR2wZX5I
CjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTMSiPR+peCrhJZ
wLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKKkO1zQ1Pq90nj1lsJLOWIDAQABo4GVMIGs
MAwWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMB4GA1UdEQQX
MBWBE2F saWN1QHNtaW11lLmV4YW1wbGUwWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYD
VROPAQH/BAQDAghAMBBGA1UdDgQWBBS79syyLROGEhyXrilgkBDTIGZmczAfBgNV
HSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHb@WTANBgkghk iGOwWOBAQOBFAAOCAQEA
c4miNgfOqaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3BjJ0d64roAKHAp
+c284VvyVXWJ99FMX8q2ZUQMxH+xh60Afzcozmnd6XaVWHg4eHI jSo27PmhKE10A
JKKhDbdbEcZXL2+x1V+duGymWtaDO1DZZukKYr7agyHahiXRn/C9cy31wbgNsy9x
0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1Fhd06
zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16 jMhwFXLJtBiN+uCDgNG/DOqyTb
Y4fgKieUHx/tHuzUszZxJjGCAgAwggH8AgEBMGWWVTENMASGATUEChMESUVURFER
MA8BGATUECXMITEFNUFMgVOcxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUBEgQ2Vy
dG1lmaWNhdGlvbiBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4as6aqdcwCwYJYIZI
AWUDBAIBoGKwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEHATAcBgkghkiG9woBCQUX
DxcNMJFEwMjIwMTcyODAyWjAvBgkghkiG9wBBCQQxIgQgzbXAB7 rXfNs26yYOHvVUE
D4KQ9RzsSF5fL551ZZY7AjgwDQYJKoZIhvcNAQEBBQAEgQEAAS1y7DQLS7S+Vh2b
JuSW9UwkHp61Uk /F7mJEBBFRc8K6z8pcSn4xTrlCalgl7azQ0o/iNQEh2EVJqdy6
huwwtlaeiPa2gXwIHCKcLGhA2bW3 /R+sEsJZi7FryqTak0Z9eXcYRXoPWvencf+I
eA73j1QX3Z4Ln5pP9p+Uw7HT10oroH2Y4e0yAqIMtYXnS+GKALTtbxTa1p2Y9dsHQLS
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2cXbfUsU2zc5bstgKXZyTkjuKJ8ivbYJ2ttk79A0MosWkDBmgzKTTS/@HptfO9SD
mX58BvQt6GHQZ4TR2NVDvq3z+/CA1zsR5xmNH1C+uDH990Roy3w6CHmv4aTTmRM9
S+uzZXg==

C.3.17.2. S/MIME Signed and Encrypted over a Complex Message, Legacy RFC 8551 Header
Protection with hcp_baseline, Decrypted and Unwrapped

The inner signed-data layer unwraps to:

MIME-Version: 1.0
Content-Type: message/rfc822

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="266"

Subject: smime-enc-signed-complex-rfc8551hp-baseline
Message-ID:
<smime-enc-signed-complex-rfc8551hp-baseline@example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2621 12:28:02 -0500

User-Agent: Sample MUA Version 1.0

--266
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="db6"

--dbé

Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the
smime-enc-signed-complex-rfc8551hp-baseline
message.

This is an encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the legacy RFC 8551 header protection
(RFC8551HP) scheme with the hcp_baseline Header Confidentiality
Policy.

Alice

alice@smime.example

--db6

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the
<b>smime-enc-signed-complex-rfc8551hp-baseline</b>
message.</p>

<p>This is an encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
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multipart/alternative message with an inline image/png

attachment. It uses the legacy RFC 8551 header protection
(RFC8551HP) scheme with the hcp_baseline Header Confidentiality
Policy.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--db6--

--266

Content-Type: image/png

Content-Transfer-Encoding: base64

Content-Disposition: inline
1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiRONAAAACEIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0OnJHkIhAfTPRicihAf5YJrw7vjvlZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSE rkJggg==

--266--

Appendix D. Composition Examples

This section offers step-by-step examples of message composition.

D.1. New Message Composition

A typical MUA composition interface offers the user a place to indicate the message recipients,
subject, and body. Consider a composition window filled out by the user like so:
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~

Composing New Message
To: Alice <alice@example.net>

Subject: Handling the Jones contract

Please review and approve or decline by Thursday, it's
critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

Figure 1: Example Message Composition Interface

When Bob clicks "Send", his MUA generates values for the Message-ID, From, and Date Header
Fields and converts the message body into the appropriate format.

D.1.1. Unprotected Message

The resulting message would look something like this if it was sent without cryptographic
protections:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: Handling the Jones contract
Message-ID: <202301117210843Z.1234@1hp.example>
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Please review and approve or decline by Thursday, it's critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.
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D.1.2. Encrypted with hcp_baseline and Legacy Display

Now consider the message to be generated if it is to be cryptographically signed and encrypted,
using HCP hcp_baseline, and the legacy variable is set.

For each Header Field, Bob's MUA passes its name and value through hcp_baseline. This
returns the same value for every Header Field, except that:

hcp_baseline("Subject", "Handling the Jones contract")yields"[...]".

D.1.2.1. Cryptographic Payload

The Cryptographic Payload that will be signed and then encrypted is very similar to the
unprotected message in Appendix D.1.1. Note the addition of:

o the hp="cipher" parameter for the Content-Type
* the appropriate HP-Outer Header Field for Subject
* the hp-legacy-display="1" parameter for the Content-Type

o the Legacy Display Element (the simple pseudo-header and its trailing newline) in the Main
Body Part

Date: Wed, 11 Jan 20623 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: Handling the Jones contract

Message-ID: <20230111T7210843Z.1234@1hp.example>

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

MIME-Version: 1.0

HP-Outer: Date: Wed, 11 Jan 2023 16:08:43 -0500

HP-Outer: From: Bob <bob@example.net>

HP-Outer: To: Alice <alice@example.net>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <202301117210843Z.1234@1hp.example>

Subject: Handling the Jones contract
Please review and approve or decline by Thursday, it's criticall!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.
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D.1.2.2. External Header Section

The Cryptographic Payload from Appendix D.1.2.1 is then wrapped in the appropriate
Cryptographic Layers. For this example using S/MIME, it is wrapped in an application/pkcs7-
mime; smime-type="signed-data" layer, which is in turn wrapped in an application/pkcs7-
mime; smime-type="enveloped-data" layer.

Then, an external Header Section is applied to the outer MIME object, which looks like this:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice@example.net>

Subject: [...]

Message-ID: <202301117210843Z.1234@1hp.example>

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"”

MIME-Version: 1.0

Note that the Subject Header Field has been obscured appropriately by hcp_baseline. The
output of the CMS enveloping operation is base64 encoded and forms the body of the message.

D.2. Composing a Reply

Next, we consider a typical MUA reply interface, where we see Alice replying to Bob's message
from Appendix D.1.

When Alice clicks "Reply" to Bob's signed-and-encrypted message with Header Protection, she
might see something like this:
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4 N

Replying to Bob ("Handling the Jones Contract")
To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

Please review and approve or decline by Thursday,
it's critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

VV V VYV VYV VYV

Alice Jenkins
ACME, Inc.

Figure 2: Example Message Reply Interface (Unedited)

Note that because Alice's MUA is aware of Header Protection, it knows what the correct Subject
header is, even though it was obscured. It also knows to avoid including the Legacy Display
Element in the quoted/attributed text that it includes in the draft reply.

Once Alice has edited the reply message, it might look something like this:
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Replying to Bob ("Handling the Jones Contract")
To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract

~

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it's critical!

I'l1l get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Figure 3: Example Message Reply Interface (Edited)

May 2025

When Alice clicks "Send", the MUA generates values for the Message-1ID, From, and Date Header
Fields, populates the In-Reply-To and References Header Fields, and also converts the reply

body into the appropriate format.

D.2.1. Unprotected Message

The resulting message would look something like this if it were to be sent without any

cryptographic protections:
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Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract
Message-ID: <202301117214822Z.5678@1hp.example>
In-Reply-To: <202301117210843Z.1234@1hp.example>
References: <202301117210843Z.1234@1hp.example>
Content-Type: text/plain; charset="us-ascii”
MIME-Version: 1.0

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it's critical!

I'll get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Of course, this would leak not only the contents of Alice's message but also the contents of Bob's
initial message, as well as the Subject Header Field! So Alice's MUA won't do that; it is going to
create a signed-and-encrypted message to submit to the network.

D.2.2. Encrypted with hcp_no_confidentiality and Legacy Display

This example assumes that Alice's MUA uses hcp_no_confidentiality, not hcp_baseline. That
is, by default, it does not obscure or remove any Header Fields, even when encrypting.

However, it follows the guidance in Section 6.1 and will make use of the HP-Outer field in the
Cryptographic Payload of Bob's original message (Appendix D.1.2.1) to determine what to
obscure.

When crafting the Cryptographic Payload, its baseline HCP (hcp_no_confidentiality) leaves
each field untouched. To uphold the confidentiality of the sender's values when replying, the
MUA executes the following steps (for brevity, only Subject and Message-ID/In-Reply-To are
shown):

» Extract the referenced Header Fields (see Section 4.2):

> refouter contains:

=Date: Wed, 11 Jan 2023 16:08:43 -0500

*From: Bob <bob@example.net>

*To: Alice <alice@example.net>

* Subject: [...]

= Message-ID: <202301117210843Z.1234@1hp.example>
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o refprotected contains:

*Date: Wed, 11 Jan 2023 16:08:43 -0500

*From: Bob <bob@example.net>

*To: Alice <alice@example.net>

=Subject: Handling the Jones contract

= Message-ID: <202301117210843Z.1234@1hp.example>

* Apply the response function:
> respond(refouter) contains:

*From: Alice <alice@example.net>

*To: Bob <bob@example.net>

*Subject: Re: [...]

= In-Reply-To: <202301117210843Z.1234@1hp.example>
= References: <202301117210843Z.1234@1hp.example>

> respond(refprotected) contains:

*From: Alice <alice@example.net>

*To: Bob <bob@example.net>

=Subject: Re: Handling the Jones contract

* In-Reply-To: <20230111T7210843Z.1234@1hp.example>
= References: <202301117210843Z.1234@1hp.example>

* Compute the ephemeral response_hcp (see Section 6.1):

> Note that all headers except Subject are the same.
> confmap contains only ("Subject", "Re: Handling the Jones contract") -> "Re:

[...]"

Thus, all Header Fields that were signed are passed through untouched. The reply's Subject is
obscured as Subject: Re: [...]if and only if the user does not edit the Subject line from that
initially proposed by the MUA's reply interface. If the user edits the Subject line, e.g., to Subject:
Re: Handling the Jones contract ASAP, the response_hcp will not obscure it and instead
pass it through in the clear.

For stronger header confidentiality, the replying MUA should use a reasonable HCP (not
hcp_no_confidentiality). Also recall that the local HCP is applied first and that response_hcp
is only applied to what is left unchanged by the local HCP.

D.2.2.1. Cryptographic Payload
Consequently, the Cryptographic Payload for Alice's reply looks like this:
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Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract

Message-ID: <202301117214822Z.5678@1hp.example>
In-Reply-To: <202301117210843Z.1234@1hp.example>
References: <202301117210843Z.1234@1hp.example>

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

MIME-Version: 1.0

HP-Outer: Date: Wed, 11 Jan 2023 16:48:22 -0500

HP-Outer: From: Alice <alice@example.net>

HP-Outer: To: Bob <bob@example.net>

HP-Outer: Subject: Re: [...]

HP-Outer: Message-ID: <2023011172148227.5678@1hp.example>

HP-Outer: In-Reply-To: <20230111T7210843Z.1234@1hp.example>

HP-Outer: References: <202301117210843Z.1234@1hp.example>

Subject: Re: Handling the Jones contract
On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it's critical!

I'll get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Note the following features:

 the hp="cipher" parameter to Content-Type
o the appropriate HP-Outer Header Field for Subject
* the hp-legacy-display="1" parameter for the Content-Type

* the Legacy Display Element (the simple pseudo-header and its trailing newline) in the Main
Body Part

D.2.2.2. External Header Section

The Cryptographic Payload from Appendix D.2.2.1 is then wrapped in the appropriate
Cryptographic Layers. For this example using S/MIME, it is wrapped in an application/pkcs7-
mime; smime-type="signed-data" layer, which is in turn wrapped in an application/pkcs7-
mime; smime-type="enveloped-data" layer.

Then, an external Header Section is applied to the outer MIME object, which looks like this:
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Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Re: [...]

Message-ID: <202301117214822Z.5678@1hp.example>
In-Reply-To: <202301117210843Z.1234@1hp.example>
References: <202301117210843Z.1234@1hp.example>

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

MIME-Version: 1.0

Note that the Subject Header Field has been obscured appropriately even though
hcp_no_confidentiality would not have touched it by default. The output of the CMS
enveloping operation is base64 encoded and forms the body of the message.

Appendix E. Rendering Examples

This section offers example Cryptographic Payloads (the content within the Cryptographic
Envelope) that contain Legacy Display Elements.

E.1. Example text/plain Cryptographic Payload with Legacy Display
Elements

Here is a simple one-part Cryptographic Payload (Header Section and body) of a message that
includes Legacy Display Elements:

Date: Fri, 21 Jan 2022 20:40:48 -06500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message-ID: <text-plain-legacy-display@lhp.example>
MIME-Version: 1.0

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

HP-Outer: Date: Fri, 21 Jan 2022 20:40:48 -0500

HP-Outer: From: Alice <alice@example.net>

HP-Outer: To: Bob <bob@example.net>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <text-plain-legacy-display@lhp.example>

Subject: Dinner plans
Let's meet at Rama's Roti Shop at 8pm and go to the park

from there.

A compatible MUA will recognize the hp-legacy-display="1" parameter and render the body
of the message as:
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Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

Alegacy decryption-capable MUA that is unaware of this mechanism will ignore the hp-legacy-
display="1" parameter and instead render the body including the Legacy Display Elements:

Subject: Dinner plans

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

E.2. Example text/html Cryptographic Payload with Legacy Display
Elements

Here is a modern one-part Cryptographic Payload (Header Section and body) of a message that
includes Legacy Display Elements:

Date: Fri, 21 Jan 2022 20:40:48 -06500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message-ID: <text-html-legacy-display@lhp.example>
MIME-Version: 1.0

Content-Type: text/html; charset="us-ascii"; hp-legacy-display="1";
hp="cipher"

HP-Outer: Date: Fri, 21 Jan 2022 20:40:48 -0500

HP-Outer: From: Alice <alice@example.net>

HP-Outer: To: Bob <bob@example.net>

HP-Outer: Subject: [...]

HP-Outer: Message-ID: <text-html-legacy-display@lhp.example>

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Dinner plans</pre>

</div>

<p>

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

</p>

</body>

</html>

A compatible MUA will recognize the hp-legacy-display="1" parameter and mask out the
Legacy Display div, rendering the body of the message as a simple paragraph:

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.
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Alegacy decryption-capable MUA that is unaware of this mechanism will ignore the hp-legacy-
display="1" parameter and instead render the body including the Legacy Display Elements:

Subject: Dinner plans

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

Appendix F. Other Header Protection Schemes

Other Header Protection schemes have been proposed in the past. However, those typically have
drawbacks such as sparse implementation, known problems with legacy interoperability (in
particular with rendering), lack of clear signaling of sender intent, and/or incomplete
cryptographic protections. This section lists such schemes known at the time of the publication
of this document out of historical interest.

F.1. Original RFC 8551 Header Protection

S/MIME [RFC8551] (as well as its predecessors [RFC5751] and [RFC3851]) defined a form of
cryptographic Header Protection that has never reached wide adoption and has significant
drawbacks compared to the mechanism in this document. See Section 1.1.1 for more discussion
of the differences and Section 4.10 for guidance on how to handle such a message.

F.2. Pretty Easy Privacy (pEp)

The pretty Easy privacy (pEp) [PEP-GENERAL] project specifies two different MIME schemes that
include Header Protection for Signed-and-Encrypted email messages in [PEP-EMAIL]: One
scheme -- referred as pEp Email Format 1 (PEF-1) -- is generated towards MUAs not known to be
pEp-capable, while the other scheme -- referred as PEF-2 -- is used between MUAs discovered to
be compatible with pEp. Signed-only messages are not recommended in pEp.

Although the PEF-2 scheme is only meant to be used between PEF-2-compatible MUAs, PEF-2
messages may end up at MUAs unaware of PEF-2 (in which case, they typically render badly).
This is due to signaling mechanism limitations.

As the PEF-2 scheme is an enhanced variant of the RFC8551HP scheme (with an additional MIME
Layer), it is similar to the RFC8551HP scheme (see Section 4.10). The basic PEF-2 MIME structure
looks as follows:
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application/pgp-encrypted
application/octet-stream inline [Cryptographic Payload]
1 (decrypts to)

multipart/mixed

text/plain

message/rfc822

[Inner Message]
application/pgp-keys

L]E—:?mltipart/encrypted [Outer Message]

HIOTMmOO W >

The MIME structure at part H contains the Inner Message to be rendered to the user.

It is possible for a normal MUA to accidentally produce a message that happens to have the same
MIME structure as used for PEF-2 messages. Therefore, a PEF-2 message cannot be identified by
the MIME structure alone.

The lack of a mechanism comparable to HP-Outer (see Section 2.2) makes it impossible for the
recipient of a PEF-2 message to safely determine which Header Fields are confidential or not
while forwarding or replying to a message (see Section 6).

Note: As this document is not normative for PEF-2 messages, it does not provide any guidance
for handling them. Please see [PEP-EMAIL] for more guidance.

F.3. Protected Email Headers

[PROTECTED-HEADERS] describes a scheme similar to the Header Protection scheme specified in
this document. However, instead of adding Legacy Display Elements to existing MIME parts (see
Section 5.2.2), [PROTECTED-HEADERS] suggests injecting a new MIME element "Legacy Display
Part", thus modifying the MIME structure of the Cryptographic Payload. These modified
Cryptographic Payloads cause significant rendering problems on some common Legacy MUAs.

The lack of a mechanism comparable to hp="cipher" and hp="clear" (see Section 2.1.1) means
the recipient of an encrypted message as described in [PROTECTED-HEADERS] cannot be
cryptographically certain whether the sender intended for the message to be confidential or not.
The lack of a mechanism comparable to HP-Outer (see Section 2.2) makes it impossible for the
recipient of an encrypted message as described in [PROTECTED-HEADERS] to safely determine
which Header Fields are confidential or not while forwarding or replying to a message (see
Section 6).
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