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Abstract

This document specifies an extension to the base Application-Layer Traffic Optimization (ALTO)
Protocol that generalizes the concept of "endpoint properties”, which have been tied to IP
addresses so far, to entities defined by a wide set of objects. Further, these properties are
presented as maps, similar to the network and cost maps in the base ALTO Protocol. While
supporting the endpoints and related Endpoint Property Service defined in RFC 7285, the ALTO
Protocol is extended in two major directions. First, from endpoints restricted to IP addresses to
entities covering a wider and extensible set of objects; second, from properties for specific
endpoints to entire entity property maps. These extensions introduce additional features that
allow entities and property values to be specific to a given information resource. This is made
possible by a generic and flexible design of entity and property types.

Status of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Further information on Internet
Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc9240.
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1. Introduction

The ALTO Protocol [RFC7285] introduces the concept of "properties” attached to "endpoint
addresses". It also defines the Endpoint Property Service (EPS) to allow ALTO clients to retrieve
those properties. While useful, the EPS as defined in [RFC7285] has at least three limitations, which
are elaborated here.

First, the EPS allows properties to be associated only with endpoints that are identified by
individual communication addresses like IPv4 and IPv6 addresses. It is reasonable to think that
collections of endpoints identified by Provider-Defined Identifiers (PIDs) may also have
properties. Furthermore, recent ALTO use cases show that properties of entities such as Abstract
Network Elements as defined in [PATH-VECTOR] are also useful. However, the current EPS is
restricted to individual endpoints and cannot be applied to those entities.

Second, the EPS only allows endpoints identified by global communication addresses. However,
an endpoint address may be a local IP address or an anycast IP address that may not be globally
unique. Additionally, an entity such as a PID may have an identifier that is not globally unique.
That is, the same PID may be used in multiple network maps, while in each network map, this PID
points to a different set of addresses.

Third, in Section 11.4 of [RFC7285], the EPS is only defined as a POST-mode service. ALTO clients
must request the properties for an explicit set of endpoint addresses. By contrast, Section 11.2.3 of
[RFC7285] defines a GET-mode cost map resource that returns all available costs, so an ALTO
Client can retrieve a full set of costs once and then process cost lookups without querying the
ALTO server. [RFC7285] does not define a similar service for endpoint properties. At first, a map of
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endpoint properties might seem impractical because it could require enumerating the property
value for every possible endpoint. In particular, the number of endpoint addresses involved by
an ALTO server can be quite large. To avoid enumerating a large number of endpoint addresses
inefficiently, the ALTO server might define properties for a sufficiently large subset of endpoints
and then use an aggregation representation to reference endpoints in order to allow efficient
enumeration. This is particularly true if blocks of endpoint addresses with a common prefix have
the same value for a property. Entities in other domains may very well allow aggregated
representation and hence be enumerable as well.

To address these three limitations, this document specifies an ALTO Protocol extension for
defining and retrieving ALTO properties:

* The first limitation is addressed by introducing a generic concept called ALTO entity, which
generalizes an endpoint and may represent a PID, a network element, a cell in a cellular
network, an Abstract Network Element [PATH-VECTOR], or other physical or logical objects
involved in a network topology. Each entity is included in a collection called an ALTO entity
domain. Since each ALTO entity domain includes only one type of entity, each entity domain
can be classified by the type of enclosed entities.

* The second limitation is addressed by using resource-specific entity domains. A resource-
specific entity domain contains entities that are defined and identified with respect to a
given ALTO information resource, which provides scoping. For example, an entity domain
containing PIDs is identified with respect to the network map in which these PIDs are defined.
Likewise, an entity domain containing local IP addresses may be defined with respect to a
local network map.

* The third limitation is addressed by defining two new types of ALTO information resources:
property map (Section 7) and filtered property map (Section 8). The former is a resource that
is requested using the HTTP GET method, returns the property values for all entities in one or
more entity domains, and is analogous to a network map or a cost map in Section 11.2 of
[RFC7285]. The latter is a resource that is requested using the HTTP POST method, returns the
values for sets of properties and entities requested by the client, and is analogous to a filtered
network map or a filtered cost map.

The entity property maps extension described in this document introduces a number of features
that are summarized in Appendix A, where Table 11 lists the features and references the sections
in this document that give their high-level and their normative descriptions.

The protocol extension defined in this document can be augmented. New entity domain types
can be defined without revising the present specification. Similarly, new cost metrics and new
endpoint properties can be defined in other documents without revising the protocol
specification defined in [RFC7285].

1.1. Terminology and Notation

This document uses the following terms and abbreviations that will be further defined in the
document. While this document introduces the feature "entity property map", it will use both the
term "property map" and "entity property map" to refer to this feature.
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Transaction: Arequest/response exchange between an ALTO client and an ALTO server.

Client: When used with a capital "C", this term refers to an ALTO client. Note that expressions
"ALTO client", "ALTO Client", and "Client" are equivalent.

Server: When used with a capital "S", this term refers to an ALTO server. Note that expressions
"ALTO server", "ALTO Server", and "Server" are equivalent.

EPS: An abbreviation for Endpoint Property Service.

This document uses the notation defined in Section 8.2 of [RFC7285].

2. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Basic Features of the Entity Property Map Extension

This section gives a high-level overview of the basic features involved in ALTO entity property
maps. It assumes the reader is familiar with the ALTO Protocol [RFC7285]. The purpose of this
extension is to convey properties for objects that extend ALTO endpoints and are called ALTO
Entities, or entities for short.

The features introduced in this section can be used standalone. However, in some cases, these
features may depend on particular information resources and need to be defined with respect to
them. To this end, Section 4 introduces additional features that extend the ones presented in this
section.

3.1. Entity

The concept of an ALTO entity generalizes the concept of an ALTO endpoint defined in Section 2.1
of [RFC7285]. An entity is an object that can be an endpoint defined by its network address, but it
can also be an object that has a defined mapping to a set of one or more network addresses or an
object that is not even related to any network address. Thus, whereas all endpoints are entities,
not all entities are endpoints.

Examples of entities are:

* an ALTO endpoint that represents an application or a host identified by a communication
address (e.g., an IPv4 or IPv6 address) in a network,

* a PID, defined in [RFC7285], that has a provider-defined, human-readable identifier specified
by an ALTO network map, which maps a PID to a set of IPv4 and IPv6 addresses,

* an Autonomous System (AS) that has an AS number (ASN) as its identifier and maps to a set
of IPv4 and IPv6 addresses, which is defined in [RFC9241],
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* a country with a code specified in [I[SO3166-1] to which applications such as content delivery
network (CDN) providers associate properties and capabilities, which is defined in [RFC9241],

* a TCP or UDP network flow that is identified by a 5-tuple specifying its source and destination
addresses and port numbers, and the IP protocol (TCP or UDP),

* a routing element, as specified in [RFC7921], that is associated with routing capabilities
information, or

 an Abstract Network Element, as specified in [PATH-VECTOR], that represents an abstraction
of a network part such as a router, one or more links, a network domain, or their aggregation.

Some of the example entities listed above have already been documented as ALTO entities. The
other examples are provided for illustration as potential entities.

3.2. Entity Domain

An entity domain defines a set of entities of the same semantic type. An entity domain is
characterized by a type and identified by a name.

In this document, an entity is owned by exactly one entity domain name. An entity identifier
points to exactly one entity. If two entities in two different entity domains refer to the same
physical or logical object, they are treated as different entities. For example, if an end host has
both an IPv4 and an IPv6 address, these two addresses will be treated as two entities, defined
respectively in the "ipv4" and "ipv6" entity domains.

3.2.1. Entity Domain Type

The entity domain type defines the semantics of the type of entity found in an entity domain.
Entity domain types can be defined in different documents. For example: the present document
defines entity domain types "ipv4" and "ipv6" in Section 6.1 and "pid" in Section 6.2. The entity
domain type "ane", which defines Abstract Network Elements (ANEs), is introduced in [PATH-
VECTOR]. The "countrycode" entity domain type that defines country codes is introduced in
[RFC9241]. An entity domain type MUST be registered with IANA, as specified in Section 12.3.2.

3.2.2. Entity Domain Name

In this document, the identifier of an entity domain is mostly called "entity domain name". The
identifier of an entity domain is scoped to an ALTO server. An entity domain identifier can
sometimes be identical to the identifier of its relevant entity domain type. This is the case when
the entities of a domain have an identifier that points to the same object throughout all the
information resources of the Server that are providing entity properties for this domain. For
example, a domain of type "ipv4" containing entities that are identified by a public IPv4 address
can be named "ipv4" because its entities are uniquely identified by all the Server resources.

In some cases, the name of an entity domain cannot be simply its entity domain type. Indeed, for
some domain types, entities are defined relative to a given information resource. This is the case
for entities of domain type "pid". APID is defined relative to a network map. For example, an
entity "mypid10"” of domain type "pid" may be defined in a given network map and be undefined
in other network maps. The entity "mypid10" may even be defined in two different network maps,
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and it may map in each of these network maps to a different set of endpoint addresses. In this
case, naming an entity domain only by its type "pid" does not guarantee that its set of entities is
owned by exactly one entity domain.

Sections 4.2 and 5.1.2 describe how a domain is uniquely identified across the ALTO server by a
name that associates the domain type and the related information resource.

3.3. Entity Property Type

An entity property defines a property of an entity. This is similar to the endpoint property defined
in Section 7.1 of [RFC7285]. An entity property can convey either network-aware or network-
agnostic information. Similar to an entity domain, an entity property is characterized by a type
and identified by a name. An entity property type MUST be registered with IANA, as specified in
Section 12.4.

Below are listed some examples with real and fictitious entity domain and property names:

* an entity in the "ipv4" domain type may have a property whose value is an Autonomous
System (AS) number indicating the AS to which this IPv4 address belongs and another
property named "countrycode" indicating a country code mapping to this address,

* an entity identified by its country code in the entity domain type "countrycode", defined in
[RFC9241], may have a property indicating what delivery protocol is used by a CDN, or

* an entity in the "netmap1.pid" domain may have a property that indicates the central
geographicallocation of the endpoints it includes.

It should be noted that some identifiers may be used for both an entity domain type and a
property type. For example:

» the identifier "countrycode" may point to both the entity domain type "countrycode" and the
fictitious property type "countrycode".
o the identifier "pid" may point to both the entity domain type "pid" and the property type "pid".

Likewise, the same identifier may point to both a domain name and a property name. For
example: the identifier "netmap10.pid" may point to either the domain defined by the PIDs of
network map "netmap10” or to a property that returns, for an entity defined by its IPv4 address,
the PID of "netmap10" that contains this entity. Such cases are further explained in Section 4.

3.4. New Information Resource and Media Type: ALTO Property Map

This document introduces a new ALTO information resource named property map. An ALTO
property map provides a set of properties for one or more sets of entities. A property may apply
to different entity domain types and names. For example, an ALTO property map may define the
"ASN" property for both "ipv4" and "ipv6" entity domains.

The present extension also introduces a new media type.
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This document uses the same definition of an information resource as Section 9.1 of [RFC7285].
ALTO uses media types to uniquely indicate the data format used to encode the content to be
transmitted between an ALTO server and an ALTO client in the HTTP entity body. In the present
case, an ALTO property map resource is defined by the media type "application/alto-
propmap+json".

A property map can be queried as a GET-mode resource, thus conveying all properties for all
entities indicated in its capabilities. It can also be queried as a POST-mode resource, thus
conveying a selection of properties for a selection of entities.

4. Advanced Features of the Entity Property Map Extension

This section gives a high-level overview of the advanced features involved in ALTO entity
property maps. Most of these features extend the features defined in Section 3.

4.1. Entity Identifier and Entity Domain Name

In [RFC7285], an endpoint has an identifier that is explicitly associated with the "ipv4" or "ipv6"
address domain. Examples are "ipv4:192.0.2.14" and "ipv6:2001:db8::12".

In this document, example IPv4 and IPv6 addresses and prefixes are taken from the address
ranges reserved for documentation by [RFC5737] and [RFC3849].

In this document, an entity must be owned by exactly one entity domain name, and an entity
identifier must point to exactly one entity. To ensure this, an entity identifier is explicitly attached
to the name of its entity domain, and an entity domain type characterizes the semantics and
identifier format of its entities.

The encoding format of an entity identifier is further specified in Section 5.1.3 of this document.
For instance:

e if an entity is an endpoint with IPv4 address "192.0.2.14", its identifier is associated with entity
domain name "ipv4" and is "ipv4:192.0.2.14";

e if an entity is a PID named "mypid10" in network map resource "netmap2", its identifier is
associated with entity domain name "netmap2.pid" and is "netmap2.pid:mypid10".

4.2. Resource-Specific Entity Domain Name

Some entities are defined and identified uniquely and globally in the context of an ALTO server.
This is the case, for instance, when entities are endpoints that are identified by a reachable IPv4
or IPv6 address. The entity domain for such entities can be globally defined and named "ipv4" or
"ipv6". Those entity domains are called resource-agnostic entity domains in this document, as
they are not associated with any specific ALTO information resources.

Some other entities and entity types are only defined relative to a given information resource.
This is the case for entities of domain type "pid", which can only be understood with respect to the
network map where they are defined. For example, a PID named "mypid10" may be defined to
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represent a set S1 of IP addresses in a network map resource named "netmap1". Another network
map "netmap2" may use the same name "mypid10" and define it to represent another set S2 of IP
addresses. The identifier "pid:mypid10" may thus point to different objects because the
information on the originating information resource is lost.

To solve this ambiguity, the present extension introduces the concept of resource-specific entity
domain. This concept applies to domain types where entities are defined relative to a given
information resource. It can also apply to entity domains that are defined locally, such as local
networks of objects identified with a local IPv4 address.

In such cases, an entity domain type is explicitly associated with an identifier of the information
resource where these entities are defined. Such an information resource is referred to as the
"specific information resource". Using a resource-aware entity domain name, an ALTO property
map can unambiguously identify distinct entity domains of the same type, on which entity
properties may be queried. Examples of resource-specific entity domain names may look like
"netmapl.pid" or "netmap2.pid". Thus, a name association such as "netmap1.pid:mypid10" and
"netmap2.pid:mypid10" distinguishes the two abovementioned PIDs that are both named
"mypid10" but in two different resources, 'netmap1”and "netmap2".

An information resource is defined in the scope of an ALTO Server and so is an entity domain
name. The format of a resource-specific entity domain name is further specified in Section 5.1.2.

4.3. Resource-Specific Entity Property Value

Like entity domains, some types of properties are defined relative to an information resource.
That is, an entity may have a property of a given type whose values are associated with different
information resources.

For example, suppose entity "192.0.2.34" defined in the "ipv4" domain has a property of type "pid"
whose value is the PID to which address "192.0.2.34" is attached in a network map. The mapping of
network addresses to PIDs is specific to a network map and probably different from one network
map resource to another one. Thus, if a property "pid" is defined for entity "192.0.2.34" in two
different network maps "netmap1" and "netmap2", the value for this property can be a different
value in "netmap1"” and "netmap2".

To support information-resource-dependent property values, this document uses the same
approach as in Section 10.8.1 ( "Resource-Specific Endpoint Properties") of [RFC7285]. When a
property value depends on a given information resource, the name of this property MUST be
explicitly associated with the information resource that defines it.

For example, the property "pid" queried on entity "ipv4:192.0.2.34" and defined in both "netmap1"
and "netmap2" can be named "netmapl.pid" and "netmap2.pid". This allows a Client to get a
property of the same type but defined in different information resources with a single query.
Specifications for the property name format are provided in Section 5.2.

Roome, et al. Standards Track Page 11


https://www.rfc-editor.org/rfc/rfc7285#section-10.8.1
https://www.rfc-editor.org/rfc/rfc7285#section-10.8.1

RFC 9240 Entity Property Maps July 2022

4.4. Entity Hierarchy and Property Inheritance

For some domain types, there is an underlying structure that allows entities to be efficiently
grouped into a set and be defined by the identifier of this set. This is the case for domain types
"ipv4" and "ipv6", where individual Internet addresses can be grouped in blocks. When the same
property value applies to a whole set, a Server can define a property for the identifier of this set
instead of enumerating all the entities and their properties. This allows a substantial reduction of
transmission payload both for the Server and the Client. For example, all the entities included in
the set defined by the address block "ipv6:2001:db8::1/64" share the same properties and values
defined for this block.

Additionally, entity sets sometimes are related by inclusion, hierarchy, or other relations. This
allows defining inheritance rules for entity properties that propagate properties among related
entity sets. The Server and the Client can use these inheritance rules for further payload savings.
Entity hierarchy and property inheritance rules are specified in the documents that define the
applicable domain types. The present document defines these rules for the "ipv4" and "ipv6"
domain types.

For applicable domain types, this document introduces entity property inheritance rules with the
following concepts: entity hierarchy, property inheritance, and property value unicity. A detailed
specification of entity hierarchy and property inheritance rules is provided in Section 5.1.4.

4.4.1. Entity Hierarchy

An entity domain may allow the use of a single identifier to identify a set of related individual
entities. For example, a Classless Inter-Domain Routing (CIDR) block can be used to identify a set
of IPv4 or IPv6 entities. A CIDR block is called a hierarchical entity identifier, as it can reflect
inclusion relations among entity sets. That is, in an entity hierarchy, "supersets" are defined at
upper levels and include "subsets" defined at lower levels. For example, the CIDR "ipv4:192.0.1.0/24"
includes all the individual IPv4 entities identified by the CIDR "ipv4:192.0.1.0/26". This document
will sometimes use the term "hierarchical address" to refer to a hierarchical entity identifier.

4.4.2. Property Inheritance

A property may be defined for a hierarchical entity identifier, while it may be undefined for
individual entities covered by this identifier. In this case, these individual entities inherit the
property value defined for the identifier that covers them. For example, suppose a property map
defines a property P for which it assigns value V1 only for the hierarchical entity identifier
"ipv4:192.0.1.0/24" but not for individual entities in this block. Suppose also that inheritance rules
are specified for CIDR blocks in the "ipv4" domain type. When receiving this property map, a
Client can infer that entity "ipv4:192.0.1.1" inherits the property value V1 of block
"ipv4:192.0.1.0/24" because the address "ipv4:192.0.1.1" is included in the CIDR block
"ipv4:192.0.1.0/24".

Property value inheritance rules also apply among entity sets. A property map may define values
for an entity set belonging to a hierarchy but not for "subsets" that are covered by this set
identifier. In this case, inheritance rules must specify how entities in "subsets" inherit property

Roome, et al. Standards Track Page 12



RFC 9240 Entity Property Maps July 2022

values from their "superset". For instance, suppose a property P is defined only for the entity set
defined by address block "ipv4:192.0.1.0/24". We know that entity set "ipv4:192.0.1.0/30" is included
in "ipv4:192.0.1.0/24". Therefore, the entities of "ipv4:192.0.1.0/30" may inherit the value of property
P from set "ipv4:192.0.1.0/24" if an inheritance rule from "ipv4" CIDR blocks to included "ipv4" CIDR
blocks is specified.

4.4.3. Property Value Unicity

The inheritance rules must ensure that an entity belonging to a hierarchical set of entities inherits
no more than one property value, for the sake of consistency. Indeed, a property map may define
a property for a hierarchy of entity sets that inherits property values from one or more supersets
(located at upper levels). On the other hand, a property value defined for a subset (located at a
lower level) may be different from the value defined for a superset. In such a case, subsets may
potentially end up with different property values. This may be the case for address blocks with
increasing prefix length, on which a property value becomes increasingly accurate and thus may
differ. For example, a fictitious property such as "geo-location" or "average transfer volume" may
be defined at a progressively finer grain for lower-level subsets of entities defined with
progressively longer CIDR prefixes. It seems more interesting to have property values of
progressively higher accuracy. A unicity rule applied to the entity domain type must specify an
arbitration rule among the different property values for an entity. An example illustrating the
need for such rules is provided in Section 6.1.3.

4.5. Supported Properties for Entity Domains in Property Map Capabilities

A property type is not necessarily applicable to any domain type, or an ALTO Server may choose
not to provide a property for all applicable domains. For instance, a property type reflecting link
bandwidth is likely not defined for entities of a domain of type "countrycode". Therefore, an ALTO
server providing property maps needs to specify the properties that can be queried on the
different entity domains it supports.

This document explains how the Information Resource Directory (IRD) capabilities of a property
map resource unambiguously expose which properties a Client can query on a given entity
domain:

* a field named "mappings" lists the names of the entity domains supported by the property
map, and

o for each listed entity domain, a list of the names of the applicable properties is provided.

An example is provided in Section 10.3. The "mappings" field associates entity domains and
properties that can be resource-agnostic or resource-specific. This allows a Client to formulate
compact and unambiguous entity property queries, possibly relating to one or more information
resources. In particular:

* it prevents a Client from querying a property for entity domains for which it is not defined;

o it allows a Client to query, for an entity E, values for a property P that are defined in several
information resources; and
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e it allows a Client to query a property P on entities that are defined in several information
resources.

Further details are provided in Section 7.4.

4.6. Defining Information Resource for Resource-Specific Entity Domains

A Client willing to query entity properties belonging to a domain needs to know how to retrieve
these entities. To this end, the Client can look up the "mappings" field exposed in IRD capabilities
of a property map; see Section 4.5. This field, in its keys, exposes all the entity domains supported
by the property map. The syntax of the entity domain identifier specified in Section 5.1.2 allows
th