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Abstr act

Thi s docunent defines a set of PRovisioning Oasses (PRCs) and
textual conventions that are common to all clients that provision
policy using Conmon Open Policy Service (COPS) protocol for

Pr ovi si oni ng.

Structure of Policy Provisioning Information (SPPlI) describes a
structure for specifying policy information that can then be
transmitted to a network device for the purpose of configuring policy
at that device. The nodel underlying this structure is one of well-
defined (PRCs) and instances of these classes (PRIs) residing in a
virtual information store called the Policy Infornmation Base (PlB)

One way to provision policy is by nmeans of the (COPS) protocol with
the extensions for provisioning. This protocol supports multiple
clients, each of which may provision policy for a specific policy
domai n such as QoS, virtual private networks, or security.

As described in COPS usage for Policy Provisioning (COPS-PR), each
client supports a non-overlapping and i ndependent set of PIB nodul es.
However, sonme PRovi sioning Cl asses are common to all subject-
categories (client-types) and need to be present in each
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Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

1. G ossary
PRC PRovi sioning Class. A type of policy data. See [PCLTERM.
PRI PRovi si oni ng I nstance. An instance of a PRC. See [POLTERM.
PI B Policy Information Base. The database of policy information

See [ POLTERM
PDP Pol i cy Decision Point. See [RAP-FRAVEWORK] .
PEP Policy Enforcenent Point. See [RAP-FRAVEWORK] .
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2. Ceneral PIB Concepts
2.1. Roles

The policy to apply to an interface nmay depend on many factors, such
as inmutabl e characteristics of the interface (e.g., Ethernet or
frame relay), the status of the interface (e.g., half or ful

dupl ex), or user configuration (e.g., branch office or headquarters
interface). Rather than specifying policies explicitly for each
interface of all devices in the network, policies are specified in
terns of interface functionality.

To describe these functionalities of an interface, we use the concept
of "Roles". A Role is sinply a string that is associated with an
interface. A given interface may have any nunber of roles

si mul t aneously. Provisioning classes have an attribute called a

"Rol eConbi nation" which is a | exicographically ordered set of roles.
I nstances of a given PRovisioning Class are applied to an interface
if and only if the set of roles in the role conbination matches the
set of the roles of the interface.

Thus, roles provide a way to bind policy to interfaces w thout having
to explicitly identify interfaces in a consistent manner across al
network devices. That is, roles provide a level of indirection to
the application of a set of policies to specific interfaces. This
separates the policy definition fromdevice inplenmentation specific
interface identification. Furthernmore, if the sane policy is being
applied to several interfaces, that policy needs to be pushed to the
device only once, rather than once per interface, as long as the
interfaces are configured with the sane rol e conbination

We point out that, in the event that the adninistrator needs to have
a unique policy for each interface, the adm nistrator can configure
each interface with a unique role.

The PEP sends all its Capability Set Nanes, Role Conbinations, Policy
Controlled Interfaces, and their relationships to the PDP in the
first COPS request (REQ nessage for a handl e, and whenever any
updates or deletes occur. The PDP can install new instances or
change existing instances of these PRIs. This operation can also
occur in subsequent request nessages generated in response to COPS
state synchroni zati on (SSQ requests and | ocal configuration changes.

The conparing of roles (or role conbinations) is case sensitive.
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By convention, when formatting the rol e-conbi nati on for exchange
within a protocol nmessage, within a PIB object’s value, or as a
printed value, the set is formatted in | exicographical order of the
role’s ASCI| values; that is, the role that is first is formatted
first. For exanple, "a+b" and "b+a" are NOT different role-

conbi nations; rather, they are different formatting of the sane

rol e-conbi nati on, and hence for this exanple:

"atb" is the valid formatting of that rol e-conbination
"b+a" is an invalid formatting of that rol e-conbination

The rol e-conbination of interfaces to which no roles have been
assigned is known as the "null" role-conbination. (Note the

del i berate use of lower-case letters for "null" so that it avoids
confusion with the ASCII NULL character that has a val ue of zero but
a length of one.)

In an "install" or an "install-notify" class, the wldcard role-
conmbination "*" can be used. In addition to providing for
interface-specific roles, it also allows for other optinizations in
reduci ng the nunber of rol e-conbinations for which a policy has to be
specified. For exanple:

Suppose we have three interfaces:
Roles A, B and Rl are assigned to interface I1
Roles A, B and R2 are assigned to interface 12

Roles A, B and R3 are assigned to interface I3

Then, a PRI of a fictional |fDscpAssignTable that has the follow ng
values for its attributes:

i f DscpAssi gnPrid =1

i f DscpAssi gnRol es = "*+A+B"

i f DscpAssi gnNane = "4queues”
i f DscpAssi gnDscpMap = 1

will apply to all three interfaces, because "*" matches with Rl, R2
and R3. The policies can be assigned to an interface due to nore
than one wi |l d-carded role conbo matching a given interface’'s role
conbo string. The PDP should attenpt to resolve conflicts between
policies before sending policies to the PEP. In the situation where
the PDP sends nultiple policies to a PEP and they do conflict, either
because of an error by the PDP or because of a device specific
conflict, the PEP MIST reject the installation of the conflicting
policies and return an error.
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Fornmal |y,

- The wildcard Role is denoted by "*",

- The "*" Role is not allowed to be defined as part of the role-
conbi nation of an interface as notified by the PEP to the PDP; it
is only allowed in policies installed/deleted via COPS-PR fromthe
PDP to the PEP.

- For a policy to apply to an interface when the policy's role-
conmbination is "*+a+b", the interface’s rol e-conbination

- Must include "a" and "b", and
- Can include zero or nore other roles.

- The wildcard character "*" is |listed before the other roles as "*"
is lexicographically before "a"; however, the wildcard natches any
zero or nore roles, irrespective of |exicographical order. For
exanpl e: "*+b+e+g" would natch "at+b+c+e+f +g"

Note that the characters "+" and "*" MJST not be used in an
interface Role. The Franework Role PIB nodule in section 4 of this
docunent contains the Role and Rol eConbi nati on Textual Conventi ons.

2.1.1. An Exanple

The functioning of roles mght be best understood by an exanple.
Suppose | have a device with three interfaces, with roles as foll ows:

I F1: "finance"
| F2: "finance"
| F3: "manager"

Suppose, | also have a PDP with two policies:

P1l: Packets from finance departnent (role "finance") get DSCP 5
P2: Packets from nmanagers (role "manager") get DSCP 6

To obtain policy, the PEP reports to the PDP that it has some
interfaces with role conbination "finance" and sone with role
conbi nation "nmanager". In response, the PDP downl oads policy P1
associated with role conbination "finance" and downl oads a second
policy P2 associated with role conbination "nanager"

Now suppose the finance person attached to IF2 is pronmpted to manager
and so the system adninistrator adds the role "manager" to I F2. The
PEP now reports to the PDP that it has three role conbinations: sone
interfaces with role conbination "finance", some with role

conbi nation "manager" and sone with rol e conbination
"finance+manager”. |n response, the PDP downl oads an additiona
third policy associated with the new rol e conbi nati on

"fi nance+manager”.
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How the PDP deternines the policy for this new role conbination is
entirely the responsibility of the PDP. It could do so

algorithmically or by rule. For exanple, there nmight be a rule that

speci fies that manager policy takes preference over departnent
policy. O there mght be a third policy installed in the PDP as
fol | ows:

P3: Packets from finance nmanagers (role "finance" and role
"manager") get DSCP 7

The point here is that the PDP is required to determ ne what policy
applies to this new role conbination and to download a third policy
to the PEP for the role conbination "finance+nmanager"”, even if that
policy is the sanme as one already downl oaded. The PEP is not
required (or allowed) to construct policy for new role conbi nations
fromexisting policy.

2. 2. Managenent of Rol e-Conbi nations fromthe PDP

The PEP notifies the PDP of the Rol e-Conbi nati on assigned to each
interface and capability set nanme in a COPS configuration request
(instances of the frwklfRol eConboTable). The first request sent to
the PDP nust be a "full state’ request. A ’'full state request for
PEP includes notify and install-notify table PRIs for the PEP which

nmust be interpreted as the conplete state of the PEP and nust not be

a

interpreted as updates to any previous set of PRIs sent in a previous

nmessage. Any previous PRIs fromthe PEP should be discarded when a
"full state’ request is received for the particul ar request handl e.
A request is specified as a "full state’ request by setting the
frwkPi bl ncarnationFul | State attribute in the frwkPi bl ncarnation PRI
sent in the request.

Al existing frwklfRol eConbo instances nust be sent to the PDP in the

first configuration request for a request handle. |If the Role-
Combi nations are not assigned specific values, default ('null’)

Rol e- Conbi nati ons nust be sent to the PDP for all iflndices active on

the PEP and updates nust be sent every tine the Iflndices are

updated. The PEP may notify the PDP of the Capability sets (if any)

via the frwkCapabilitySet Table. |If the PEP does not need to notify
the PDP of capability sets, it nust set the capability set nane in
t he frwkl f Rol eConboTabl e instances to a zero length string.

In response to this configuration request, if applicable, the PDP nmay
send policies for the PEP in a solicited decision or nust send a nul

decision. The PEP nust then send a solicited report nessage for the

deci si on.
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At any later tine, the PDP can update the Rol e-Conbi nati ons assi gned
to a specific interface, identified by Iflndex, or for an aggregate,
identified by the capability set nane, via an unsolicited decision to
the PEP on any open request handle. The PDP does this by sending
updated PRIs for the frwklfRol eConboTabl e.

When the Interface Role Conbination associations are updated by the
PDP, the PEP SHOULD send updated 'full state’ requests for all open
contexts. A context is an instantiation of the PIB nodul e(s)
nanespace identified by a unique COPS handle for a particul ar COPS
client type. This is true even if the PEP s request state changes
due to an internal event or if the state is changed by the PDP. |f
the rol e-conbi nati on updates were sent by the PDP, the PEP SHOULD
send these updated requests only if it can process the unsolicited
deci sion containing the frwklfRol eConbo PRI's successfully, and it
MUST do so after sending the success report for the unsolicited
decision. |If the PEP failed to process the decision (i.e., the
frwkl f Rol eConbo PRIs), it MJUST only send a failure report to the PDP

On the other hand, the PDP nust not expect to receive the updated
requests with the revised rol e-conbination information until after it
recei ves a success report for these updates fromthe PEP. |If the PDP
does not receive updated requests on some request handles, the PEP
nmust not be sent decision updates for that frwklfRol eConbo updates,
i.e., the PDP nust have the previous request state that it naintained
for that request handl e.

Note that, any unsolicited decisions received by the PEP in the tine
period after it receives updates to its Rol e-Conbi nati on associ ati ons
and before receiving solicited decisions for the updated requests it
sent for all context handles, could possibly contain outdated
policies corresponding to the ol d Rol e-Conbi nati on associ ations as
notified by this PEP in a previous request state.

The PDP nust respond to the updated requests by solicited decisions,
sending policies if applicable or null decisions. The PEP nust
respond to these solicited decisions with solicited reports to

conpl ete the transaction.

2.3. Updating a Request State

This section describes the nessages exchanged between the PEP and PDP
when the PEP is updating a previously sent request for a particular
COPS handle. Note that a PEP can increnentally update a request only
if the frwkPiblncarnationFull State attribute is shown to be supported
via the supported PRC table. |If this attribute is not supported, the
PDP nust treat all PEP requests as the full request state.
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2.3.1 Full Request State

When the PEP wants to send the entire request state to the PDP (for
exanpl e, in response to a Synchroni ze State Request fromthe PDP)
the PEP MUST send the incarnation instance with the

frwkPi bl ncarnationFul | State attribute set to 'true’

A PDP that receives an incarnation instance in the request nessage
with this attribute set to 'true’, nust clear the request information
it maintains for this request handle and re-install the information
received.

If this attribute is set to 'false’ or if the incarnation instance is
m ssing in the request nessage, the request nust be interpreted as an
i ncrenental update to the previous request nessage.

2.3.2 Installing PRIs in a Request

If the PEP wants to install additional PRIs for a request handle, the
PEP MJUST ensure that the frwkPiblncarnationFull State attribute is set
to 'false’, and the PEP MJUST use new (unused in this context)

I nstancelds [SPPI] for these PRIs.

When a PDP receives instances with new Instancelds for a request with
t he frwkPi bl ncarnationFull State in the incarnation instance set to
"false’, or if the request has no incarnation information, it nust
interpret these PRIs as an increnmental update to the request state
and add themto the request state it maintains for this handle.

2.3.3 Updating PRI's in a Request

If the PEP wants to update previously installed PRIs for a request
handl e, the PEP MJST ensure that the frwkPiblncarnationFull State
attribute is set to 'false’ for these PRIs. Note that the PEP nust
send the sanme Instancelds for the PRIs being updated. |If the PEP
uses new | nstancelds, the PDP nust interpret themas Install’s for
this request state.

Wien a PDP receives a request with instances having Instancelds that
exist inits state for that handle with the

frwkPi bl ncarnationFul |l State in the incarnation instance set to
"false’ or if the request has no incarnation information, it nust
interpret these PRIs as an update to the PRIs in the request state it
mai ntains for this handle.
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2.3.4 Renoving PRIs froma Request

If the PEP wants to renove previously installed PRIs for a request
handl e, the PEP MJUST ensure that the frwkPi bl ncarnationFull State
attribute is set to 'false’, and MJUST send the PRI bindings with the
PRID set to the Instanceld of the PRI to be renoved, and the |length
field in the EPD object header set to the header |ength only,
effectively setting the data length to zero

Note that the PEP nust send the sane Instancelds for the PRIs being
renoved. |If the PEP sends new Instancelds and the length field in
the EPD object header is set to the header length only (inplying the
data length is zero), the PEP is attenpting to renove an

unknown/ non-exi stent PRI. This SHOULD result in the PDP sendi ng
error PRIs in the solicited decision (see section 2.3.6 for a
description of the frwkErrorTable).

If the PEP sends new I nstancelds, and the length field in the EPD

obj ect header is greater than the header length only (inplying the
EPD obj ect has sone attributes encoded in it), the PDP will interpret
this as an install of the PRI if it can decode the EPD successfully.

When a PDP receives a request with instances having Instancelds that
exist inits state for that handle with the

frwkPi bl ncarnationFull State in the incarnation instance set to
"false’, or if the request has no incarnation information, and the
length field in the EPD object header is set to the header |ength
only (inplying the data length is zero), it nmust renove these PRI's
fromthe request state it maintains for this handle.

2. 3.5 Renovi ng EXTENDED, AUGMENTED PRI s

The PEP shoul d renpve t he extended/ augnented PRIs when it renoves the
base PRIs in the same COPS nessage. See [SPPI] for a description of
EXTENDED/ AUGVENTED PRCs. A PDP that receives renmpoves for a base PR
nmust inplicitly renove the extensions.

2.3.6 Error Handling in Request updates

If the PDP cannot process all the request installs/updates/renoves in
the COPS request message successfully, it MJST rollback to its

previ ous request state and it MJST send a solicited decision to the
PEP that contains frwkErrorTabl e i nstances. These instances contain
an error code and a sub-code as defined in the [COPS-PR] CPERR
object. For exanple, if the PEP tries to renmpove an instance that
does not exist, the 'prilnstancelnvalid error code nmust be sent to
the PEP in a frwkError PRI. The frwkError PRIs al so contain the PRC
and the Instanceld of the error-causing PRI. The PEP may then
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exam ne these error PRIs and resend the nodified request. Note that,
until the PEP resends the request updates/renoves, it will have
configuration information for the |ast successful request state it
sent to the PDP

2.4. Multiple PIB Instances

[ COPS-PR] supports multiple, disjoint, independent instances of the
PIB to represent multiple instances of configured policy. The intent
is to allow for the pre-provisioning of policy that can then be nade
active by a single, short decision fromthe PDP

A COPS context can be defined as an i ndependent COPS request state
for a particular subject category (client-type). A context may be an
out sourci ng context or a configuration context. A configuration
context is an instance of the PIB triggered and controlled by the
PDP, whi ch contains device setup information. This device
configuration information dictates the device behavior as specified
by the PDP. An outsourcing context on the other hand, is a PIB
instance that is triggered fromthe PEP side and is a request to the
PDP for action. The action requested will be interpreted in the
domain of the client-type. Configuration contexts belong to a set of
configuration contexts for a specific client type - out of which one
configuration context nay be active. However, multiple outsourcing
contexts can be active sinultaneously.

Wth the [ COPS-PR] protocol, each of these states is identified by a
uni que client handle. The creation and deletion of these PIB

i nstances can be controlled by the PDP as described in [ COPS-PR] or
can be triggered by an event by the PEP. A PEP nust open at |east
one "request-state" for configuration for a given subject-category
(client type). Additional "request-states" at the PEP nmay be
initiated by the PDP or asynchronously generated by the PEP for

out sourcing due to local events, which will be fully specified by the
PRI D/ EPD data carried in the request.

The frwkPi bl ncarnationlnCtxtSet flag defines a set of contexts out of
whi ch only one context can be active at any given tine. This set is
called the 'configuration contexts’ set. At nost, one context may be
active fromthis "configuration context’ set at any given tine.
Contexts that have the frwkPi bl ncarnationlnCxtSet attribute set to
"true’ belong to this set. Contexts that do not belong to this set
have the frwkPi bl ncarnati onl nCt xt Set set to 'false’ and belong to the
set of ’'outsourcing contexts’'. Note that a PEP can have these two
sets of contexts only if the frwkPi blncarnationl nCtxtSet attribute is
shown to be supported via the supported PRC table. If the
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frwkPi bl ncarnati onl nCt xt Set is not supported, a PEP nust treat all
contexts as belonging to the set of ’'configuration contexts’ i.e., at
the nost one context can be active at any given tine.

Note that in the event that a PEP has a capability change such as a
card hot swap or any other change in its notify information that nay
warrant a policy refresh, a subsequent conplete or increnental
request must be issued to the PDP containing the new updated
capabilities for all the configuration contexts. A request for re-
configuration is issued for all request state configuration contexts,
both for the active configuration context as well as any inactive
configuration contexts. This is to ensure that when an inactive
configuration context is activated, it has been pre-configured with
policies conpatible with the PEP's current capabilities.

Al t hough many PI B instances may be configured on a device (the
maxi mum nunber of these instances being determ ned by the device
itself), only one of the contexts fromthe 'configuration contexts
set can be active at any given tine; the active one being sel ected by
the PDP. The Framework PIB supports the attribute

frwkPi bl ncarnati onActive in the frwkPi bl ncarnati onTable to allow the
PDP to denote the PIB instance as being active in a COPS decision
message, and simlarly, to report the active state (active or not) of
the PIB instance to the PDP in a COPS request nessage.

When the PEP installs an attribute frwkPiblncarnationActive that is
"true’ in one PIB instance which belongs to the 'configuration
contexts’ set, the PEP must ensure, re-setting the attribute if
necessary, that the frwkPi bl ncarnationActive attribute is "false’ in
all other installed contexts that belong to this set. To switch
contexts, the PDP should set the frwkPiblncarnationActive attribute
to 'true’ in the context it wants to nake the active context. The
PDP shoul d set this attribute in a context to "false’ only if it
wants to send an inactive context to the PEP or deactivate the active
context on the PEP. If an active context is nmade inactive w thout
activating another context, the PEP nust not have any policies
enforced fromany configuration contexts installed.

2.5. Reporting and Configuring of Device Capabilities

Each network device providing policy-based services has its own

i nherent capabilities. These capabilities can be hardware specific,
e.g., an Ethernet interface supporting input classification, or can
be statically configured, e.g., supported queuing disciplines. These
capabilities are organized into Capability Sets, with each Capability
Set given a uni que nanme (frwkCapabilitySet Name) and associated with a
set of Role Conbinations. |In that way, each Role Combination may be
associated with a set of interfaces. These capabilities are
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communi cated to the PDP when policy is requested by the PEP. Know ng
device capabilities, the PDP can send the PRIs relevant to the
specific device, rather than sending the entire PIB

Specific capability PRCs may be defined in other PIBs. These
capability instances are grouped via the frwkCapabilitySetTable. |If
the PEP wi shes to send capability information to the PDP, the PIB
must indi cate which capabilities the PEP nmay send to the PDP by neans
of the "notify’ PIB-ACCESS cl ause as described in [SPPI]. If a PIB
does not have any capabilities to communicate to the PDP, it nust not
send any instances for the frwkCapabilitySetTable. If in this case

t he frwklfRol eConmbo table is used to conmuni cate rol e conbi nations
assigned to interfaces (via Iflndex), the frwkRol eConboCapSet Nare
attribute in the frwklfRol eConmboTabl e i nstances nust be set to a zero
I ength string.

2.6. Reporting of Device Limtations

3.

To facilitate efficient policy installation, it is inportant to
understand a device's lintations in relation to the advertised
device capabilities. Limtations may be cl ass-based, e.g., an
"install" class is supported as a "notify" or only a limted nunber
of class instances may be created, or attribute-based. Attribute
limtations, such as supporting a restricted set of enunerations or
requiring related attributes to have certain val ues, detai
implementation lintations at a fine |level of granularity.

A PDP can avoid certain installation issues in a proactive fashion by
taking into account a device's limtations prior to policy
installation rather than in a reactive node during installation. As
with device capabilities, device linitations are comrmuni cated to the
PDP when policy is requested.

Reported device limtations may be acconpani ed by gui dance val ues
that can be used by a PDP to determ ne acceptabl e values for the
identified attri butes.

The Franmework TC PI B nodul e

FRAVEWORK- TC-PIB  PIB-DEFINITIONS ::= BEG N

| MPORTS MODULE-1 DENTI TY, TEXTUAL- CONVENTI ON

Unsi gned32, pib FROM COPS- PR- SPPI ;

frwkTcPi b MODULE- | DENTI TY

SUBJECT- CATEGORIES { all
LAST- UPDATED "200302130000Z" -- 13 Feb 2003
ORGANI ZATI ON "I ETF RAP WG'
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CONTACT- I NFO "Keith McC oghri e
Cisco Systems, Inc.
170 West Tasnman Drive,
San Jose, CA 95134-1706 USA
Phone: +1 408 526 5260
Emai | : kzm@i sco. com

John Seligson

Nortel Networks, Inc.

4401 Great America Parkway
Santa C ara, CA 95054 USA
Phone: +1 408 495 2992

Emai |l : jseligso@ortel net works. com
Ravi Sahita
I ntel Labs.

2111 NE 25th Ave.

H |l sboro, OR 97124 USA
Phone: +1 503 712 1554

Enmil: ravi.sahita@ntel.com

RAP WG Mailing list: rap@ps.ietf.org "
DESCRI PTI ON
"The PIB nodul e containing the Role and Rol eConbi nati on
Textual Conventions and other generic TCs.

Copyright (C) The Internet Society (2003). This version of
this PIB nodule is part of RFC 3318; see the RFC itself for

full legal notices."
REVI SI ON "200302130000Z2" -- 13 Feb 2003
DESCRI PTION "lInitial version, published in RFC 3318."
o= { pib 3}
Rol e :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Arole represents a functionality characteristic or
capability of a resource to which policies are applied.
Exanpl es of roles include Backbone_interface,

Frame_Rel ay_interface, BGP-capabl e-router, web-server
firewall, etc.

The only valid character set is US-ASCII. Valid characters
are a-z, A-Z, 0-9, period, hyphen and underscore. A role
must always start with a letter (a-z or A-Z). A role nust
not contain the US-ASCI| characters '*’ or '+ since they
have speci al neani ng associated with them explained in the
Rol eConbi nati on TEXTUAL CONVENTI ON. "
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SYNTAX OCTET STRING (S| ZE (1..31))

Rol eConbi nati on :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An octet string containing concatenated Roles. For the
format specification of roles, refer to the 'Role TEXTUAL-
CONVENTI ON. A valid Rol e Conbinati on nust be forned by a set
of valid Roles, concatenated by the US-ASCI| character '+
where the roles are in | exicographic order frommninumto
maxi mum For exanple, "a+b’ and 'b+a’ are NOT different

rol e-conbi nations; rather, they are different formatting of
the sane (one) rol e-conbination

Notice the roles within a role-conbination are in

Lexi cographi c order from mni rumto maxi mum hence, we
decl are:

"atb’ is the valid formatting of the rol e-conbination

"b+a’ is an invalid fornmatting of the rol e-conbination

Notice the need of zero-length rol e-conbination as the role-
conmbination of interfaces to which no roles have been
assigned. This role-conbination is also known as the "null
rol e-conbination. (Note the deliberate use of |ower case
letters to avoid confusion with the US-ASCI|I NULL character
whi ch has a value of zero but Iength of one.)

The US-ASCI|I character '*' is used to specify a wild carded
Rol e Conbi nation. '*' nust not be used to w | dcard Rol es.
Hence, we decl are:
"*+at+b’ is a valid wild carded Rol e Conbination
"eth*+a+b’ is not a valid wild carded Rol e Comnbi nati on
Note that since Roles are |exicographically listed in a Role
Conmbi nation, the following is an invalid role conbination
since '*' is lexicographically before "a’: ’atb+* ."

SYNTAX OCTET STRING (SIZE (0..255))

PrcldentifierQd ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An O D that identifies a PRC. The value MJUST be an O D
assigned to a PRC s entry definition. The Entry definition
of a PRC has an O D val ue XxxTable.1 where XxxTable is the
O D assigned to the PRC tabl e object.

An attribute with this syntax MJST specify a PRC, which is

defined in the PIB nodul e(s) registered in the context of
the client-type used.

Sahita, et. al. I nf or mat i onal [ Page 14]



RFC 3318 Framewor k Policy Information Base March 2003

An attribute with this syntax cannot have the value 0.0
(zeroDotZero). If the attribute using this syntax can be set
to 0.0 use the PrcldentifierQ dO Zero TEXTUAL- CONVENTI ON
whi ch makes such use explicit.”

SYNTAX OBJECT | DENTI FI ER

PrcldentifierQ dO Zero ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An O D that identifies a PRC or zeroDotZero (0.0). The

val ue MUST be an O D assigned to a PRC s entry definition or
0.0 (zeroDotZero). The Entry definition of a PRC has an QD
val ue XxxTabl e.1 where XxxTable is the O D assigned to the
PRC tabl e object.

An attribute with this syntax can have the value 0.0
(zeroDot Zero) to indicate that it currently does not
identify a PRC "

SYNTAX OBJECT | DENTI FI ER

Attrldentifier ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A Unsigned32 value that identifies an attribute in a PRC by
its sub-id. The sub-id is the OD assigned to this attribute
in the PRC definition.

A Attridentifier value is always interpreted within the
context of an attribute of type PrcldentifierGd or
PrcldentifierQ dOrZero. The PrcldentifierGd (or

PrcldentifierQ dOr Zero) object which defines the context
must be registered i mredi ately before the object which uses
the Attrlidentifier textual convention. |If the context
defining attribute is of type PrcldentifierQ dO Zero and has
the value 0.0, then in that case this a